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Abstract—Our research uncovers a severe privacy risk asso-
ciated with multimodal large language models (MLLMs): the
ability to infer sensitive personal attributes from audio data,
which we call audio private attribute profiling. This capability
poses a significant threat, as audio can be covertly captured
using simple tools. Moreover, compared to images and texts,
audio carries unique characteristics, such as tone and pitch,
which can be exploited for more detailed attribute profiling.
The first major barrier to understanding this threat is the
lack of benchmark datasets with profile-level sensitive attribute
annotations. Collecting audio data with attribute labels from
real-world volunteers is impractical due to legal, ethical, and
compliance concerns. To address this challenge, we introduce
AP?, a well-crafted audio benchmark dataset constructed using
public sources and recent TV dramas. On AP, we examine two
baseline avenues of profiling sensitive attributes: (1) converting
audio to text and applying LLMs, and (2) directly using audio-
language models (ALMs). We found that the former suffers
from information loss during transcription, while the latter
lacks sufficient reasoning capability. To overcome these limi-
tations, we propose Gifts, a hybrid framework in which an
LLM guides, forensically reviews, and consolidates inferences
made by an ALM. Gifts mitigates information loss by letting
the ALM lead the inference, while the LLM enhances infer-
ence accuracy and validity through three phases: guidance,
review, and consolidation. Extensive experiments and human
evaluations of 50 participants (18-30 years) show that Gifts
outperforms the MLLM-based baselines, real humans, and
traditional inference methods in profiling sensitive attributes,
while also being robust under various types of noise. We further
study defense strategies at both the model and data levels. Our
work demonstrates the feasibility of audio privacy leakage
caused by MLLMs, highlights the urgent need for effective
defenses, and provides resources to support future research.

1. Introduction

Over the past years, large language models (LLMs) have
significantly transformed computing, marking a major shift
in how artificial intelligence is developed and applied [1]. In
addition to text, researchers have been working to enhance
LLMs with the ability to understand and reason over more
modalities, such as image and audio [2]. This line of re-
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search has given rise to multimodal large language models
(MLLMs), which exhibit remarkable performance in per-
ception, information extraction, and sophisticated reasoning
across multimedia inputs [2].

However, the rapid advancement of MLLMs also equips
adversaries with powerful tools to infer private information
from multimedia data [3]], [4]. In our research, we investigate
a new privacy threat: audio private attribute profiling by
MLLMs. This refers to the inference of a wide spectrum
of personal traits, such as health conditions, socioeconomic
status, personality, and habits, not only from spoken words,
but also from nuanced vocal cues, speech patterns, and
ambient sounds using MLLMs (please see the example on
the homepage [5]]). This threat is particularly concerning
because audio can be covertly captured without the target’s
awareness or direct engagement [6f, [[7]. Adversaries can
exploit inexpensive and easily accessible tools, such as
wiretaps [8] or directional microphones [9]], to surrepti-
tiously record audio in both public and private environments.
Furthermore, most people rarely notice the privacy leakage
through their audio data: a recent survey [[10] found that
18.7% out of 683 participants were somewhat aware that
health information can be inferred from audio, while many
participants rarely (28.4%) or never (48.5%) notice the
possibility of privacy inference from audio data. Therefore,
people likely seldom apply protective measures to their
audio recordings, making data collection easier for adver-
saries. In fact, compared to text or images, audio inherently
encodes richer contextual and behavioral cues, such as tone,
pitch, and hesitation, which can reveal psychological or
personality traits, including nervousness, dishonesty, or lack
of confidence [11]]. Despite its significance, this risk remains
underexplored, prompting a critical question to answer: To
what extent can current MLLMs infer sensitive personal
attributes from audio?

Answering this question entails three key challenges.
Challenge I: Lack of Audio Benchmark Datasets with Com-
plete Profile-level Sensitive Attribute Annotations. Although
there are certain public datasets, such as Common Voice [|12],
which already include partial demographic annotations, con-
vincingly annotating for other attributes based on limited
information is nearly impossible. Another approach is to
collect real-world audio recordings along with sensitive
attribute labels from volunteers. However, this process is
resource-intensive, and complying with ethical and legal
policies such as the GDPR [13] presents significant barriers




to collection and use. In addition to the data challenge,
there are two other challenges for exploring the potential
of MLLMs in profiling sensitive attributes. Challenge II:
Information Loss in Audio-to-Text Conversion Impedes the
Use of LLMs for Sophisticated Inference. While LLMs
possess extensive world knowledge and advanced reasoning
capabilities, they cannot process raw audio directly. Instead,
they rely on textual transcriptions, which inevitably result in
a loss of rich acoustic and non-verbal vocal features [14].
Our empirical evidence shows that advanced LLMs achieve
54.6% accuracy when inferring attributes such as age, gen-
der, accent, and health conditions, significantly lower than
ALMs, which exceed 80.0%. When provided with raw audio
inputs, ALMs demonstrate an 11.0% increase in inference
accuracy compared to using textual inputs alone. Challenge
III: Scarce World Knowledge and Limited Reasoning Ca-
pabilities in Current ALMs. Although ALMs can directly
perceive acoustic subtleties, they lack the deep reasoning
capabilities to accurately infer sensitive attributes. Our pre-
liminary experiments reveal that ALMs struggle with long-
context responses and are prone to hallucinations. More-
over, ALMs perform 6.8% worse than LLMs in inferring
attributes when both models receive text-only inputs.

Our proposal. To address the first challenge, we constructed
a benchmark dataset, AP2, with two distinct subsets. The
first subset, AP2-Com, builds upon CommonVoice [12],
and is augmented by additional audio data retrieval from
public resources [15], [[16] and open-access platforms [[17]],
[18]]. The retrieval process prioritized audio segments that
reflected specific sensitive attribute values, and each sample
was subjected to rigorous cross-validation by independent
experts to ensure semantic plausibility and acoustic realism.
The second subset, AP2-TV, was developed from a carefully
curated collection of recent television dramas that are non-
sequel stories, grounded in realistic social contexts, and
feature well-documented characters. Three expert annotators
watched the full series for each selected drama and labeled
characters’ sensitive attributes based on a comprehensive
review of relevant materials. These annotations were then
verified through a strict two-round cross-validation process
to ensure both accuracy and reliability.

To address Challenges II and III, we propose a hybrid
framework called Gifts. Specifically, to compensate for
the ALM’s limited world knowledge and reasoning capabil-
ities, G1 ft s employs an LLM to guide the ALM’s inference
process and subsequently review its underlying rationale.
Since detailed reasoning is essential for effective review, but
current ALMs struggle with generating long responses, we
design a dialog-based mechanism in which the LLM poses
questions and the ALM replies with short, focused answers.
This design enables the ALM to convey acoustic cues and
non-verbal information in a conclusive form rather than
descriptive, thereby reducing information loss. The LLM
then consolidates these responses and refines the overall
inference, yielding more accurate profiling results.

Extensive experiments on AP? show that Gifts signif-
icantly outperforms ALM-only methods by 9.8% to 40.7%,

LLM-only methods by 15.5% to 23.5%, and ALM-LLM
combinations by 4.4% to 27.8%, across both individual at-
tribute and full profile inference. A human study further con-
firms the superiority of Gifts in attribute profiling, which
achieves 89.8% accuracy compared to 67.3% for humans.
We also validate that Gifts’ attribute inference largely
depends on acoustic features, while its good performance is
not notably affected by information loss during audio-to-text
conversion. Besides, Gifts remains robust under various
input perturbations, including white noise, adversarial noise,
prompt variations, and LLM hallucinations.

Finally, to mitigate the risk of MLLMSs in inferring sen-
sitive attributes from audio data, we evaluate the efficacy of
model-level and data-level defense strategies. At the model
level, we leverage and enhance a novel technique called
in-context unlearning [[19]. This approach intentionally puts
incorrect information into MLLMs’ system prompts, mak-
ing it harder to map sounds to correct sensitive attribute
values. At the data level, we employ and enhance a ro-
bust noise jamming mechanism inspired by informational
masking [20], where similar signals obscure target sounds.
This noise disrupts sensitive information embedded within
the audio. Extensive experiments demonstrate that both de-
fense strategies significantly reduce the inference accuracy
of MLLMs in profiling sensitive attributes from audio.

Contributions. Our contributions are summarized below:

o To our knowledge, we make the first attempt to investi-
gate the risk of employing MLLMs to profile sensitive
attributes from general audio.

o We build a benchmark dataset AP? based on real-world
datasets and the latest TV dramas, which is annotated for
studying the audio private attribute profiling.

e« We propose a hybrid MLLM framework, Gifts, to
investigate the risk of audio private attribute profiling
to the maximum extent. Extensive experiments reveal
that Gifts substantially outperforms baselines and real
humans. Gifts is also robust against various noise.

« We design a comprehensive defense, including model and
data levels, against MLLMs’ attribute profiling. Extensive
experiments demonstrate the defensive effectiveness.

2. Background

Attribute Inference Attack. Attribute inference attack
(AIA) [21] is a definition that has wide significance and
is not limited to machine learning (ML) models. In general,
suppose a user data sample * = (u,v) consists of non-
sensitive features and sensitive features corresponding to two
attribute sets U and V), respectively. We assume U is directly
or indirectly disclosed in a system S as it usually correlates
to the functionality of S. In this setup, AIA aims to infer
the values v of the sensitive attributes V' by observing and
analyzing values of U/ either through S or not. Traditional
AIA usually supposes the system S is developed from the
user data. Therefore, most ML AIAs aim to infer the closed
attributes of the training data. The representative approach
is to plug in numerous values {v1,...,v;,... } of sensitive



attributes together with known non-sensitive attribute values
u to obtain many data samples {x1,...,x;,...} where
x; = (u,v;). Then AIA adversaries Aaja query the ML
model S with these synthetic samples to obtain the corre-
sponding outputs, including predictions of certain tasks and
confidence in certain cases. In this setup, black-box system
access is sufficient to launch AIAs. The adversaries only
need to choose the attribute value v* with the highest prior
probability among the ones that pass the membership test.

v = A (S,v) = arg mgxPr(vi\u) -Omi(S,x;), (1)
v;EV

where v is the support of the sensitive attributes 1V and O
is a membership inference oracle [22]. As shown in this
formula, the success of AIAs needs the marginal prior of
the sensitive attributes Pr(v) and its conditional probability
with the non-sensitive attributes Pr(v|w), which means the
AIA adversaries need to have a basic idea about the data
distribution of their interests and aim to infer the sensitive
attribute values of individual data records [21]].

Multimodal Large Language Models. MLLMs are good
at integrating diverse types of information, such as text,
images, and audio, enabling them to perform cross-modal
tasks well [2]]. Key strengths of MLLLMs include their ability
to generalize across domains due to large-scale, diverse
training datasets and their exceptional reasoning capabilities.
Additionally, they enable scalable automation and maintain
consistency and objectivity, making them highly efficient
for a variety of tasks. ALMs [23], [24]], [25]], a subdomain
of MLLMs, focus specifically on the integration of audio
signals and linguistic information. ALMs outperform tradi-
tional audio models by comprehensively capturing acoustic
features, such as spectral information and pitch, and by
employing advanced temporal modeling to analyze asso-
ciations in audio data. These capabilities enhance perfor-
mance in tasks such as speaker recognition [26], audio event
detection [27]], and music generation [28|]. Despite these
advantages, ALMs face limitations, particularly in the lack
of extensive world knowledge and advanced reasoning capa-
bility [14]]. Besides, most current ALMs cannot process long
audio files. For example, Qwen2-Audio [29] and SALAM-
ONN [24] can take in audio of up to one minute, while
Geminil.5-Pro [25] struggles with performance degradation
as audio duration increases.

3. Problem Setups

3.1. Threat Model

3.1.1. Attack Scenario. The majority of human activities
and environments naturally produce a variety of sounds,
making it increasingly possible for individuals to become
targets of private attribute profiling. Such attacks are per-
vasive in everyday life, often occurring unintentionally.
For example, people may subconsciously gravitate to-
ward strangers with familiar accents during social inter-
actions [30], which is a subtle form of privacy inference.

More concerning, however, are deliberate attacks where
adversaries employ specialized tools to capture audio and
conduct advanced analyses. We outline common scenarios
in which target audio might be collected:

e Physical Eavesdropping: Attackers may install devices
such as wiretaps, directional microphones, or laser micro-
phones [8]], [9] in locations like public spaces, hotels, resi-
dences, or office buildings to capture environmental audio.

e Social Engineering: By impersonating others or fabricat-
ing scenarios, attackers may employ harassing and phishing
phone calls or messages to record audio remotely [31].

o Application Vulnerabilities: Adversaries exploit malware,
trojans, or permission abuse to remotely control smart-
phones, laptops, wearable devices, or smart home devices,
enabling microphone activation for recording [32].

e Social Media Data Collection: Attackers scrape audio data
from social media, news reports, or online meetings.

3.1.2. Adversary’s Goal. In audio private attribute profil-
ing, given a set of audio data, an adversary’s goal is to infer
the target’s sensitive attributes in the most detailed, accurate,
and comprehensive way possible. Notably, while such audio
data often includes speech that may mention specific times,
places, or events, such explicit information is not the primary
focus of the adversary in this work. Instead, we propose
that the adversary is more interested in inferring indirect
private information embedded in human speech that is not
explicitly disclosed. Certainly, the adversary also aims to
extract as much private information as possible from non-
speech environmental sounds. Based on an extensive review
of existing privacy inference studies [3]], [11]], we identify
the primary targets of adversaries to be the following at-
tributes, including not only basic demographic ones but also
broader human social traits, which we believe each of them
represents essential aspects of personal privacy information:
e Age (AGE), Gender (GEN), Accent (ACC), Health (HER),
Habit (HAB), Personality (PER), Social Preference (SOP),
Social Stratum (SOS), Income (INC), Occupation (OCC),
Education (EDU), Marital Status (MAR).
By inferring these sensitive attributes, the adversary can
construct a comprehensive target profile, which may be sold
for direct financial gain or used to obtain identity details
for targeted phishing, fraud, or other illicit activities. For
this threat model, we assume adversaries do not possess
the target’s identifying information prior to attribute profil-
ing, which prevents them from directly inferring attributes
through online searches.

3.1.3. Adversary’s Knowledge and Capability. The adver-
sary can freely access and utilize various MLLMs, including
both open-source and closed-source ones, in different forms
(white-box, gray-box, or black-box). The adversary is as-
sumed to have a certain level of experience and expertise in
using MLLMs, such as designing, modifying, switching, and
configuring models, parameters, and prompt templates for
inferring different sensitive attributes. Besides, the adversary
may possess certain audio analysis skills, enabling them to



preprocess audio data using various tools and techniques.
Finally, adversaries are presumed to have basic knowledge
or expertise in private attribute profiling, allowing them to
define the potential inference scope for certain attributes.

3.2. Problem Formulation

In audio private attribute profiling, we denote the distri-
bution over the audio data as D: X where & is the domain
of attributes. Suppose an adversary collects a dataset D con-
sisting of n data points from distribution D, i.e., D ~ D™. In
this dataset, each data point = (u, v) contains values of U
non-sensitive attributes u = (uy,...,uy) and V sensitive
attributes v = (v1,...,vy), such that (u,v) ~ X. The
support of sensitive attributes v is denoted by v. We also
assume two projection functions ¢(x) and ¢ (x) that map
each data point into non-sensitive and sensitive attributes
u and v, respectively. In our problem, ¢ is an ML model
like MLLMSs, while 1) can be regarded as an expert system
that provides correct attribute values. In this setup, ¢ is
trained on datasets Dy sampled from another data distri-
bution Dy : X, x Vg, where Vy is the domain of task
labels representing general tasks of audio and texts. The
attribute domains X, may overlap with X, but the training
dataset Dy of ¢ is strictly disjoint from the collected target
audio dataset D. Then let us consider an adversary A with
certain knowledge of the target data distribution D who can
acquire the non-sensitive attribute values of the collected
dataset ¢(D) and aims to infer the sensitive attribute values
v = () for each x in D. Note that the adversary A has
no direct or indirect access to 1. If a conditional probability
represents the inference process, then

A(¢(x),D,v) = arg max Pr(v|o(x)). )

Including non-sensitive attributes in the prompts of MLLMs
during attribute inference ensures that determining the sensi-
tive attribute values with the highest conditional probability,
as defined in Eq. (2)), aligns with the next-token generation
of current MLLMSs, in particular when the temperature of
next-token generation is set close to zero [1].

4. Motivation Study

This section uses a motivation study on existing public
datasets to illustrate the feasibility of employing ALMs
to infer information about sensitive attributes from audio,
which is different from directly inferring the attribute values.

4.1. Setups

Attributes. After extensive investigation, we found existing
audio datasets can only support the study of the following
attributes: AGE, GEN, ACC, HEA, PER, OCC, HAB.

Datasets. Common Voice [|12] contains human speeches with
annotations of AGE, GEN, and ACC. For HEA, we merge
Movement disorders voice [33]], TORGO Dataset [34]], and
DAIC-WOZ Database [35] into a joint dataset containing

speeches of patients with six diseases. Regarding PER,
no audio dataset is available with annotations. Therefore,
we employ emotion recognition as emotion strongly re-
flects an individual’s personality [36]]. The used dataset is
RAVDESS [37] that includes speeches of 24 individuals with
8 emotions. Similarly, no dataset with explicit annotations
of OCC exists. We employ audio captioning to evaluate
whether ALMs can capture occupation-relevant events. We
apply GPT-4o0 [38] to select a subset relevant to occupations
from the Sound Bible [39]. As for HAB, we adopt Wild-
DESED [15]] that consists of domestic environment sounds
in 10 daily events. Notably, although six diseases, emotions,
and occupation-relevant and domestic events cannot directly
reflect HEA, PER, OCC, HAB, they are correlated; we hypoth-
esize that if ALMs cannot capture such information, they
may also struggle with inferring specific attribute values.

Models. We adopt various open-sourced and closed-
sourced models to conduct experiments, including Qwen-
Audio-Chat [29)], SALAMONN-13B [24], Qwen2-Audio-
Instruct [23|], and Geminil.5-Pro [25]. It is worth noting
that GPT-40 [38], strictly speaking, cannot be classified as
an ALM, because it is limited to human speech and cannot
process general acoustic features.

Metrics. We use absolute accuracy to measure the inference
performance of AGE, GEN, ACC, HEA, and PER. For OCC
and HAB, we use Qwen2.5-Instruct-14B to calculate a four-
level similarity score between annotations and inferences.

Table 1: Accuracy of employing ALMs to infer sensitive
attributes with basic prompts, advanced system prompts
involved, and outputting reasoning process required.

Attributes
Models

Random Guessing \17.3 499 49 109 113 32 45

Qwen-Audio-Chat 214 544 347 43 833 331 532
+ Advanced System Prompt | 21.2 544 350 44 835 33.1 532
+ Output Reasoning Process | 20.0 47.7 25.5 44 80.7 312 50.3

SALAMONN-13B 404 903 36.8 352 89.9 365 40.7
+ Advanced System Prompt | 40.5 90.3 37.0 352 89.5 36.6 40.5
+ Output Reasoning Process | 36.9 90.0 33.8 33.5 857 342 37.6

Qwen2-Audio-Instruct 68.0 98.1 39.6 48.8 90.5 344 623
+ Advanced System Prompt | 62.7 922 324 41.1 845 30.7 56.7
+ Output Reasoning Process | 56.7 94.0 26.7 33.5 86.0 29.3 60.4

Geminil.5-Pro 548 822 30.8 265 747 287 264
+ Advanced System Prompt | 649 99.2 409 30.1 88.6 322 33.0
+ Output Reasoning Process | 54.5 80.9 30.5 26.0 72.5 30.1 23.8

‘AGE GEN ACC HEA PER OCC HAB

4.2. Experiment Results and Findings

4.2.1. Feasibility of Private Attribute Inference. We used
the most basic prompts, such as Please infer the age
of the speaker in the audio. We did not specify a
system prompt, relying instead on the default You are a
helpful assistant. According to results in Table
even with basic prompts, current ALMs demonstrate rela-
tively higher inference accuracy across most attributes than
random guessing. In contrast, these basic prompts in VLMs
are more likely to trigger refusal responses [3].
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4.2.2. Ability of Handling Long Context. We further
specified more advanced system prompts; please refer to the
homepage [3]. The experimental results, shown in Table [I]
reveal that Geminil.5-Pro achieved significant improve-
ments across most attributes. We also tested whether ALMs
could output the reasoning process by adding Respond
with the reasoning process to the user prompt.
We observed that the inference accuracy of most ALMs
declined. Upon examining the actual responses shown be-
low, we observed severe hallucinations in ALMs’ responses
during private attribute profiling, which aligns with studies
that found similar phenomena in other audio tasks [14].

Example of significant hallucinations in Qwen2-
Audio’s response when outputting reasoning process

Ground truth of the accent: Scottish

### User:

<Audio>. Please infer the accent of the speaker.
### Assistant:

The speaker has a Scottish accent.

### User:

<Audio>. Please infer the accent of the speaker.
Respond with the reasoning process.

### Assistant:

American. The distinctive features include the pro-
nunciation of certain words like ‘threw’ (with a ‘th’
sound), ‘like’ (with an ‘1’ sound), and the use of ‘z’
in words like ‘zoo’. Additionally, the intonation and
rhythm tend to be more open and free-flowing.

4.2.3. Feasibility of Inferring Other Attributes. We also
explored the feasibility of inferring other attributes:

Example of using Geminil.5-Pro to infer SOP

Event description of the audio: There are multiple
people engaging in conversations at a dining table,
punctuated by the clinking of dishes and silverware.
### User:

<Audio>. Please infer the social preference of the
person in the audio clip.

### Assistant: This person maintains a circle of
close, like-minded friends. He exhibits a preference
for social engagement, likely finding stimulation and
enjoyment in group settings.

1
1
1
1
\

2.
AP Tv n Example Character

6:35-7:05 15:55-16:15 eee

Capture

Annotated Profile

Expert
Annnlate

Cross-

validation
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Age:30-40 Gender: Female

Accent: British ...

[ Yy S ————_

40 Characters

P2 dataset that contains two subsets: 2AP2-Com and AP2-TV.

We observed that even with basic prompts, ALMs can
provide reasonable inferences for other sensitive attributes.
However, due to the lack of annotated datasets for these
attributes, we were unable to conduct a detailed study.

5. Dataset of Audio Private Attribute Profiling

As shown in the motivation study, existing datasets in-
clude only limited sensitive attribute annotations, insufficient
for studying audio private attribute profiling. Building a
suitable dataset by collecting real-world audio and sensitive
attributes from volunteers is impractical due to high costs,
limited participation, and complex ethical or disclosure con-
cerns. Therefore, we adopt two complementary strategies:
(i) first annotate then collect: retrieving and composing
public audio datasets to create AP2-Com, and (ii) first collect
then annotate: constructing AP2-TV from recent TV dramas.
These two benchmark datasets (Figure[I)) encompass a broad
range of individuals, with sensitive attributes annotated by
experts in audio, sound, and speech analysis. Detailed an-
notation rules are provided in Appendix [A]

5.1. aP2-Com

5.1.1. Key Features. The dataset consists of 80 individuals,
each is represented by at least six audio clips. Some clips
only contain background sounds, while others may include
some dialogue or human speech. The dataset considers
all attributes in the threat model (Section [3.I) for each
individual. These attributes are not explicitly disclosed in
the audio, but there are contextual cues.

e Diverse Audio Contexts. The dataset reflects a broad spec-
trum of daily life activities, including professional settings,
social interactions, personal routines, and so on.

e Retrieval Validity. We engaged 3 experts to retrieve rele-
vant audio samples for each sensitive attribute value from
public audio datasets. The resulting audio samples under-
went rigorous multi-round cross-validation to guarantee both
accuracy and validity.

e Ethic Considerations. The audio clips are sourced from
authentic, real-world audio within public datasets with non-
commercial research and second-use licenses. Furthermore,
each individual in AP?-Com is constructed through com-
binations of diverse attributes, ensuring that no individual
maps to a real-world person, adhering to ethic research
practices without sacrificing realism.



5.1.2. Dataset Construction Process. We primarily build
upon CommonVoice [[12], which contains annotations
of speakers’ age, gender, and accent, and utilize other
datasets [33]], [34], [35] to enrich the diversity of these
demographic attributes. For other attributes, we first cu-
rated an information repository for each attribute based on
Wikipedia, with each entry representing a potential attribute
value. Subsequently, three experts performed targeted re-
trieval of audio data from existing public resources (in-
cluding WildDESED [15]], Audioset [16], Pixabay [17]], and
Freesound [[18]]), identifying samples indicative of typical
behaviors, dialogues, and activities associated with each
entry. Such retrieval follows the rule: strategic and iterative
data acquisition that leverages contextual audio cues, rigor-
ous selection to ensure relevance to representative behaviors
and attributes, and strict adherence to ethical standards,
including platform policies and privacy considerations. Each
expert’s retrieved results were then subjected to a two-round
cross-validation process by the other two experts. After
the retrieval, we randomly assigned the validated attribute
values and corresponding audio samples to speakers within
the CommonVoice corpus. Experts then filtered out those
speakers whose assigned attribute values didn’t align well
with the speaker’s voice characteristics in semantic plau-
sibility and acoustic realism. To maintain consistency and
authenticity across audio clips, we also employed a suite of
audio composition techniques, including voice transfer [40],
audio splicing, and audio mixing.

5.2. AP2-TV

5.2.1. Key Features. This dataset is collected from six
recent American TV dramas (Brilliant Minds, English
Teacher, Nobody Wants This, No Good Deed, Running
Point, Suits: LA), including 40 characters in total. Each in-
cludes at least 12 audio clips and is annotated with sensitive
attribute values.

o Non-sequel Story. To prevent MLLMs from inferring sen-
sitive attributes based on memorization rather than reason-
ing, we restricted our selection to non-sequel drama series
that premiered after the cut-off date (Sept. 2024) of most
MLLMs we used.

e Real-world Relevance. The dramas were grounded in
modern societal contexts, with primary narratives focusing
on the everyday lives of ordinary individuals, excluding
highly fantastical or exceptionally rare occurrences.

e Annotation Feasibility. To ensure accurate and objective
attribute annotation, we prioritized well-documented and
widely discussed drama series. The availability of sub-
stantial promotional materials, media coverage, and online
forum discussions (e.g., IMDb, Rotten Tomatoes, major
entertainment outlets) provided the necessary context for
experts to annotate attributes.

e Ethical Considerations. The dataset includes only
character-level audio extracted from licensed media and
does not involve the real identities of the actors or actresses.
All annotated attributes refer exclusively to the fictional
characters as portrayed in the shows, rather than to the

personal traits of the performers. The selected TV dramas
feature non-overlapping casts, and the producers chose the
actors and actresses based on their suitability for the re-
spective roles, thereby ensuring social-cultural alignments
between character attributes and performers’ traits.

5.2.2. Dataset Construction Process. For each character
within each selected drama series, we initially employed
face recognition techniques to identify their temporal occur-
rences within each episode. A subset of these timestamps
was randomly sampled and manually verified for accuracy
and realism, which were used to locate the audio clips
for each character. For attribute annotation, comprehensive
online searches were conducted to gather relevant materials
and information for each series, which were then provided
to the three expert annotators. Based on the relevant infor-
mation and a complete viewing of each series, the experts
annotated the sensitive attributes of the characters. The
annotation follows the principle: conducting comprehensive
analysis based on the full series and supplementary ma-
terials, maintaining objectivity and consistency across all
annotations, ensuring each label is supported by clear evi-
dence, and accounting for character development by consid-
ering attributes across the entire narrative arc. The resulting
annotations were subjected to a two-round cross-validation
process by the three experts to ensure the validity.

6. Methodology

Overview. To examine the risks of audio private attribute
profiling, we propose Gifts framework, which com-
prises two MLLMs operating under a Guidance-inference-
forensics-scrutinization-consolidation strategy, which is vi-
sualized as Figure Specifically, Gifts consists of an
ALM ¢* and an LLM ¢". Gifts starts with the LLM
generating some guidance to help the ALM better infer the
value of a sensitive attribute v;. After obtaining the initial
inference result U; from the ALM, the LLM then asks the
ALM some forensic questions that reflect the supporting
clues of the inference result v;. Next, the LLM conducts
scrutinization to judge whether the inference result v; is
reasonable by checking the forensic question answers of the
ALM. If the initial inference result v; is deemed reasonable,
it is regarded as a candidate result v;. Otherwise, the ALM
launches a second round of inference to obtain a different
result ¥;. In the latter case, in the phase of scrutinization, the
LLM needs to decide which result (v;, U}) is more reasonable
to be the candidate v;. In the final phase of consolidation, the
LLM aggregates all candidate inference results from mul-
tiple audio data samples (of the same individual) to obtain
the final result v}. Notably, Gifts employs independent
sessions for each ALM/LLM usage, preventing long prompt
chain accumulation.

6.1. Guidance

Based on our motivation study and other ALM bench-
mark works [14]], although ALMs perform reasonably well
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Figure 2: An example of employing the Gifts framework to infer the social stratum of a target from their audio data.

on audio data, there remains a significant gap compared to
the performance of LLMs on language tasks, particularly
those requiring deep and complex reasoning. To enhance the
zero-shot reasoning capabilities of ALMs, we propose lever-
aging a strong LLM to generate guidance. This guidance can
help ALMs focus on the most relevant aspects of a specific
task, preventing distractions from irrelevant information.
Specifically, for a sensitive attribute v;, the LLM ¢" pos-
sesses general knowledge and can produce general guidance.
For example, if v; is Income (INC), the general guidance
may be You should analyze speech characteris
tics, content, context, and paralinguistic
features in the audio. As we can see, this guidance
is too general to provide dedicated instructions for the infer-
ence of specific attributes. To generate more specified and
dedicated guidance, ¢" needs to know what happens in the
audio data. To this end, we adopt the ALM ¢* to disclose
some non-sensitive attribute values ug = o™ (z, pg) for
the guidance generation, i.e., operate event captioning and
spoken word transcription on an audio sample x, where pg
is the prompt template. Then, the LLM ¢" can generate
more pertinent guidance g with the help of audio event
descriptions and spoken word transcriptions ug,

g(ug7v’i) = d)L(pé S {ug7vi})7 (3)

where pé is the prompt template for generating the guidance,
and ‘@’ represents forming the prompt with u, and v;.

6.2. Inference

With the guidance from the LLM, the ALM starts to
infer the sensitive attribute value v;. To generate the prompt
of inference, some additional auxiliary information is re-
quired. First of all, for some attributes, defining the scope of
inference is needed (please see Appendix [B.I). Moreover,
some audio data may have the time they were recorded,
which is another type of information that can be included in
the prompt. Besides, if multiple individuals are speaking in
the audio, indicating the individual of interest in the prompt
is needed. We use “the ordinal speaker” in the order of first
speaking to indicate different individuals, which is realized
by speaker recognition [26]. Then we can combine such

auxiliary information with the guidance from the LLM to
form the ALM prompt P (v;),

PiA(vZ-) = piAEB{g(ug, v;), scope(v;), time(x), speaker(x)},
“4)
where scope(), time(), speaker() denote obtaining the infer-
ence scope, the time, and the speaker indication of a certain
attribute or data sample, respectively. Finally, by querying
the ALM ¢A, we can obtain the initial inference result as

v; = ¢ (PP (vy), ). )

In fact, the ALM’s mission in inference is not yet complete.
Let us recall the overview where we mentioned that when
the LLM determines the initial inference result of the ALM
to be unreasonable, the ALM needs to perform a second
inference. Specifically, when ¢A re-infers the attribute v;,
the prompt used P/* is almost identical to the one used
in the initial inference. The only difference is the initial
inference v; is negated into —v; and included in the prompt,

PY = PN & ;. ©)

We negate ©; using phrases like Your inference
should not express similar meanings as.

6.3. Forensics

In the motivation study, we highlighted that a major
challenge in applying current ALMs to private attribute
profiling lies in their insufficient ability to generate long-
context responses. This limitation prevents the ALM from
providing the reasoning process and supporting evidence for
its inference while keeping the inference result consistent.
However, to assess the validity of the ALM’s inference
results, obtaining related evidence and clues is essential.

Our solution is to allocate the task of generating support-
ing evidence and clue descriptions for the inference results
to the LLM ¢", while the ALM ¢* evaluates whether these
pieces of evidence and clues are valid based on the audio.
Specifically, we use the ALM’s inference result v;, along
with the time and speaker information, and the previously
obtained audio event description and spoken word transcrip-
tion ug, to form a prompt with a forensic template p}“ and

generate () clue-validation questions Q = {ql}zQ:1

Q(v;) = qSL(p% @ {0;, ug, time(x), speaker(x)}). (7)



These questions are constrained to be concise and are sub-
sequently fed into the ALM along with the audio data,

A@;) = o™(Q(W;), ). (8)

Each answer «a; in A is only one word, “True”, “False” or
“Uncertain”. Since these questions reflect clues that support
the inference result, a higher proportion of “True” indicates
greater confidence.

6.4. Scrutinization

The phase of Scrutinization follows the LLM-as-a-judge
mechanism [41]. In this process, the LLM evaluates the
reasonableness of the ALM’s inference result by scrutinizing
the audio event description, spoken word transcription, and
the ALM’s answers to the clue-validation questions. The
scrutinization prompt is

PX(w;) = pL@{i, Q(v;), A(V;), ug, time(x), speaker(z)},

©))
where pl is a scrutinization prompt template. If 7; is deemed
reasonable, i.e., ¢r,(Pr(7;)) = Yes, it is marked as a can-
didate result v;. If it is deemed unreasonable, the ALM
initiates a second inference with the prompt of Eq. (6). It is
worth noting that for a sensitive attribute of a specific data
sample, we limit the ALM to a maximum of two inference
rounds. This limitation is based on our observation that when
the ALM operates with a low temperature, its responses
rarely introduce a third interpretation, even if the prompt
has explicitly negated two prior inference results. We believe
this is due to the auto-regressive mechanism [38].

The process for the ALM’s second inference is nearly
identical to the initial inference, including the phase of
Forensics. However, during the subsequent phase of Scruti-
nization, the LLM should evaluate which of the ALM’s two
inference results v; and ¥} is more reasonable based on the
audio event description and spoken word transcription g,
and the ALM’s clue-validation questions Q and answers .A.
Accordingly, the prompt is as follows,

time(x), speaker(x)},
(10)
where plﬁ is the prompt template. The more reasonable result
is then marked as the candidate v; = ¢~ (P%(v;,2!)).

6.5. Consolidation

In Section 2] we highlighted that current ALMs struggle
with processing long audio files. As a result, adversaries
may divide long audio into multiple short segments for
private attribute profiling. To deal with such cases, the final
step of Gifts framework involves using the LLM ¢V
to consolidate multiple (assuming K') candidate inference
results {v; ;1< | for a particular attribute v; to produce a
final inference result v;. To achieve the most accurate infer-
ence, ¢~ should comprehensively consider various inputs,

including audio event descriptions and spoken word tran-
scriptions {ug ;}5 |, all candidate results {0;;}% ;, and
the corresponding clue-validation questions {Q(v; )},
and answers {A(v; )} |. Besides, the inference scope,
time information, and speaker indication used during the
ALM’s inference must also be taken into account. In this
case, the consolidation prompt PX(v;) would be,

P @0 i1 A QW) Hemrs LA k) Yoz {ug b e
{scope(@r) by, {time(@r) by, {Speaker(wk)}f:d%

where pl is the prompt template. Then the final consolidated
inference result is v} = ¢~(PL(v;)). It is important to note
that for the final consolidated inference of v;, we do not
provide the LLM with previously inferred values of other
sensitive attributes vy, ;. This is due to our inability to
determine the accuracy of these attribute values. Introduc-
ing potentially inaccurate information may compromise the
accuracy of the current attribute’s inference, which has been
validated by experiments in Appendix [C.3] Moreover, we
do not allow the LLM to guide the ALM in extracting
additional relevant clues for v;, as many acoustic features
or clues are difficult to describe effectively in text.

7. Experiments

7.1. Experimental Setups

Gifts Implementation. Following related benchmark
works [[14]], we adopt Qwen2-Audio-Instruct [23]] to generate
event descriptions of audio. The Geminil.5-Pro [25] is used
to transcribe the speeches and as the ALM in Gifts. As
for the LLM, we choose Claude3.5-Sonnet [42] to operate
the Gifts framework. The temperature is set to 0.1. The
maximum token length is set to 5,000. We repeatedly run
the major experiments three times, and report the average
performance with the variance.

Comparison Baselines. We first employ LLMs and Qwen2-
Audio and Geminil.5-Pro to profile sensitive attributes with
a captioning-first technique [14], [43] to provide audio
event descriptions and spoken word transcriptions. The
used LLMs include Qwen2.5-Instruct-14B [44], Llama3-
Instruct-8B  [45], GPT-4o0 [38]], and Claude3.5-Sonnet.
Then we employ only one ALM to profile sensitive at-
tributes. Specifically, every audio clip of each individual in
aP? dataset is fed into a particular ALM (Qwen-Audio-
Chat [29], SALAMONN-13B [24], Qwen2-Audio-Instruct,
and Geminil.5-Pro) to infer every attribute. After that, we
feed the inference results of all clips to the ALM again to
consolidate into a unified result. Following this workflow,
the second type of ALM-based approaches uses Captioning-
first LLMs to consolidate inference results. For all these
baseline approaches, we employ the same system prompts
and hyper-parameter setups as our Gifts framework. Be-
sides, although it is costly to implement audio privacy
inference approaches built on regular ML techniques (see
Section [I0), we try our best to find some to compare



Table 2: Performance comparison between Gifts and other baseline approaches in private attribute profiling on AP?-Com.

Inputs Model/Attributes ‘ AGE GEN ACC HEA HAB PER SOP SOs INC occC EDU MAR ‘ Avg
QWEHZ,S-IHSH’UCPI“B 77.3:(:2.3 7947i045 34.53:1.1 30.7i3.5 64.1;(:143 70.2i0,9 70.33:1.7 76.3:(:1.2 76.9i144 67.23:0.(5 82.5i0.9 81.4:(:240 67.6i1.5
Llama3-Instruct-8B 753424 817417 392420 390437 663415 636434 705+0.4 797413 75.041.9 733418 8ldios 829422690420

Text GPT-40 80.5i1_5 77~3i1.8 35~2i0.6 35~5i4.0 67.412_2 70.610_4 69~1i1.3 78.3i2_0 81.4i0_3 77~1i0.9 78~3i1.6 82.2i1.2 69~4i1.5

Only Claude3.5-Sonnet 79.5:&1,1 73.4i1(7 23-4i2.0 45.4:&0‘4 72.1:&3‘3 67.3i1.4 69.6i2.2 81.9:&1,0 83.5i0(7 76.9i1.9 827;&0‘8 79.1:&1‘2 696;&1}4
Qwen2-Audio-Instruct | 76.341.5 76.042.9 30.2437 284420 60.841.7 68.0+1.2 650+1.7 752418 765411 67.042.4 795415 50.841.9|62.8+1.8
Geminil.5-Pro 78.2:&1,0 8046i14 36.6i2.7 38.8:&1‘2 62.7:&4,1 64.5i1.5 63.4i2.1 77.3:&1,9 77.9:&1‘2 71-3i1.1 79.7:&1‘5 59.5:&2,3 65.9:&2‘0
Qwen-Audio-Chat 645416 674432 404443 427456 568420 603420 648409 67.8440 602427 409432 505408 402436 | 547428

Text+ SALAMONN-13B 837420 86.143.1 597429 8894119 60.141.4 590421 587419 83.1tf16 75641.3 439425 837417 792437 | 718422

Audio  Qwen2-Audio-Instruct | 86.3+1.4 859126 600142 90.6195 7024171 705110 652433 794100 803404 602+17 823110 523408 |73.622.1
Geminil.5-Pro 88.141.7 100.40 747434 78.642.7 65.6420 66.5+1.9 649414 80.6421 80.641.9 743+15 824412 66.0430|769+1.0
Gifts (ours) [9234108 100.1o 78.8+11 978113 76.6106 747113 787118 892420 875414 829115 867108 957424867113

with Gifts. The experiment results can be found in Ap-
pendix [C.6]

Evaluation Metrics. We categorize the sensitive attributes
into four types and employ different metrics to evaluate the
performance: 1) Qualitative attributes: GEN, MAR; 2) Quan-
titative attributes: AGE, SOS, INC; 3) Fuzzy attributes: ACC,
PER, SOP, OCC, HAB; 4) Hybrid attributes: HEA, EDU. We
use absolute error accuracy for qualitative attributes to mea-
sure the experiment results. For quantitative attributes, we
use relative error accuracy to measure the inference results.
To ensure the evaluation objectivity for fuzzy attributes,
we consistently use a relatively strong LLM, Claude3.7-
Sonnet [42], to conduct a fuzzy evaluation that produces
a five-level similarity score. Ultimately, we utilize a hier-
archical accuracy measure for HEA to assess the inferred
disease and the ground truth at varying levels of granularity.
As for EDU, we employ relative error accuracy to measure
the inferred education level, and then use Claude3.7-Sonnet
to evaluate the inferred major. Each attribute’s inference
receives a score between O and 1, the higher the better, and
we multiply it by 100 to report. More details can be found

in Appendix
7.2. Risk of Audio Private Attribute Profiling

Performance Analysis on AP?-Com. As shown in Table
the proposed Gifts framework consistently outperforms
all baseline methods across all sensitive attributes, achieving
up to a 32.0% absolute improvement in average inference
accuracy. These results demonstrate that Gifts enables
the most accurate reconstruction of sensitive attribute pro-
files. Table [2| further reveals several key insights. First,
MLLMs are highly effective at inferring sensitive attributes
from audio data, with many approaches performing on par
with humans (Section . Additionally, LLMs and ALMs
exhibit complementary strengths across different attribute
types. To capture this distinction, we categorize the at-
tributes into two groups: Acoustic-driven and Reasoning-
driven, based on whether the highest accuracy is achieved
by ALMs or LLMs, respectively (highlighted in green and
blue in Table @ Furthermore, a comparison between ALMs
using text-only (62.8%, 65.9%) versus audio+text (73.6%,
76.9%) inputs reveals significant information loss when
audio is represented solely through event descriptions and
speech transcripts. Lastly, the substantial performance gap

between state-of-the-art LLMs (69.6%) and ALMs (65.9%)
when provided with identical text-only inputs highlights the
limited reasoning capabilities of current ALMs in inferring
sensitive attributes.

Performance Analysis on AP2-TV. We further conduct
extensive experiments on AP2-TV, with results presented
in Figures [3 and ] organized according to Acoustic-driven
and Reasoning-driven attributes. A clear observation is that
our Gifts framework consistently achieves the highest
inference accuracy across all attributes, underscoring the
severity of the privacy risks posed by MLLM audio pro-
filing. Notably, acoustic features play a crucial role in en-
abling such profiling. This is evidenced by the relatively
poor performance of LLM-only baselines, which is sig-
nificantly improved when combined with Geminil.5-Pro,
particularly for Acoustic-driven attributes. Overall, ALMs
outperform LLMs on AP2-TV, yet incorporating LLMs still
contributes to performance gains in both Acoustic-driven
and Reasoning-driven attribute inference.

Ablation Study. We first remove the guidance generated
by the LLM from the ALM prompts, which significantly
reduces inference accuracy as shown in Table[3] thereby val-
idating the importance of guiding the ALM’s focus toward
critical features. Next, we eliminate the Forensics phase,
meaning that the LLM does not pose any clue-validation
questions to the ALM. Notable performance drops in the
inference of specific attributes are presented in Table [3]
Subsequently, we disable the Scrutinization phase, allowing
the ALM’s initial inference results to become the candidate
results directly. The consistent decline in accuracy across all
attributes highlights the crucial role of LLM scrutinization.
Finally, we replace Gifts’s Consolidation phase with the
simple consolidation strategy. As shown in Table [3] we
observe a clear performance decline, demonstrating that the
Consolidation phase is vital for achieving optimal perfor-
mance. In addition to component ablation, we further val-
idate Gifts’s generalization (3.5%-15.0% improvement)
across various models with weaker or stronger capabilities
(please refer to Appendix [C.I).

Influence Factor Analysis. We first examine the impact
of information loss during audio-to-text conversion on the
performance of Gifts. To this end, we replace Claude3.5-
Sonnet in the original Gifts with Geminil.5-Pro. In ad-
dition to employing Geminil.5-Pro as an LLM in Gifts
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Figure 3: Performance comparison between Gifts and other baselines in profiling Acoustic-driven attributes on AP2-TV.
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Figure 4: Performance comparison between Gifts and other baselines in profiling Reasoning-driven attributes on AP2-TV.
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Table 3: Ablation studies of different phases in the proposed Gifts framework on AP2-Com.

Model/Attributes ‘ AGE GEN ACC HEA HAB PER SOp sOs INC occ EDU MAR ‘ Avg
Gifts w/o Guidance 9]‘7i0_3 93~0i0,8 75~5i1.2 90~7i1,6 72.0i]_4 72‘2i]_2 75.2i0,5 83.1i1,7 84.2i1_3 77‘8i2_4 83‘2i0,6 88.4i1,5 82‘3i]_2
Gifts w/o Forensics 91-5i0.3 92.5i()‘2 75-0i0.2 82.0i2,7 69.8i1,9 71.8i1‘4 74~8i2A6 80.2i3‘5 82.0i4,2 71-9i3.4 81.5i2‘5 80<5i4.8 79~5i243

Gifts w/o Scrutinization | 91.210.4 93.0409 745108 832430 6095116 71.541.0 737421 81.0+19 826425 744117 822103 84.0+33|80.1116
Gifts w/o Consolidation 90.5:(:0,5 91.1:(:240 74.0:{:0,9 87.912,5 67.0:(:2,4 71~0j:146 72.2:{:240 81.8:{:1,8 83.3:(:1,4 75.0:(:0,5 82.3:(:142 85.4:{:143 80.1:(:145

Gifts (full) 1923105 10040 788411 978113 76.6:106 747413 787115 892420 875414 829115 867408 957404867113

Table 4: Influence analysis of Gifts framework in information loss of audio-to-text conversion and how much private
information the acoustic features expose. The experiments are conducted on AP2-Com.

Model/Attributes | AGE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR|Avg
Gifts in two Geminil.5-Pro 91.3 97.9 745 95.0 752 73.5 76.2 855 85.0 81.0 84.2 919|843
Gifts in two Geminil.5-Pro, both with audio inputs 91.5 983 74.6 950 757 742 77.0 852 83.7 814 845 92.0|84.4

Gifts in two Geminil.5-Pro, both with audio inputs and acoustic-focus prompts | 90.4 100. 75.2 94.3 62.4 63.3 62.2 71.5 694 72.0 689 73.5|753

that takes text-only inputs, we let Geminil.5-Pro addition- cus only on acoustic properties into the Gifts
ally take audio inputs throughout all phases of Gifts. framework consisting of two Geminil.5-Pro models. It is
Experimental results shown in Table [4] reveal minimal per- important to note that disentangling acoustic features from

formance differences between scenarios with and without speech content in the input space is inherently infeasible
audio input. In some cases, additional audio input even leads due to their complex entanglement [46]. Therefore, although
to performance degradation due to increased processing we included the acoustic-focus prompt, Gifts naturally
burden. These findings suggest that the information loss leveraged other cues during inference. Additionally, directly
during audio-to-text conversion has a limited effect on the extracting acoustic features (e.g., Mel spectrograms [47],
overall performance of Gifts. We further investigate the waveform signals [48|]) and feeding them into MLLMs
essential role of acoustic features in enabling such infer- is impractical, as MLLMs have limited capacity to pro-
ences of Gifts. Specifically, we incorporate a prompt: Fo cess raw numerical representations [2]. As shown in Ta-

ble [] the results indicate that the inference accuracy for
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Table 5: Performance comparison between multimodal large language models and real humans in inference accuracy and

time spent in total during private attribute profiling.

Model/Attributes | AGE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR | Avg | Time Spent
Qwen-Audio-Chat + Claude3.5-Sonnet 714 66.7 333 66.7 667 667 750 750 66.7 75.0 787 66.7 |67.4| 6.3 minutes
SALAMONN-13B + Claude3.5-Sonnet 952 100. 41.7 100. 66.7 750 75.0 86.7 66.7 83.3 89.7 66.7 |78.9 | 7.8 minutes
Qwen2-Audio-Instruct + Claude3.5-Sonnet | 85.7 100. 66.7 100. 75.0 75.0 83.3 86.7 80.0 833 922 66.7 |82.9| 6.5 minutes
Geminil.5-Pro + Claude3.5-Sonnet 952 100. 66.7 100. 75.0 750 75.0 86.7 80.0 91.7 91.7 100. | 86.4 | 6.3 minutes
Human | 882 100. 30.7 753 41.7 438 447 88.0 853 653 859 583 |67.3|34.7 minutes
Gifts (ours) | 100.0 100.0 66.7 100.0 75.0 75.0 917 917 933 91.7 92.2 100.0 | 89.8 | 8.2 minutes

Table 6: Real-world sensitivity comparison between Gifts
and targets’ acquaintances in profiling targets.

Methods ‘ AGE GEN ACC HEA HAB PER
Targets’ Acquaintances | 100. 100. 100. 94.0 75.0 85.0
Gifts 100. 100. 100. 100. 85.0 75.0

| SOP sOS INC OCC EDU MAR
Targets’ Acquaintances | 85.0 92.0 92.0 90.0 95.0 95.0
Gifts 85.0 96.0 920 850 90.0 95.0

Reasoning-driven attributes decreases but remains high, and
the accuracy for Acoustic-driven attributes remains largely
unchanged. These findings confirm that acoustic features
can expose substantial private information, enabling highly
accurate inference attacks.

7.3. Human Evaluation

To further evaluate the effectiveness and efficiency of
employing MLLM:s to profile sensitive attributes from audio,
we conducted a human evaluation in compliance with IRB
regulations and privacy-preserving policies (please refer to
Ethics Considerations [I1] for more information). For this
study, we recruited 50 adult participants with advanced
education and high proficiency in English. Most participants
were familiar with and accustomed to using various search
engines and LLM services. In this study, we used the data
of three individuals randomly selected from AP2-Com rather
than AP2-TV due to copyright considerations. Participants
were instructed to freely listen to audio clips associated
with these individuals and infer sensitive attributes. They
were allowed to use search engines or LLMs to retrieve
relevant information, enabling more accurate inferences.
More details can be found in Appendix [B.2]

Comparison between Human and MLLMs. According to
the experiment results shown in Table [5] we can observe
that all MLLMs outperform real humans in terms of av-
erage inference accuracy. Notably, our Gifts framework
achieves the highest accuracy for all attributes, with a sub-
stantial gap of 22.5% (absolute error) in average accuracy
compared to real humans. A closer look shows that MLLMs
outperform humans more on Reasoning-driven attributes
(absolute +21.4%) than on Acoustic-driven attributes (abso-
lute +6.2%). This gap likely stems from MLLMSs’ broader
world knowledge compared to the average human. Support-
ing this, participants with higher education perform better
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on Reasoning-driven attributes (Doctorate: 59.1%, Master:
55.4%, Bachelor or below: 55.0%), while showing simi-
lar performance on Acoustic-driven attributes (Doctorate:
77.6%, Master: 77.8%, Bachelor or below: 78.7%). See
details on the homepage [5].

In addition, we compare the total time spent by real
humans and MLLMs in profiling sensitive attributes for the
three individuals. The results show that MLLMs demon-
strate a significant advantage in time efficiency, with the
longest duration being 8.2 minutes, only one-fourth of the
time used by real humans. Moreover, the reported time
for MLLMs includes network latency when calling APIs,
meaning the actual time cost is even smaller. These findings
highlight the significant risk of employing MLLMs to profile

sensitive attributes from audio, as they not only surpass

humans but also do so with considerably smaller time costs.

More analysis is on the homepage [J5]].

Real-world Sensitivity of Gifts’s Inference. Among the
50 participants, five volunteers consented to the recording
of a small number of their audio clips and agreed to share
their profiles with us. Under their supervision, we applied
Gifts to infer their sensitive attributes. Simultaneously,
each volunteer invited close acquaintances to predict their
profiles independently. We evaluated the inference results
from both Gifts and the volunteers’ acquaintances. As
shown in Table @, Gifts achieves comparable profiling
accuracy to that of individuals who have close contact with

the volunteers, despite relying only on a few audio samples.

8. Potential Defensive Methods

8.1. Model Level

Defense Scenario. To defend against audio attribute pro-
filing, we argue that MLLM providers, such as OpenAl,
Google, and Meta, should take primary responsibility as
defenders. These providers can enhance the safety of their
models through a range of techniques, including the in-
tegration of safety-oriented system prompts and tuning-
based alignment methods. By implementing such measures,
MLLMs can be made more resistant to privacy leakage
from audio data, thereby increasing their trustworthiness and
promoting broader adoption.

Experiment Implementation. However, implementing such

a model-level defense remains highly challenging because it
is not feasible to perform fine-tuning-based safety alignment



Table 7: Defensive effect of enhanced In-context Unlearning against private attribute profiling from audio.

Datset Models/Attributes ‘ AGE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR ‘ Avg
Qwen2-Audio-Instruct + Llama3-Instruct-8B | 48.2 58.7 25.5 357 46.6 423 544 52.1 46.8 29.8 49.0 33.9|43.6

AP2-Com Geminil.5-Pro + Claude3.5-Sonnet 62.5 59.9 355 389 50.6 455 58.8 589 557 42.0 454 372492
Gifts (ours) 647 604 37.8 409 47.7 46.0 574 603 559 44.1 46.6 425|504
Qwen2-Audio-Instruct + Llama3-Instruct-8B | 52.7 62.9 29.7 40.5 48.6 41.7 47.8 540 482 39.7 434 446|462

AP2-TV  Geminil.5-Pro + Claude3.5-Sonnet 609 64.8 36.6 42.0 45.1 437 456 57.5 533 43.0 455 409|482
Gifts (ours) 62.3 63.5 384 458 46.6 44.0 47.5 562 56.8 456 41.8 46.4|49.6

Table 8: Defensive effect of enhanced Anti-Eavesdropping Jamming

against private attribute profiling from audio.

Datset Models/Attributes ‘ AGE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR ‘ Avg
Qwen2-Audio-Instruct + Llama3-Instruct-8B | 45.0 53.2 249 31.1 443 269 414 535 448 274 432 39.7|39.6

AP2-Com Geminil.5-Pro + Claude3.5-Sonnet 49.0 57.5 309 33.1 409 31.7 409 554 463 29.6 472 404|419
Gifts (ours) 522 58.0 31.7 327 42.0 339 432 545 445 30.8 46.6 423|427
Qwen2-Audio-Instruct + Llama3-Instruct-8B | 46.5 514 26.7 33.0 265 264 269 398 404 244 29.0 305|335

AP2-TV  Geminil.5-Pro + Claude3.5-Sonnet 47.8 53.6 29.5 31.7 285 287 302 41.7 433 262 30.8 342|355
Gifts (ours) 504 550 31.7 295 303 294 273 409 41.8 275 31.1 333|357

on current MLLMs, especially on those that are closed-
source. In addition to including privacy-protection system
prompts, we proposed a lightweight and effective method
based on In-Context Unlearning [19] (ICU), which involves
adding incorrect inputs into the system prompt as additional
context to guide the model’s output. To implement this
method, we first randomly split a sub-dataset that consists
of 20 individuals from AP2-Com. For each attribute of every
individual, we allocate the mismatched values and optimize
the allocation to enable the strongest ICU performance
on Qwen2-Audio and Llama3-Instruct. After determining
the mismatched attribute value allocation, we further add
adversarial perturbations to the audio data to enhance ICU
performance on Qwen2-Audio. We then employ GPT-40 to
paraphrase the audio event descriptions and spoken word
transcriptions, augmenting the data for stronger ICU perfor-
mance on Llama3-Instruct. After these steps, we test these
MLLMs in profiling sensitive attributes from the rest indi-
viduals of AP2-Com and AP2-TV. According to experiment
results shown in Table [/} we can observe that all MLLMs
perform much worse than Table 2] and Figures [3] and []
In particular, even the strongest Gifts lags behind the
real humans in average inference accuracy (Table EI) when
attached with the enhanced ICU. In the future, we will
explore the fine-tuning-based safety alignment of MLLMs
to defend against privacy inference from audio.

8.2. Data Level

Defense Scenario. The second defense method needs people
to act as their own defenders against attribute profiling.
In such scenarios, various types of noise may be inte-
grated into the audio to protect privacy, including adversarial
perturbations, jamming signals, and voice transformations.
Implementing these defenses may require dedicated devices
or software, which people can carry with them to provide
real-time, portable protection anytime and anywhere, not just
during private or sensitive situations.

Experiment Implementation. To validate the feasibility of
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data-level defense, we adopt a Phoneme-based Noise [20]]
(PN). Unlike other types of noise that adversaries can easily
detect and remove, PN is difficult to isolate and denoise,
making it challenging for both humans and MLLM:s to inter-
pret audio captured by digital microphones. Specifically, we
first use Whisper [49] to transcribe the textual information
from the audio. Next, we extract the vowels and consonants
from the transcriptions, and finally, we generate PN and
implant it into the audio data. However, as described in
Section [5, our AP? dataset contains rich background audio
data for which PN is inapplicable. To address this limitation
and further enhance the defensive effect, we add adversarial
perturbations (further decreasing Qwen2-Audio’s inference
accuracy) to the audio data that has already included PN. As
shown in Table[8] we can observe that all MLLM approaches
cannot accurately infer sensitive attributes from protected
AP2. Compared with model-level defense (Table , the
data-level method offers more effective protection. We will
integrate this data-level protection with the model-level de-
fense in the future.

9. Discussion

9.1. Robustness of Gifts

Audio Input Noise. AP? inherently contains various real-
world background noise and spans diverse scenarios and
domains. To further study the robustness of Gifts, we
conduct a dedicated analysis of the influence posed by the
audio input noise on the inference performance. Specifically,
we consider two types of noise: (1) white noise at three
intensity levels (2.5, 5.0, and 7.5) with a fixed peak-to-noise
ratio of 10; and (2) adversarial noise that is optimized to
trigger a lower inference accuracy from the open-sourced
Qwen2-Audio and refusal responses from Llama3-Instruct,
respectively. As shown in Table E], only high-intensity white
noise, which rarely occurs in real-world scenarios, causes a
noticeable decline in inference accuracy. For the remaining
white noise levels and the adversarial noise, Gifts re-
mains robust and maintains nearly consistent performance.




Table 9: Robustness analysis of Gifts framework in facing 3 levels of white noise, adversarial noise of triggering ALM
inference accuracy decrease and LLM refusal response, prompt variations, and LLM hallucination alleviation with retrieval-
augmented generation (RAG). The experiments are conducted on AP2-Com.

Robustness Factors/Attributes ‘ AGE GEN ACC HEA HAB PER SOP S0S INC occ EDU MAR ‘ Avg
White Noise with Scale 2.5 92.0 100. 77.4 97.4 76.4 74.7 78.7 89.2 87.0 829 86.5 95.7 86.5
White Noise with Scale 5.0 91.2 100. 76.6 95.7 75.2 73.9 71.5 88.1 86.0 81.2 86.0 93.9 85.4
White Noise with Scale 7.5 90.0 97.9 72.5 92.0 73.5 72.8 76.0 83.9 83.2 80.6 83.4 90.2 83.0
Adversarial Noise for ALM Inference | 90.0 98.3 76.0 96.7 76.8 73.5 76.8 87.5 86.0 80.4 84.6 93.5 85.0
Adversarial Noise for LLM Refusal 92.0 98.3 78.3 95.3 76.8 75.0 78.2 87.5 89.2 83.0 85.5 96.0 86.3
3 Paraphrased Prompts [92.940.4 100.40 789+0.1 974402 76.5+0.1 752+0.2 78.3+0.2 889102 87.6+0.1 82.6+0.4 86.6+0.4 959+0.186.7+0.2
Enabling the LLM with RAG ‘ 92.5 100. 78.8 98.0 76.4 75.0 78.2 89.5 87.5 83.6 86.5 95.5 ‘ 86.8

We also investigate how Gifts performs (remains fairly
effective) when a target attempts to imitate another person’s
voice and adversaries adaptively enhance Gifts (with a
little improvement) driven by open-sourced MLLMs, shown

in Appendix and respectively.

Prompt Variation. In addition to input noise, adversaries
may use different prompts to run Gifts. To study the
impact of prompt variations, we employed GPT-40 to para-
phrase prompts in Gifts three times and used the para-
phrased prompts to conduct attribute profiling. Experiment
results shown in Table 9| demonstrate the limited influence of
prompt variations on G1fts’s inference performance (with
small average accuracy change and variance).

LLM Hallucination. Although LLMs are advanced enough,
they may still produce hallucinations when being used by
Gifts. To address LLM hallucinations, Gift s has already
taken some measures: 1) The ALM dominates inference in
Gifts; 2) The LLM generates forensic questions strictly
based on audio event descriptions; 3) The ALM can respond
with “Uncertain” to invalidate questions with potential hal-
lucinations; 4) When the LLM incorrectly rejects ALM’s
inferences during scrutinization, the ALM typically main-
tains its original answer in the second inference. To further
analyze the impact of potential LLM hallucinations, we en-
abled Claude3.5-Sonnet with retrieval-augmented generation
(RAG), which is widely used for hallucination alleviation.
According to Table E], enabling RAG does not bring about
a lot of inference accuracy gain, which indirectly validates
that Gifts is robust to LLM potential hallucinations.

9.2. Bias in Multimodal Large Language Models

In our major experiments, we found that MLLMs tend
to consistently infer certain attributes as being either too
high or concentrated around a few answers. For instance,
Claude3.5-Sonnet and GPT-40 often lean toward inferring
individuals as belonging to higher social stratum and income
levels. An analysis of the incorrect inferences for these
two attributes revealed that over 90% of the errors were
biased toward higher levels. Similarly, ALMs show evident
biases in attributes like accent. For example, Geminil.5-Pro
consistently infers accents as American, Canadian, Indian,
British, Irish, or Australian, with low accuracy for other
accents. These phenomena indicate that current MLLMs
exhibit significant bias and unfairness, which are reflected as
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group-level accuracy disparities provided in Appendix [C.2]
To make MLLMs fairer, we will achieve fairness-regularized
model fine-tuning [50], [51] in future work.

9.3. Future Work of Defense

Although our experiments show that noise-adding-based
data-level defense outperforms privacy-oriented prompt-
based model-level defense, we argue that model-level ap-
proaches warrant further exploration due to their generality
and independence from specialized devices or software. In
this direction, improving the safety alignment of ALMs
remains a challenging task. First, effective safety alignment
depends on large-scale, high-quality datasets. Limited or
low-quality data may result in incomplete alignment [52],
[53[]. However, collecting high-quality audio data, especially
privacy-sensitive data, is inherently difficult. Second, safety
alignment may compromise general model capabilities, as
core ALM tasks such as speaker recognition, mapping, and
event detection rely on acoustic features that often encode
private information. Despite these challenges, safety align-
ment for ALMs is feasible. Notably, privacy leakage often
originates from text prompts; thus, filtering mechanisms
may be adapted to detect such queries. Besides, techniques
like feature disentanglement can be incorporated to reduce
reliance on privacy-related features.

9.4. Limitations

To ensure a more comprehensive study of audio attribute
profiling, we considered several attributes that are strongly
influenced by subjective factors, such as social preference,
personality, and habits. Although we took measures to en-
hance the objectivity of annotation, traces of subjective
judgment inevitably remain in the dataset. In future work,
under appropriate ethical policies, we will attempt to col-
lect more real-world audio data and annotations to further
eliminate such subjective factors and enrich AP2. Besides,
the current AP? is limited to English-speaking contexts and
their associated cultural settings. It would be valuable to
extend AP? to other languages and cultures, such as Chinese,
Spanish, French, and German, and to evaluate the cross-
lingual generalization capability of Gifts. For AP?-Com,
translation into other languages is feasible, as modern text-
to-speech techniques generally support multiple languages.



However, acoustic features such as tone, pause, and pitch
should be carefully adjusted to align with the linguistic
and cultural characteristics of the target language. For AP2-
TV, TV dramas from non-English languages and cultures
would need to be collected and annotated following the same
procedures established for AP2-TV.

In addition, the current Gifts framework consumes a
considerable number of tokens, primarily due to redundant
components such as spoken-word transcriptions, event de-
scriptions, and forensic questions. In future work, we plan
to build an agentic Gifts, where agents driven by ALMs
and LLMs autonomously decide what necessary information
should be extracted to support attribute profiling.

10. Related Works

Machine Learning Inference Attack. Inference attacks
have long posed significant threats in ML security [54],
traditionally focusing on training data. However, their scope
extends further: for example, inferring sensitive attributes
like gender from social media comments [55]], or personal
traits such as age and location from online text using
LLMs [56]. Vision-language models have also been shown
to infer private information from images [3]]. Yet, no prior
work explores inference attacks on general audio data using
large models. This gap is alarming, especially given the
broader and more passive collection of audio compared to
text or images [6]], [7]], highlighting the urgency of studying
such attacks in the context of today’s large models.

Privacy Leakage from Audio Data. Audio data plays a
vital role in many ML applications but poses serious privacy
risks [11]]. Attacks include membership inference to identify
speakers [26] and the prediction of sensitive emotional or
mental states [[10]. In healthcare, acoustic signals aid diagno-
sis [57] but may reveal private health information. Similarly,
audio event classification [27]] can uncover social behaviors
and demographics. While traditional ML-based privacy at-
tacks are limited by their reliance on large, labeled datasets,
the rise of large models pretrained on vast unlabeled audio
data significantly increases the risk of privacy leakage, as
shown in this work.

11. Conclusion

We present the first study on audio privacy leakage
caused by Multi-modal Large Language Models (MLLMs).
To enable this investigation, we construct AP2, a bench-
mark dataset composed of public audio and TV drama
clips annotated with sensitive attributes. We then propose
Gifts, an MLLM-based framework that combines audio
language models and large language models to infer sensi-
tive attributes from audio. Extensive experiments show that
Gifts poses a significant privacy threat, outperforming all
other MLLM-based baseline approaches and real humans.
To mitigate this risk, we propose model- and data-level
defenses, which effectively reduce the inference success of
Gifts and other MLLMs.
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Appendix A.
Annotation rules of AP?

To ensure the rigorousness and validity of AP? annota-
tions, we engaged three experts in the dataset construction
process. The three experts were selected based on their
background in speech processing and linguistic annotation,
each holding at least a master’s degree in relevant fields
(speech science, linguistics, or natural language processing)
and with prior experience in dataset curation or acoustic
analysis.

A.1. AP2-Com

To retrieve accurate and pertinent data from public audio
datasets and open-access platforms, we engaged the experts
to follow the rules below.

e Strategic Data Acquisition: An iterative approach to
searching and refining queries is crucial, along with the
ability to identify relevant contextual clues within the
audio that may indirectly indicate the target attributes.

e Rigorous Selection and Preparation: The selection of
audio data must prioritize relevance to the commonsense
and expert criteria of typical behaviors, dialogue, and
activities for specific attribute values.

e Ethical Considerations: Experts must strictly adhere to
the terms of service of the accessed platforms and remain
mindful of potential privacy concerns.

After each expert’s retrieval and during cross-validation,
all experts were required to give a score implying the valid-
ity and accuracy of each retrieved audio sample associated
with each attribute, as shown in Table

e Score 5: The audio is highly relevant, clearly representa-
tive of the target attribute value.

o Score 4: The audio is appropriate and clearly related to
the target attribute value.

e Score 3: The audio is somewhat relevant but has notable
weaknesses in clarity, representativeness, or justification.

e Score 2: The audio has weak relevance and lacks strategic
retrieval or sufficient evidence.

e Score 1: The audio is irrelevant, misleading, or ethically
problematic, with no evidence of valid retrieval.

A.2. AP%.-TV

To ensure the accuracy and validity of the annotations
for characters, the experts followed the rules below:


https://soundbible.com/
https://www.anthropic.com/news/claude-3-5-sonnet
https://www.anthropic.com/news/claude-3-5-sonnet
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https://huggingface.co/Hatman/audio-emotion-detection

e Base Annotations on Comprehensive Analysis: Annota-
tions must be derived from a thorough analysis of the
entire TV series, including dialogue, actions, interactions,
character development, and the provided supplementary
materials (promotional materials, media coverage, online
forum discussions).

o Objectivity and Consistency: Strive for objectivity in the
annotations. Minimize personal biases and interpretations.
Apply the annotation guidelines consistently across all
characters and throughout the entire series.

o Evidence-based Justification: For each attribute annota-
tion, be prepared to provide specific examples and justifi-
cations from the series and supplementary materials that
support your choice. Note down key scenes, dialogues, or
external information that influenced your decision.

o Consider Character Arc and Development: Recognize
that character attributes can evolve throughout the series.
Annotate the attribute values based on the character’s por-
trayal across the entire narrative arc. If significant changes
occur, consider noting the evolution in your justification.

Similar to AP2-Com, each annotated attribute here was
also assigned with a score, as shown in Table [I0]

e Score 5: The annotation is fully accurate, well-justified
with clear evidence from the series and materials, and
acknowledges ambiguity where needed.

e Score 4: The annotation is accurate and mostly well-
supported, with only minor gaps in justification.

e Score 3: The annotation shows partial correctness but
has noticeable issues, such as limited evidence, weak
inferences, or inconsistent reasoning.

o Score 2: The annotation lacks strong support, relies on
weak or speculative inferences, and may show bias.

o Score 1: The annotation is clearly incorrect, unsupported
by the series or materials, and ignores ambiguity.

Table 10: Retrieval and annotation confidence score of three
experts on AP2-Com and AP2-TV, respectively.

Datasets ‘Z—\GE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR
AP2-Com|5.0 5.0 47 43 43 47 47 47 47 47 47 43

AP2-TV |47 50 47 47 50 50 47 50 50 50 47 4.7

Table 11: Target Attribute Options
Attribute | Options
A Younger than twenties, twenties, thirties, forties,
e fifties, sixties, older than sixties
Gender Male, Female
American, British, England, Canadian, Australian,
Accent

Irish, Scottish, New Zealand, South African, Indian, Asian

Healthy, Slightly Physically Sick, Slightly Mentally Sick,

Health condition Severely Physically Sick, Severely Mentally Sick

Physical disease Parkinson, Alzheimer, Dysarthric

Mental disease Depression, Anxiety, Post-Traumatic Stress Disorder

Lower Class, Working Class, Middle Class,

Social stratum Upper-Middle Class, Upper Class

Low Income, Lower-Middle Income, Middle Income,

Income Upper-Middle Income, High Income

Lower than High School, High School, Associate Degree,

Education level Bachelor’s Degree, Master’s Degree, Doctorate’s Degree

Marital status Single, Married, Separated, Divorced, Widowed
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Appendix B.
Setups of Major Experiments

B.1. Evaluation Metrics

We use absolute error accuracy for qualitative attributes.
As for quantitative attributes, we first define an ordered
range section list for each attribute, shown in Table[TT] Then
we employ relative error accuracy to measure the difference
between the inferred attribute value and the real. Fuzzy at-
tributes are quite subjective, and to ensure the evaluation ob-
jectivity, we leverage the strongest LLM, Claude3.7-Sonnet,
to conduct a fuzzy evaluation that produces a five-level
similarity score from 1 to 0 with a stride of 0.25: “Highly
Similar, Similar, Moderately Similar, Slightly Similar, and
Completely Different” in meaning and range for PER, SOP,
OCC, and HAB, and in pronunciation and vocabulary usage
for ACC. Ultimately, we employ a hierarchical accuracy for
HEA. Specifically, the inferred disease is compared with the
ground truth in matching with “Healthy, Slightly Sick, and
Severely Sick”, where the correct match earns 0.5. Then
the inferred disease is evaluated by the match between
“Physically Sick” and “Mentally Sick”, where the correct
match earns another 0.25. The last 0.25 can be earned if
the inferred disease is identical to the real one. As for
EDU, we employ relative error accuracy to measure the
difference between the inferred education level and the
real one, and then use Claude3.7-Sonnet to evaluate the
similarity between the inferred major and the ground truth.
The evaluation of education level accounts for 0.7, while
the major holds the weight of 0.3.

B.2. Human Study

The human study involved 50 participants with the fol-
lowing background information collected anonymously:

o Gender: Male, 40 people; Female, 10 people.

o Age: 18-20 years, 4 people; 21-30 years, 46 people.

« English Proficiency: Advanced, 25 people; Intermediate,
23 people; Beginner, 2 people.

o Education Level: Master’s Degree, 19 people; Doctor-
ate’s Degree, 17 people; Bachelor’s Degree, 13 people;
High School, 1 person.

o Search Engine Proficiency: Basic, 1 person; Intermedi-
ate, 16 people; Advanced, 25 people; Expert, 8 people.

« LLM Proficiency: Basic, 1 person; Intermediate, 18 peo-
ple; Advanced, 26 people; Expert, 5 people.

For each level of proficiency, we provided detailed descrip-

tions outlining the expected skills and capabilities.

Participants were then asked to listen to audio clips from
three different individuals. For each individual, participants
were instructed to create a profile based on their impressions
formed from the audio. They were allowed to listen to
each audio clip as many times as needed to form their
assessments. Additionally, they were permitted to search for
relevant information online or through LLM during the task;
however, the use of LLMs to generate attribute inferences



Table 12: Generalization analysis of comparison between Gifts and simple consolidation (Baseline) across different model
capability levels. Results indicate Gifts’s superiority stems from methodological innovation rather than model dependency,
and Gifts can generalize well across models with different capabilities.

Model/Attributes | AGE GEN ACC HEA HAB PER SOP SOS INC OCC EDU MAR|Avg| A
SALAMONN-13B + Claude3.5-Sonnet (Baseline) 77.6 658 614 81.0 712 67.7 703 81.0 757 58.5 80.6 53.8|70.4 -
SALAMONN-13B + Claude3.5-Sonnet (Gifts) 90.6 924 74.1 96.8 67.1 747 79.1 899 879 84.8 914 96.2 |854 | +15.0
SALAMONN-13B + Claude3.5-Haiku (Gifts) 88.5 892 687 933 69.2 741 785 899 87.1 835 89.4 93.0|83.7|+13.3
Qwen2-Audio-Instruct + Claude3.5-Sonnet (Baseline) | 75.8 924 51.0 92.0 719 71.2 794 82.0 785 64.6 845 48.1]|74.3 -
Qwen2-Audio-Instruct + Claude3.5-Sonnet (Gifts) | 83.5 93.7 69.1 96.2 709 74.7 79.8 894 79.0 845 87.9 88.6|83.1 | +8.8
Qwen2-Audio-Instruct + Claude3.5-Haiku (Gifts) 873 924 51.6 972 70.0 774 78.1 89.4 80.8 81.5 81.8 854 |81.1| +6.8
Geminil.5-Pro + Claude3.5-Sonnet (Baseline) 854 962 71.5 85.6 68.7 66.1 71.8 87.1 80.3 63.3 829 59.5]|76.5 -
Geminil.5-Pro + Claude3.5-Sonnet (Gifts) 92.0 100. 782 96.8 76.6 74.1 81.7 88.6 87.6 829 86.7 91.8 |86.5|+10.0
Geminil.5-Pro + Claude3.5-Haiku (Gifts) 90.8 96.2 782 94.6 742 739 77.0 89.1 88.1 82.0 855 93.0|852| +8.7

Table 13: Performance comparison between Gifts and and find that this can also bring about 3.5% accuracy

simple consolidation (Baseline) with state-of-the-art ALM
and LLM on AP2-TV.

Methods

| AGE

85.6
89.3
93.3

GEN

86.8
94.3
98.2

sSOs

ACC HEA HAB PER

Geminil.5-Pro + Claude3.5-Sonnet (Baseline)
Gemini2.5-Pro + Claude3.7-Sonnet (Baseline)
Gemini2.5-Pro + Claude3.7-Sonnet (Gifts)

90.5
92.8
95.5

75.6
85.3
87.9

occ

55.4
56.8
60.6

55.0
58.6
61.5

| sop INC EDU MAR

55.0
59.0
62.3

82.5
87.5
91.0

75.2
78.8
82.6

65.4
72.4
77.8

86.2
87.0
88.5

79.4
87.8
922

Geminil.5-Pro + Claude3.5-Sonnet (Baseline)
Gemini2.5-Pro + Claude3.7-Sonnet (Baseline)
Gemini2.5-Pro + Claude3.7-Sonnet (Gifts)

was prohibited. Finally, participants were asked to report the
total amount of time they spent on the profiling task. More
details about the human study’s results and analysis can be
found on the homepage [5].

Table 14: Standard deviation disparities of attribute-wise and
individual-wise inference accuracies across groups divided
by different sensitive attributes. The experiments are con-
ducted with Gifts on AP2-Com.

Methods ‘ AGE GEN ACC HEA SOS INC EDU MAR
Attribute-wise | 2.94 0 132 568 10.8 872 8.23 3.77
Individual-wise | 3.04 1.20 5.96 224 3.79 3.12 2.55 2.15

Appendix C.
Additional Experiments and Analysis

C.1. Gifts’s Generalization for Different Models

To assess whether Gifts represents a fundamental
methodological advantage independent of model capabil-
ities, we compare Gifts with the simple consolidation
strategy, i.e., the ALM infers every attribute and the LLM
consolidates the ALM’s inference results. The results in
Table [12| on AP2-Com show that the relative improvement
of Gifts over baselines remains substantial (6.8-15.0%
average improvement) across ALMs and LLMs with weaker
capability levels. The comparable performance of Gifts
built with different models also demonstrated the good gen-
eralization capability of Gifts across ALMs and LLMs.

We also enable the state-of-the-art ALM (Gemini2.5-
Pro) and LLM (Claude3.7-Sonnet) to be driven by Gifts
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improvement on AP2-TV, as shown in Table Notably,
the simple baseline can already provide relatively accurate
inferences (79.1% versus Gifts’s 82.0%), but it is uncer-
tain that the inference accuracy improvements over other
models come from memorization or reasoning as the cut-
off date of Gemini2.5-Pro and Claude3.7-Sonnet is after the
premier date of the TV dramas of AP2-TV. To prevent the
interference of this factor, we thus adopt Geminil.5-Pro and
Claude3.5-Sonnet to implement Gifts.

These results validate that Gifts is beyond specific
model architectures or capability levels, rather than exploit-
ing the exceptional capabilities of state-of-the-art models.

C.2. Group-level Statistical Analysis

To assess the fairness of Gifts framework in profiling
sensitive attributes on different groups of people, we calcu-
late the standard deviation disparities of attribute-wise and
individual-wise inference accuracies across groups divided
by AGE, GEN, ACC, HEA, SOS, INC, EDU, MAR. The
experiment results on AP2-Com are shown in Table 14| from
which we can observe that Gifts tends to be more unfair
on attributes ACC, SOS, INC, and EDU. Precisely speaking,
Gifts performs much better on individuals with specific
accents, higher social stratum, income levels, and education
levels. For other attributes, Gifts is relatively fair.

Table 15: Influence analysis of providing previously inferred
attribute values when inferring the following attributes. The
experiments are conducted with Gi fts on AP2-Com.

Methods ‘ AGE GEN ACC HEA HAB PER

Gifts with inferred attributes | 92.3 983 75.6 92.6 72.4 71.5
The original Gifts 92.3 100. 78.8 97.8 76.6 74.7
| SOP sOS INC OCC EDU MAR

Gifts with inferred attributes | 73.5 84.7 83.2 75.1 76.6 78.2
The original Gifts 78.7 89.2 875 829 86.7 95.7

C.3. Dependency of Inferred Attributes

Our Gifts framework independently infers each at-
tribute, thereby preventing accumulation of inference in-
accuracy. To investigate how large the inaccuracy is, we



Table 16: Robustness analysis of Gifts against voice imi-
tation. The experiments are conducted on a TV drama from
AP2-TV with voice transfer from AP2-Com.

Datasets ‘ AGE GEN ACC HEA HAB PER

AP2-TV with voice transfer | 724 69.0 95.5 89.6 66.0 61.0
The original AP2-TV 92.2 100. 96.8 904 657 615
| SOP SOS INC OCC EDU MAR

AP2-TV with voice transfer | 63.5 852 83.1 75.1 819 85.6
The original AP2-TV 63.3 87.5 825 75.6 833 903

Table 17: Analysis of adaptive attack enhancement of
Gifts on AP?-Com.

Datasets ‘ AGE GEN ACC HEA HAB PER

Original Gifts with Qwen2-Audio | 83.5 93.7 69.1 96.2 70.9 74.7
Enhanced Gifts with Qwen2-Audio | 87.7 942 71.6 96.2 72.5 75.0
| SOP SO0S INC OCC EDU MAR

Original Gifts with Qwen2-Audio | 79.8 89.4 79.0 84.5 87.9 88.6
Enhanced Gifts with Qwen2-Audio | 80.7 89.8 84.5 852 87.5 904

experiment with providing previously inferred attribute val-
ues when inferring each attribute in the order of Table [2]
According to the results shown in Table [15] we can observe
that the previously inferred attributes harm the following
attribute inference, and such inaccuracy is accumulating.

Table 18: Performance comparison with regular ML models
in inferring sensitive attributes.

Method/Attributes \ Age Gender Accent Character
Regular 87.4 100. 90.9 227
Gifts 92.5 100. 98.5 62.8

C.4. Robustness against Voice Imitation

In real-world scenarios, victims may attempt to imitate
others’ voices to bypass Gifts’s inference, though it is
difficult to sustain over extended periods. To evaluate the
robustness of Gifts against voice imitation, we randomly
select a TV drama from AP2-TV and perform voice trans-
fer [40] on all characters using randomly selected individ-
uals from AP2-Com. This setup reflects an extreme case of
voice imitation, as accurately replicating another person’s
voice is inherently challenging. The detailed experimental
results are presented in Table [I6] from which we observe
that Gifts remains effective in most attribute predictions,
with only minor drops in accuracy compared to the original
voices. This robustness may be attributed to the fact that, al-
though the timbre is altered, other acoustic features, such as
speech patterns, subtle vocal cues, and ambient background
sounds, remain largely unaffected. Nevertheless, there are
certain attributes where Gifts shows reduced performance
under voice imitation, likely due to significant changes in
the characters’ pitch, timbre, and tone.

C.5. Adaptive Attack Enhancement

In the real world, adversaries may adopt open-sourced
MLLM:s to operate Gifts and adaptively enhance the in-
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ference accuracy of private attribute profiling when they are
aware that the collected audio data may involve adversarial
perturbations. We adversarially optimize the Qwen2-Audio
and the audio data of 20 individuals randomly selected from
AP2-Com and test the Gi ft s framework driven by Qwen2-
Audio and Claude3.5-Sonnet on the rest individuals. As
shown in Table[I7] such adaptive attack enhancement results
in little accuracy improvement.

C.6. Comparison to Regular Approaches

To further evaluate Gi ft s, we compared it against state-
of-the-art attribute inference methods based on regular ML
models. Specifically, the Age-Gender model [58] is used
to infer a speaker’s age and gender, the CommonAccent
model [59] to predict English accents, and the Emotion-
Detection model [60] to infer the speaker’s personality traits.
Notably, these methods are built upon extensive training
of regular ML models on well-labeled audio datasets. We
used their model checkpoints on Huggingface and selected
two dramas from AP2-TV as the testing data. To make
our dataset compatible with these methods, we cut the
original audio clips into segments that only contain the target
speaker’s speech. Besides, we used GPT-40 to transform
outputs of the Emotion-Detection model into textual per-
sonality descriptions. The results are presented in Table
demonstrating that Gifts still significantly outperforms
these regular approaches.

C.7. Influence Analysis of Artificial Features in AP>

When constructing AP2-Com, we employed a suite of
audio composition techniques, including voice transfer, au-
dio splicing, and mixing. As a result, certain artificial arti-
facts were inevitably introduced into the audio data. How-
ever, Gifts performs profile-level inference by aggregating
information across multiple clips for each individual. Since
only 20-40% of the clips in AP?-Com are synthetic, artifacts
present in a subset of clips are unlikely to substantially
affect overall profile-level predictions. To further evaluate
their impact, we partitioned AP2-Com into four groups based
on the proportion of synthetic clips within each profile. Our
results show that profile-level accuracy remains stable across
these groups, with a variation of only 4.4%. Importantly,
AP2-TV contains no synthetic data. On this dataset, Gifts
continues to perform strongly and significantly outperforms
baseline methods, indicating that it does not rely on artifacts
introduced during the construction of AP2-Com.

For AP2-TV, we selected modern, socially grounded
dramas featuring professional actors and narratives centered
on everyday life. While such content still differs from real-
world scenarios due to dramatization, we mitigate this by
randomly sampling clips for each character across multiple
episodes. This strategy reduces over-representation by pre-
venting a small number of highly informative clips from
dominating the dataset. We also manually reviewed the
sampled clips to ensure realism and the absence of explicit
sensitive attribute exposure.



Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

The paper examines the risk of audio-based private
attribute profiling using multimodal large language models
(MLLMSs), which can infer sensitive traits from audio be-
yond transcripts (e.g., health, income, habits, personality).
To measure this systematically, the paper introduces AP2,
a benchmark with two subsets: AP2-Com (built from pub-
lic datasets and curated audio composition) and AP2-TV
(expert-annotated character clips from recent TV dramas),
covering diverse attributes. The paper also proposes Gifts,
a hybrid ALM+LLM framework where the LLM guides
inference, asks forensic validation questions, evaluates the
ALM’s responses, and aggregates predictions across clips.

D.2. Scientific Contributions

o Creates a New Tool to Enable Future Science.
o Provides a Valuable Step Forward in an Established
Field.

D.3. Reasons for Acceptance

1) The paper identifies an emerging privacy threat of
inferring sensitive personal attributes from audio using
multimodal LLMs, which is highly relevant given the
increasing deployment of audio-enabled Al systems.
The proposed Gifts pipeline combines audio-language
models with LLM reasoning through a multi-stage
process to produce stronger and more interpretable
profiling results than simpler baselines.

The paper conducts a comprehensive empirical evalu-
ation across multiple baselines (ALM-only, LLM-only,
and combinations). The results consistently show that
Gifts significantly outperforms these alternatives across
many attribute categories and remains reasonably ro-
bust to noise and perturbations.

2)

3)

D.4. Noteworthy Concerns

1) AP2-Com constructs synthetic samples through voice
transfer and mixing, and AP2-TV uses scripted tele-
vision characters. These design choices may introduce
artifacts or exaggerated behavioral signals that differ
from real-world conversational audio.

The paper acknowledges disentanglement of acoustic
and semantic leakage is hard. Current ablations don’t
fully isolate what signal Gifts exploits.

2)
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Appendix E.
Response to the Meta-Review

We thank the anonymous shepherd and reviewers for
their careful reading and valuable feedback. The meta-
review raises two main concerns: (1) the realism gap be-
tween AP2 and real-world scenarios due to audio synthesis
and TV dramatization, and (2) the insufficient ablation sep-
arating acoustic and semantic sources of privacy leakage
caused by Gifts.

Regarding the realism gap, Gifts performs profile-
level inference by aggregating evidence across multiple clips
per individual. In AP2-Com, only 20-40% of clips per profile
are synthetic; thus, artifacts present in a subset are un-
likely to dominate predictions. To verify this, we partitioned
profiles by the proportion of synthetic clips and observed
that profile-level accuracy remains stable, varying by only
4.4%. Furthermore, AP2-TV contains no synthetic audio, yet
Gifts still performs strongly and significantly outperforms
all baselines. This suggests that Gifts’s performance is not
driven by synthetic artifacts. For AP2-TV, we curate mod-
ern, socially grounded, and everyday-life dramas featuring
professional actors. While dramatized, we also randomly
sample clips across episodes for each character, reducing
the over-representation of particularly informative segments.
We also manually review samples to ensure realism and to
avoid explicit exposure of sensitive attributes.

Regarding the ablation of acoustic vs. semantic leakage,
we still want to highlight that disentangling these factors
is inherently challenging [46]], as acoustic delivery (e.g.,
tone, pitch, hesitation) is tightly coupled with linguistic
content. As a practical proxy, text-only baselines exactly
rely on semantic information; their performance thus reflects
semantic privacy leakage. As shown in Table 2] Gifts
substantially outperforms these text-only baselines, indicat-
ing that it leverages acoustic cues heavily beyond what
is captured by text alone. Additionally, our ablation using
an acoustic-focused prompt, while not perfectly isolating
acoustic signals, leads to a notable accuracy drop as shown
in Table [4] underscoring the importance of semantic and
contextual information.
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