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Differential privacy (DP) has been widely adopted to protect sensitive information in graph analytics. While

edge-DP, which protects privacy at the edge level, has been extensively studied, node-DP, offering stronger

protection for entire nodes and their incident edges, remains largely underexplored due to its technical

challenges. A natural way to bridge this gap is to develop a general framework for reducing node-DP graph

analytical tasks to edge-DP ones, enabling the reuse of existing edge-DP mechanisms. A straightforward

solution based on group privacy divides the privacy budget by a given degree upper bound, but this leads

to poor utility when the bound is set conservatively large to accommodate worst-case inputs. To address

this, we propose node-to-edge (N2E), a general framework that reduces any node-DP graph analytical task

to an edge-DP one, with the error dependency on the graph’s true maximum degree. N2E introduces two

novel techniques: a distance-preserving clipping mechanism that bounds edge distance between neighboring

graphs after clipping, and the first node-DP mechanism for maximum degree approximation, enabling tight,

privacy-preserving clipping thresholds. By instantiating N2E with existing edge-DP mechanisms, we obtain

the first node-DP solutions for tasks such as maximum degree estimation. For edge counting, our method

theoretically matches the error of the state-of-the-art, which is provably optimal, and significantly outperforms

existing approaches for degree distribution estimation. Experimental results demonstrate that our framework

achieves up to a 2.5× reduction in error for edge counting and up to an 80× reduction for degree distribution

estimation.
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1 Introduction
In the era of big data, graph analytics has become essential across various domains such as social

networks, healthcare, and finance, yielding significant societal and economic benefits. For instance,

social platforms such as Facebook and LinkedIn leverage graph analytics to support features like

friend and professional connection recommendations. However, these graphs often contain sensitive

information, and publishing analytical results can pose serious privacy risks, such as revealing
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specific edges or exposing node attributes [38, 45, 49]. To address these concerns, differential privacy
(DP) [17] has emerged as a rigorous standard for privacy-preserving graph analytics. Under DP,

two graphs are considered neighbors if they differ by a single individual, represented either as

a node or an edge. DP ensures that the analytical results between two neighboring graphs are

(𝜀, 𝛿)-indistinguishable, preventing the inference of any individual’s information. The privacy

budget 𝜀 controls privacy leakage, with smaller values providing stronger privacy guarantees, while

𝛿 controls the failure probability, quantifying the likelihood that the privacy guarantee does not

hold.

A key distinction in applying DP to graph analytics lies in the choice of protecting either edges

or nodes. Specifically, edge-DP [25, 32, 43] protects individual edges, while node-DP [5, 7, 33]

protects entire nodes with its incident edges. Accordingly, two graphs are neighbors under edge-DP

if they differ by a single edge, whereas under node-DP, they differ by a node and all its edges.

Although node-DP offers stronger privacy guarantees, it is more challenging to achieve since a

node has a greater contribution to the analytical result than a single edge. This leads to a significant

research gap between node-DP and edge-DP. Many graph analytical tasks, such as maximum

degree estimation [10, 25, 32], and shortest path computation [21, 44] have been extensively studied

under edge-DP but lack corresponding solutions under node-DP. Yet, node-DP is more meaningful

in practice, as it better aligns with real-world privacy concerns, where users (nodes) and their

associated relationships (edges) should be protected as a whole rather than in isolation.

Therefore, a well-motivated objective is to develop a general framework for reducing node-DP

tasks to edge-DP. More precisely, given any graph task 𝑄 and an edge-DP mechanism Medge

𝑄
,

this framework produces a corresponding node-DP protocolMnode

𝑄
. Recall that the key challenge

in achieving node-DP, as opposed to edge-DP, lies in the greater impact of a single node on the

graph structure. However, this impact can be naturally bounded, as each node is incident to at

most 𝑂 (𝑁 ) 1 edges, where 𝑁 is a predefined upper bound on the number of nodes 𝑁 in the graph.

Consequently, protecting an edge’s privacy also protects part of the associated node’s privacy. This

principle is formally captured in the DP literature as group privacy [19] (see Lemma 3.4 for a formal

definition). Intuitively, since two neighboring graphs under node-DP have an edge distance, which
is defined as the number of differing edges, bounded by 𝑂 (𝑁 ), any (𝜀/𝑁, 𝛿/𝑁 )-edge-DP protocol

naturally follows (𝜀, 𝛿)-node-DP.
However, this approach always breaks utility in practice. Since most edge-DP mechanisms exhibit

errors that grow linearly with 1/𝜀, the group privacy solution amplifies the error by a factor of

𝑁 . In practice, 𝑁 should be set conservatively large to ensure coverage of all possible graphs,

leading to a large degradation in utility. Take edge counting as an example, applying group privacy

with a state-of-the-art edge-DP protocol results in an error of 𝑂 (𝑁 /𝜀). Instead, the state-of-the-art
node-DP solution achieves an error of 𝑂̃ (deg(𝐺)/𝜀) [11, 22], where deg(𝐺) is the maximum degree

of nodes in the graph 𝐺 . In real-world scenarios, deg(𝐺) is typically much smaller than 𝑁 . For

example, the average Facebook user has around 130 friends, far fewer than the total number of

users of the platform.

The bad performance of the group privacy approach stems from its dependency on 𝑁 , the

worst-case upper bound on a node’s contribution. A more preferable solution is to use the actual

maximum node’s contribution in the graph 𝐺 , i.e., deg(𝐺). However, deg(𝐺) itself is highly sen-

sitive, and using it as a parameter to scale randomness with group privacy would break privacy

guarantees [11, 16, 28]. A common strategy to mitigate worst-case error dependency is the clipping

1
We use𝑂 ( ·) for standard asymptotic bounds and 𝑂̃ ( ·) to suppress logarithmic factors. All logarithms are written as log

and treated equivalently in𝑂 ( ·) .
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mechanism [2, 28]. By clipping the input graph with a degree upper bound 𝜏 , the resulting node-DP

error shifts its dependency from 𝑁 to 𝜏 . Moreover, when 𝜏 is set close to deg(𝐺), we achieve the
error dependency that improves from 𝑁 to deg(𝐺). For example, in the node-DP edge counting

problem, we can achieve the state-of-the-art error𝑂 (deg(𝐺)/𝜀). However, this approach introduces

two key challenges.

Challenge 1. Distance-preserving clipping mechanism. The clipping mechanism needs to

be distance-preserving, meaning that for a given degree upper bound 𝜏 , the edge distance of two

neighboring graphs after clipping remains upper bounded by a function of 𝜏 . However, no existing

clipping mechanism satisfies this requirement under node-DP. To illustrate this, consider the most

straightforward clipping mechanism that deletes all nodes with degrees higher than 𝜏 . Such a

clipping mechanism fails to meet the distance-preserving requirement under node-DP. Consider

a graph 𝐺 where all 𝑁 nodes have degree 𝜏 , and construct a neighboring graph 𝐺 ′ by adding a

new node that connects to all 𝑁 nodes in 𝐺 . After applying the clipping mechanism, 𝐺 remains

unchanged, but𝐺 ′ becomes empty. This results in an edge distance of 𝑁 · 𝜏/2, which violates the

distance-preserving requirement.

Challenge 2. Node-DP maximum degree estimation. To achieve an error dependency on

deg(𝐺), we should estimate a 𝜏 as close to deg(𝐺) as possible. However, maximum degree estimation

under node-DP remains an open problem. First, extending edge-DP maximum degree estimators to

support node-DP is fundamentally infeasible. Under edge-DP, each edge affects themaximum degree

by at most 1, so adding 𝑂 (1/𝜀) noise is sufficient to mask its contribution. In contrast, under node-

DP, a single node can influence the maximum degree by up to 𝑁 , requiring noise of scale 𝑂 (𝑁 /𝜀)
to ensure privacy. However, this completely destroys utility, as the maximum degree is at most 𝑁 .

This challenge can be further reflected in the fact that many node-DP techniques [2, 7, 33, 42, 47]

assume a predefined degree upper bound rather than proposing a method to estimate it.

Problem Statement. These challenges raise a question: Is there a general framework to reduce
node-DP tasks to edge-DP with an error upgraded at most by 𝑂̃ (deg(𝐺))?

1.1 Our Results
This paper answers this question affirmatively. First, to addressChallenge 1, we propose a distance-
preserving clipping mechanism under node-DP. Specifically, given a degree upper bound 𝜏 , the

edge distance of any two neighboring graphs after clipping is bounded by 𝜏 + 𝑘 , where 𝑘 is

the number of nodes in 𝐺 with degree at least 𝜏 . When 𝜏 approaches deg(𝐺), 𝑘 remains small,

satisfying the distance-preserving requirement. Furthermore, the proposed clipping mechanism is

computationally efficient, operating in linear time.

Next, to address Challenge 2, we propose our node-DP protocol for maximum degree approx-

imation. For any input graph 𝐺 , the mechanism outputs a 𝜏∗, which can be shown to be a good

approximation of deg(𝐺). On one hand, 𝜏∗ is not much smaller than deg(𝐺) with a bounded rank

error: there are at most 𝑂̃ (1/𝜀) nodes2 in𝐺 with degree at least 𝜏∗. On the other hand, 𝜏∗ is at most

𝑂 (deg(𝐺)) +𝑂̃ (1/𝜀). Our node-DP maximum degree approximator relies on solving𝑂 (log deg(𝐺))
number of linear programs, resulting in a polynomial-time complexity.

By combining these two proposed mechanisms, we develop our framework node-to-edge (N2E),
a framework that can reduce an arbitrary node-DP task to an edge-DP task. N2E works as follows.

Given any graph analytical task 𝑄 and an edge-DP mechanismMedge

𝑄
, for any graph 𝐺 , we first

compute 𝜏∗ as the approximation of deg(𝐺). Then, we clip the graph using our distance-preserving

clipping mechanism with degree upper bound 𝜏∗ to obtain the clipped graph 𝐺 . Finally, this

2
All results in the introduction hold with constant probability.
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Task Our Results SOTA Edge-DP SOTA Node-DP

Edge Counting 𝑂

(
deg(𝐺) log log deg(𝐺) + log 1

𝛿

)
𝑂

(
1

)
𝑂

(
deg(𝐺) log log deg(𝐺)

)
[12]

Maximum Degree

Estimation

| deg(𝐺) − deg(𝐺 ′) |, 𝑑edge (𝐺,𝐺 ′) =
𝑂

(
deg(𝐺) log deg(𝐺) + log deg(𝐺) log 1

𝛿

) 𝑂

(
1

)
𝑂

(
𝑁

)
Degree Distribution 𝑂

(
deg(𝐺)1.5 + deg0.5 (𝐺) log 1

𝛿

)
𝑂

(
deg(𝐺)0.5

)
𝑂

(
𝑁 1.5

)
[7]

Table 1. Summary of node-DP error on common graph analytical tasks.3Here, SOTA stands for state-of-the-
art. [7] also proposes a mechanism that relies on a heuristic solution to estimate deg(𝐺), but it lacks formal
utility guarantees. We include this heuristic as a baseline in our experiments. We use 𝑑edge (𝐺,𝐺 ′) to denote
the edge distance between 𝐺 and 𝐺 ′. 𝜀 is regarded as a constant and hidden in the 𝑂-notation.

framework invokes the edge-DP mechanismMedge

𝑄
on the clipped graph, with privacy budgets

𝜀′ = 𝜀/𝑂 (𝜏∗) and 𝛿 ′ = 𝛿/𝑂 (𝜏∗).
N2E achieves an error of:

|𝑄 (𝐺) −𝑄 (𝐺) | + Erredge
𝑄
(𝐺, 𝜀′, 𝛿 ′),

where 𝐺 is obtained by clipping edges of 𝑂 (log log deg(𝐺)/𝜀) nodes, and Err
edge

𝑄
denotes the error

of the edge-DP mechanism on the task 𝑄 . Such an error consists of two components. The first

component is the clipping bias, which arises from the clipping process. This component can be

further shown to be optimal (see Section 4.4 for details). The second component results from the

edge-DPmechanism. Since𝐺 is derived by clipping only a small number of nodes from𝐺 , most edge-

DP protocols exhibit similar errors on both 𝐺 and 𝐺 under the same parameters. Moreover, since 𝜀

is usually regarded as a constant in the DP literature, the second component aligns with our target

error bound: Err
edge

𝑄
(𝐺, 𝜀/𝑂̃ (deg(𝐺)), 𝛿/𝑂̃ (deg(𝐺))). We will show our results upgrade the edge-DP

error by 𝑂̃ (deg(𝐺)) for the most common graph analytical tasks in Table 1. For edge counting, our

result matches the state-of-the-art node-DP error, up to an additional additive term of 𝑂 (log(1/𝛿)).
For degree distribution, our result reduces the error from 𝑂 (𝑁 1.5) to 𝑂 (deg(𝐺)1.5) + 𝑂̃ (deg(𝐺)0.5).
For maximum degree estimation, we propose the first node-DP solution: we return the maximum

degree of 𝐺 ′, where 𝐺 ′ deletes 𝑂̃ (deg(𝐺)) edges from 𝐺 .

Experimental results
4
show that N2E achieves up to a 2.5× error reduction compared to state-of-

the-art methods in edge counting, and up to a 80× reduction compared to the existing state-of-the-art

method in degree distribution. Moreover, N2E delivers high utility as the first node-DP solution for

maximum degree estimation, achieving a relative rank error of around 1% in most experiments.

2 Related Work
DP graph analytics has been extensively studied, with early works focusing primarily on graph

pattern counting queries. Most of these studies adopt edge-DP and target specific graph patterns.

[40] proposed smooth sensitivity, which enables private triangle counting. [32] extended this

approach to𝑘-star counting and introduced higher-order local sensitivity for𝑘-triangle counting. [46]
proposed the ladder function, applicable to 𝑘-triangle and 𝑘-clique counting. [31] introduced elastic
sensitivity, the first edge-DPmechanism supporting arbitrary graph pattern counting. More recently,

3
Our results satisfy (𝜀, 𝛿 )-node-DP, while the node-DP SOTA methods satisfy pure 𝜀-node-DP. We set 𝛿 to a negligible

value of 2
−30

to ensure minimal practical impact. Importantly, our N2E framework supports transforming arbitrary node-DP

tasks into edge-DP ones, which the SOTA methods cannot achieve.

4
Code is available at https://github.com/Chronomia/N2E.
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[14] proposed residual sensitivity, which also supports arbitrary patterns and has been shown to

achieve near-optimal error [15]. Besides, some works study edge-DP graph pattern counting in

dynamic settings [10, 24] or decentralized settings [20, 26, 29, 30], which is different from our setting.

Moving towards node-DP, [33] and [2] proposed solutions for arbitrary graph pattern counting,

albeit under strong assumptions on node degrees. [5] introduced the recursive mechanism, which

achieves high utility but suffers from high computational cost. More recently, [11, 12] proposed

efficient mechanisms that achieve both high utility and computational efficiency under node-

DP. [13] studied how to answering multiple queries. Besides graph pattern counting, another

widely studied problem is degree distribution. In this context, several works have investigated

edge-DP [1, 6, 41, 48], while [7] studies the problem under node-DP. In these two problems, as

demonstrated in our experiments, integrating our framework with edge-DP solutions leads to an

improvement in error.

For other graph analytical tasks, research has primarily focused on the edge-DP setting. For

maximum degree estimation, only edge-DP solutions have been proposed so far. The Laplace

mechanism achieves an additive error, while [22] introduced the shifted inverse mechanism, which

achieves a bounded rank error but requires exponential runtime. Besides, densest subgraph estima-

tion [9, 23, 39], and shortest path computation [4, 8, 21, 44], have been studied extensively under

edge-DP but still lack corresponding solutions under node-DP. For synthetic graph generation, a

recent survey [35] reviewed 16 works, of which 14 focus on edge-DP and only 2 address node-DP.

3 Preliminaries
3.1 Notation
We denote a graph as𝐺 = (𝑉 , 𝐸), where𝑉 is the set of nodes and 𝐸 is the set of edges. In this paper,

we focus on undirected graphs. Each edge is denoted as a pair (𝑢, 𝑣), where 𝑢 and 𝑣 are the endpoint

nodes of the edge. Let 𝑁 = |𝑉 | and𝑀 = |𝐸 | denote the number of nodes and edges in a graph 𝐺 ,

respectively. 𝑁 is a predefined upper bound of 𝑁 . For a node 𝑣 ∈ 𝑉 in graph 𝐺 , 𝐸 (𝑣) represents
the set of edges incident to 𝑣 , and deg𝐺 (𝑣) represents the degree of 𝑣 . The maximum degree in

𝐺 is given by deg(𝐺) =max𝑣∈𝑉 deg𝐺 (𝑣). We denote deg
𝑘 (𝐺) as the 𝑘-th largest degree of 𝐺 , and

𝑁𝜏 (𝐺) as the number of nodes in 𝐺 with degree ≥ 𝜏 . The graph dataset G is a finite collection of

undirected graphs.

For two graphs𝐺 and𝐺 ′, the edge distance𝑑edge (𝐺,𝐺 ′) is theminimumnumber of edge insertions

or deletions required to transform𝐺 into𝐺 ′. We write𝐺 ∼(𝑢,𝑣) 𝐺 ′ to denote 𝑑edge (𝐺,𝐺 ′) = 1, where

(𝑢, 𝑣) is the edge that differs between𝐺 and𝐺 ′. Similarly, we define the node distance 𝑑node (𝐺,𝐺 ′)
and write 𝐺 ∼𝑣 𝐺 ′ if 𝐺 and 𝐺 ′ differ by exactly one node. We write 𝐺 ⊆ 𝐺 ′ if 𝐺 ′ contains 𝐺 , i.e., 𝐺

can be obtained by deleting a subset of nodes from𝐺 ′ along with all edges connected to the nodes

in the subset.

3.2 Differential Privacy
Definition 3.1 (Differential Privacy). A randomized mechanism M : G → R satisfies (𝜀, 𝛿)-

differential privacy if, for any two neighboring graphs 𝐺,𝐺 ′ ∈ G, and for any subset of outputs S
in the output space of mechanismM, the following holds:

Pr[M(𝐺) ∈ S] ≤ 𝑒𝜀 Pr[M(𝐺 ′) ∈ S] + 𝛿.
𝜀 is usually a constant between 0.1 to 10 while 𝛿 ≪ 1/𝑁 . If 𝛿 = 0, the mechanism satisfies (𝜀, 0)-DP
or simply 𝜀-DP.

In the context of graph data, two graphs are considered neighboring if one can be obtained by

deleting a single edge from the other, denoted as 𝐺 ∼edge 𝐺 ′, or by deleting a single node along
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with its incident edges, denoted as 𝐺 ∼node 𝐺 ′. These two notions, referred to as edge-DP and

node-DP [25], provide privacy guarantees at different levels of granularity. With such definitions,

under node-DP, the number of nodes 𝑁 is private.

Differential privacy shares some desired properties:

Lemma 3.2 (Post-Processing). Let M : G → R be a randomized mechanism that satisfies
(𝜀, 𝛿)-differential privacy, and letM′ : R → Z be any deterministic or randomized mechanism. Then,
M′ (M(𝐺)) satisfies (𝜀, 𝛿)-differential privacy for any graph 𝐺 ∈ G.

Lemma 3.3 (Seqential Composition). LetM1,M2, . . . ,M𝑘 be a series of randomized mech-
anisms, where for each 𝑖 ∈ {1, 2, . . . , 𝑘}, M𝑖 : G → R𝑖 satisfies (𝜀, 𝛿)-differential privacy. The
composition mechanism defined as

M(𝐺) = (M1 (𝐺), . . . ,M𝑘 (𝐺))
satisfies (𝑘𝜀, 𝑘𝛿)-differential privacy.

Lemma 3.4 (Group Privacy). If a mechanismM satisfies (𝜀, 𝛿)-differential privacy, then for any
two graphs 𝐺 and 𝐺 ′ with 𝑑 (𝐺,𝐺 ′) = 𝜆 (i.e., differing by 𝜆 edges or nodes), and for any subset of
outputs S ⊆ R, the following holds:

Pr[M(𝐷) ∈ S] ≤ 𝑒𝜆𝜀 Pr[M(𝐷 ′) ∈ S] + 𝜆𝛿.
The mechanismM satisfies (𝜆𝜀, 𝜆𝛿)-differential privacy for the group of 𝜆 edges or nodes.

3.3 Common DP Mechanisms
One of the most commonly used DP mechanisms is the Laplace mechanism. Here, given a query

𝑄 : G → R, its global sensitivity is GS𝑄 = max𝑑 (𝐺,𝐺 ′ )=1 ∥𝑄 (𝐺) − 𝑄 (𝐺 ′)∥1. For edge-DP and

node-DP, we define 𝑑 (𝐺,𝐺 ′) as 𝑑edge and 𝑑node, respectively.

Definition 3.5 (Laplace Mechanism [17]). Let 𝑄 : G → R be a query function with global

sensitivity GS𝑄 . The mechanism

M𝑄 (𝐺) =𝑄 (𝐺) + Lap(
GS𝑄

𝜀
)

preserves 𝜀-DP, where Lap(GS𝑄/𝜀) is a random variable drawn from the Laplace distribution with

scale of GS𝑄/𝜀.

Besides the Laplace mechanism, another widely used DP mechanism is the sparse vector technique
(SVT). Given a (potentially infinite) sequence of queries 𝑄ℓ : G → R (ℓ = 1, 2, . . .) with 𝐺𝑆𝑄ℓ

= 1,

SVT identifies the index of the first query whose result exceeds a threshold𝑇 . The detailed procedure

is shown in Algorithm 1.

In the original version of SVT [18], the parameter 𝑐 = 2, meaning that the noise added to each

query result is twice the scale of the noise added to the threshold. Very recently, [36] points out

that in specific cases, the noise added to the query result can be reduced by half. To formalize this,

we first introduce the definition of sensitivity-monotonicity.

Definition 3.6. A function 𝑓 (𝐺) is sensitivity-monotonic if: Given any two neighboring graphs

𝐺 ∼ 𝐺 ′, if 𝐺 ⊆ 𝐺 ′, then 𝑓 (𝐺) ≥ 𝑓 (𝐺 ′).

Then, the following lemma holds for SVT:

Lemma 3.7 ([36]). If the sequence of queries {𝑄ℓ } used in SVT are sensitivity-monotonic, given any
𝜀 > 0, by setting 𝑐 = 1, SVT preserves 𝜀-DP. Moreover, given an error failure probability 𝛽 , if there
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Algorithm 1: SVT
Input: Graph 𝐺 , threshold 𝑇 , a sequence of queries {𝑄ℓ (𝐺)}, privacy budget 𝜀

Output: The first index ℓ where the query result exceeds 𝑇

/* Compute the noisy threshold */

1 𝑇 ← 𝑇 + Lap(2/𝜀)
2 for ℓ = 1, 2, . . . do
3 𝑄̃ℓ (𝐺) ← 𝑄ℓ (𝐺) + Lap(2𝑐/𝜀)
4 if 𝑄̃ℓ (𝐺) > 𝑇 then
5 return ℓ

6 end
7 end

exists some 𝑄𝑘 such that 𝑄𝑘 (𝐺) ≥ 𝑇 + 4 ln(2/𝛽)/𝜀, then with probability at least 1 − 𝛽 , SVT returns
an index ℓ such that

ℓ ≤ 𝑘 and 𝑄ℓ (𝐺) ≥ 𝑇 −
4

𝜀
ln

2𝑘

𝛽
.

3.4 Optimality in Error of Node-DP Mechanisms
It is well known that the Laplace mechanism achieves worst-case optimal error [11], meaning

it attains the optimal error when considering only the worst-case scenario. However, in graph

data analytics, particularly under node-DP, worst-case optimal error is meaningless unless a strict

predefined upper bound on each node’s contribution to the analytical result, i.e., GS𝑄 is provided.

Take edge counting under node-DP as an example, where GS𝑄 = 𝑁 . Recall that 𝑁 is a predefined

upper bound for the number of nodes. It should be set conservatively large enough to accommodate

all possible input graphs.

To address this issue, down neighborhood optimality has been introduced to quantify the error

for a node-DP mechanism [11].

Definition 3.8 (Down Neighborhood Optimality). Given query 𝑄 , and letM denote the set of all

(𝜀, 𝛿)-node-DP mechanisms, a node-DP mechanismM𝑄 ∈ M is (𝜌, 𝑐)-down neighborhood optimal

if, for any graph 𝐺 ,

Pr

[
|M𝑄 (𝐺) −𝑄 (𝐺) | ≤ 𝑐 · L(𝐺, 𝜌)

]
≥ 2

3

,

where 𝑐 is the optimality ratio, and

L(𝐺, 𝜌) := min

M′∈M
max

𝐺 ′⊆𝐺,𝑑node (𝐺,𝐺 ′ )≤𝜌

{
𝜉 : Pr[|𝑀 ′ (𝐺 ′) −𝑄 (𝐺 ′) | ≤ 𝜉] ≥ 2

3

}
.

Roughly speaking, for any graph 𝐺 , we consider its 𝜌-down neighborhood, i.e., 𝐺 ′ ⊆ 𝐺 ,

𝑑node (𝐺,𝐺 ′) ≤ 𝜌 . A mechanism M𝑄 is said to be 𝜌-down neighborhood optimal if for every

graph 𝐺 ,M𝑄 performs as well as the optimal mechanismM′
𝑄
that is specifically designed for 𝐺

and its 𝜌-down neighborhood. It is clear that smaller 𝜌 and 𝑐 imply stronger optimality. When

𝜌 = 0, this reduces to instance optimality with L(𝐺, 0) ≡ 0, since for any 𝐺 , we can always find a

tailor-made mechanismM′ (·) =𝑄 (𝐺) which achieves 0 error on 𝐺 .

L(𝐺, 𝜌) can further be shown to be lower bounded by (𝜌 − 1)-downward query difference:

Lemma 3.9 ([22]). For any query 𝑄 , any 𝜌 ≥ 1, any 𝜀 ≤ ln 2, and any graph 𝐺 , we have

L(𝐺, 𝜌) ≥ 1

2𝜌
Δ𝑄 (𝜌−1) (𝐺),
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where
Δ𝑄 (𝜌−1) (𝐺) = max

𝐺 ′⊆𝐺,𝑑node (𝐺,𝐺 ′ )≤𝜌

��𝑄 (𝐺) −𝑄 (𝐺 ′)��
is the (𝜌 − 1)-downward query difference.

Therefore, if a node-DP mechanism achieves an error of 𝑐 · Δ𝑄 (𝜌−1) (𝐺), then it is (𝜌, 2𝑐𝜌)-down
neighborhood optimal. Taking edge counting under node-DP as example, Δ𝑄 (0) (𝐺) = deg(𝐺),
which is much smaller than 𝑁 for most graphs. By convention, a mechanism is said to be optimal if

it is (𝜌, 2𝑐𝜌)-down neighborhood optimal with 𝜌 = polylog and 𝑐 is a constant.

4 Methodology
In this section, we present our general framework, N2E, for reducing node-DP graph analytical

tasks to edge-DP ones. We begin in Section 4.1 with a strawman solution based on group privacy.

Such an idea suffers from utility issues due to its dependency on the node count upper bound 𝑁 .

However, it offers valuable insights for the design of our mechanism. To address these issues, we

propose to use a clipping mechanism to bound individual node contributions based on a predefined

clipping threshold. In Section 4.2, we introduce a distance-preserving clipping algorithm, followed

by a node-DP maximum degree approximation algorithm in Section 4.3 to determine the clipping

threshold. Finally, in Section 4.4, we combine these steps into a general framework that achieves

instance-level error.

4.1 Strawman and Roadmap
A natural approach to reducing node-DP tasks to edge-DP is to leverage group privacy. Given a

graph analytical task𝑄 , an (𝜀, 𝛿)-edge-DP mechanismMedge

𝑄
(𝐺, 𝜀, 𝛿), an input graph𝐺 , and a node

number upper bound 𝑁 for 𝐺 , group privacy (Lemma 3.4) guarantees thatMedge

𝑄
(𝐺, 𝜀/𝑁, 𝛿/𝑁 )

satisfies (𝜀, 𝛿)-node-DP. However, this approach breaks the utility. Since most edge-DP mechanisms

exhibit errors growing linearly with 1/𝜀, dividing the privacy budget by 𝑁 amplifies the error by

a factor of 𝑁 . As shown in the introduction, for edge counting, this approach yields an error of

𝑂 (𝑁 /𝜀). In contrast, the state-of-the-art node-DP mechanism for edge counting achieves an error

of only 𝑂̃ (deg(𝐺)/𝜀).
A common approach to address this issue is to employ the clipping mechanism. Here, we first

clip 𝐺 with a degree upper bound 𝜏 , i.e., all nodes after the clipping should have a degree at most

𝜏 . Besides, we require that after clipping, any two node-DP neighboring graphs should have an

edge distance bounded by 𝑂̃ (𝜏). Then, invoking the edge-DP mechanism on the clipped graph with

privacy budgets divided by the edge distance we derived, we obtain a node-DP protocol. When 𝜏

approaches deg(𝐺), we eventually reduce the error dependency from 𝑁 to deg(𝐺).
Following the roadmap, we identify two main challenges, that have not been addressed under

node-DP:

1. Design a distance-preserving clipping mechanism: Given any graph 𝐺 and a degree upper

bound 𝜏 , after the clipping, two node-DP neighboring graphs have an edge distance bounded

by 𝑔(𝐺, 𝜏). When 𝜏 is close to deg(𝐺), 𝑔(𝐺, 𝜏) should be well bounded by 𝑂̃ (𝜏).
2. Develop a node-DP mechanism to approximate the maximum degree.

4.2 Node-DP Distance-Preserving Clipping Mechanism
To address the first challenge in our roadmap, we first present a distance-preserving clipping

mechanism under node-DP. So far, there are several distance-preserving clipping mechanisms

working under edge-DP, but they can easily be shown to lose the distance-preserving property
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under node-DP. The first example is a naive clipping algorithm that removes all edges from nodes

with degree > 𝜏 . Under edge-DP, this approach ensures that the edge distance between neighboring

graphs after clipping is at most 2𝜏 . However, under node-DP, such an upper bound does not hold.

Suppose 𝐺 is a graph where all 𝑁 nodes have degree exactly 𝜏 , and its neighboring graph 𝐺 ′

is constructed by adding a new node connected to all 𝑁 nodes in 𝐺 . After clipping, 𝐺 remains

unchanged, while 𝐺 ′ becomes an empty graph (since all nodes in 𝐺 ′ have degree 𝜏 + 1 > 𝜏).

Consequently, the edge distance between clipped𝐺 and𝐺 ′ is 𝑁 · 𝜏/2, which violates the distance-

preserving requirement.

Algorithm 2: Distance-Preserving Graph Clipping

Input: Graph 𝐺 = (𝑉 , 𝐸), degree upper bound 𝜏
Output: Clipped graph Clip(𝐺, 𝜏)
/* Assume a natural order of edges in 𝐸 */

1 Λ = ⟨𝑒1, 𝑒2, . . . , 𝑒𝑛⟩
2 𝐸′ ← ∅
3 for each node 𝑣 ∈ 𝑉 do
4 𝐸𝜏𝑣 ← {𝑒 ∈ 𝐸 (𝑣) | rankΛ (𝑒 | 𝐸 (𝑣)) ≤ 𝜏}
5 end
6 for each edge 𝑒 = (𝑢, 𝑣) ∈ 𝐸 do
7 if 𝑒 ∈ 𝐸𝜏𝑢 and 𝑒 ∈ 𝐸𝜏𝑣 then
8 𝐸′ ← 𝐸′ ∪ {𝑒}
9 end

10 end
11 return Clip(𝐺, 𝜏) = (𝑉 , 𝐸′)

Another commonly used edge-DP clipping mechanism is shown in Algorithm 2. Here, we first

establish a natural ordering of edges. In practice, nodes in real-world graphs (e.g., social networks)

typically have unique identifiers (e.g., user IDs), which can be used to define a natural node ordering.

Edges are then ordered lexicographically by representing each edge with the lower-ordered node

first. This edge ordering remains consistent between any pair of neighboring graphs and is also

adopted in prior work such as [7]. Based on this ordering, the incident edges of each node form an

ordered list, and the first 𝜏 edges refer to the top 𝜏 incident edges in that list. We retain an edge

only if it appears among the first 𝜏 edges of both its endpoints. Under edge-DP, this mechanism

ensures that the edge distance is bounded by 3, as each edge, aside from itself, can only affect the

existence of at most one edge for each of its endpoints. However, this distance-preserving property

does not hold under node-DP. Consider the pair of neighboring graphs shown in Figure 1. Graph𝐺

is a cycle over 𝑁 nodes 𝑣1 to 𝑣𝑁 , while its neighboring graph 𝐺
′
adds a new node 𝑣0 connected to

all 𝑁 nodes in 𝐺 . Nodes are ordered by their subscripts, i.e., 𝑣0 ≺ 𝑣1 ≺ · · · ≺ 𝑣𝑁 , and edges follow

the lexicographic order described above. When clipping with 𝜏 = 2, the retained edges for both

graphs are highlighted in blue in the figure. Graph 𝐺 retains all edges, while 𝐺 ′ retains only three:

(𝑣0, 𝑣1), (𝑣0, 𝑣2), and (𝑣1, 𝑣2). This results in a large edge distance of 𝑂 (𝑁 ) between Clip(𝐺, 2) and
Clip(𝐺 ′, 2).

Even though Algorithm 2 is not distance-preserving for arbitrary values of 𝜏 , an observation is

that, given a graph 𝐺 , when only a small number of nodes have degree at least 𝜏 , the edge distance

between 𝐺 and any its node-DP neighboring graph 𝐺 ′ remains well bounded after the clipping.

More precisely, if 𝜏 is the 𝑘-th largest degree of graph 𝐺 , then the edge distance is bounded by
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Fig. 1. An example of neighboring graphs where the distance-preserving property does not hold under
node-DP.

𝜏 + 𝑘 . The high-level idea is that we classify all nodes in 𝐺 into two classes: saturated ones, with

degree ≥ 𝜏 , and unsaturated ones. The number of saturated nodes is 𝑘 . Suppose 𝐺 ’s neighboring

graph 𝐺 ′ has an additional node 𝑢. When we do clipping, 𝑢 retains at most 𝜏 edges, introducing at

most 𝜏 additional edges in 𝐺 ′. Furthermore, each edge from 𝑢 to a saturated node can replace at

most one edge in 𝐺 , resulting in at most 𝑘 fewer edges in 𝐺 ′.
For example, let us consider two node-DP neighboring graphs 𝐺 and 𝐺 ′ as shown in Figure 2.

Graph 𝐺 consists of 1000 3-stars and 3 4-stars, and 𝐺 ′ differs from 𝐺 by adding a node 𝑢 that

connects to the center of every star in 𝐺 . The saturated nodes of 𝐺 are highlighted in red in the

figure. Applying Algorithm 2 to clip both graphs with 𝜏 = 4, we have 𝑘 = 𝑁𝜏 (𝐺) = 3, since only

3 nodes in 𝐺 are saturated with ≥ 4 edges. After clipping, the node 𝑢 can retain up to 4 edges

not present in 𝐺 . Moreover, each 4-star center differs by at most 1 edge from its original 4 edges

between𝐺 and𝐺 ′, introducing an edge distance up to 𝑘 = 3. As a result, the edge distance between

𝐺 and 𝐺 ′ after clipping is bounded by 𝜏 + 𝑘 = 7.

Fig. 2. Demonstration of the distance-preserving property for our node-DP clipping mechanism.

The formal statement is as below.

Lemma 4.1. Given any two neighboring graphs 𝐺 and 𝐺 ′ such that 𝐺 ∼node 𝐺 ′, let 𝜏 = deg
𝑘 (𝐺).

The edge distance between Clip(𝐺, 𝜏) and Clip(𝐺 ′, 𝜏) is bounded by 𝜏 + 𝑘 , where Clip(𝐺, 𝜏) and
Clip(𝐺 ′, 𝜏) are clipped graphs with Algorithm 2.

Proof. Without loss of generality, we assume 𝐺 ⊆ 𝐺 ′ and let the differing node be 𝑢. Let

𝐺 = (𝑉 , 𝐸) and 𝐺 ′ = (𝑉 ′, 𝐸′). We use 𝐺 = (𝑉 , 𝐸) to denote Clip(𝐺, 𝜏), and use 𝐺 ′ = (𝑉 ′, 𝐸′) to
denote Clip(𝐺 ′, 𝜏). By definition of deg

𝑘 (𝐺), 𝐺 has at most 𝑘 nodes with degree ≥ 𝜏 .
Consider all different edges between 𝐺 and 𝐺 ′:
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1. The number of edges 𝑒 that 𝑒 ∈ 𝐸′ but 𝑒 ∉ 𝐸 is at most 𝜏 .
If there exists an edge 𝑒 = (𝑣1, 𝑣2) ∈ 𝐸′ and 𝑣1, 𝑣2 ∈ 𝑉 , then 𝑒 is among the 𝜏 smallest-order

edges for 𝑣1 and 𝑣2 in both 𝐺 ′ and 𝐺 , which indicates that 𝑒 ∈ 𝐸. Therefore, such edge

𝑒 = (𝑣1, 𝑣2) in this category has 𝑣1 = 𝑢 or 𝑣2 = 𝑢. Since 𝑢 can keep at most 𝜏 edges after

clipping, the number of this kind of edges is bounded by 𝜏 .

2. The number of edges 𝑒 that 𝑒 ∈ 𝐸 but 𝑒 ∉ 𝐸′ is at most 𝑘 .
For any such edge 𝑒 = (𝑣1, 𝑣2) ∈ 𝐸, 𝑒 is among the 𝜏 smallest-order for both 𝑣1 and 𝑣2 in

𝐺 . The condition 𝑒 ∉ 𝐸′ occurs only if 𝑣1 or 𝑣2 is a saturated node in 𝐺 , and a new edge

𝑒′ = (𝑢, 𝑣) ∈ 𝐸′ where 𝑣 ∈ {𝑣1, 𝑣2} replaces 𝑒 in 𝐺 ′ as one of the 𝜏 smallest-order edges for

that node. Since the number of saturated nodes in𝐺 is bounded by 𝑘 , the number of edges in

this category is at most 𝑘 .

To conclude, the total edge difference between 𝐺 and 𝐺 ′ is bounded by 𝜏 + 𝑘 . □

Therefore, using 𝜏 as the degree upper bound in Algorithm 2 to do the clipping can bound the

edge distance between 𝐺 and its neighboring graph by

𝑔(𝐺, 𝜏) = 𝜏 + 𝑁𝜏 (𝐺) (1)

where 𝑁𝜏 (𝐺) is how many nodes in 𝐺 with degree at least 𝜏 . Then, we can further invoke any

edge-DP mechanism on the clipped graph with privacy budgets divided by 𝑔(𝐺, 𝜏) to achieve

node-DP.

However, this approach has two problems. First, the value of 𝑔(𝐺, 𝜏) depends on how well 𝜏

approximates deg(𝐺). A 𝜏 that is too small or too large yields a large 𝑔(𝐺, 𝜏). Second, 𝑔(𝐺, 𝜏) is
instance-specific and can differ significantly between𝐺 and its neighboring graph𝐺 ′. For example,

consider an empty graph 𝐺 , and we insert one node connected to all nodes to obtain 𝐺 ′. Then,
𝑔(𝐺, 1) = 1 while 𝑔(𝐺 ′, 1) = 𝑁 + 2. Therefore, directly using 𝑔(𝐺, 𝜏) to allocate the privacy budget

would break the privacy [40]. This provides key insights for designing our maximum degree

approximation mechanism. Specifically, the output 𝜏∗ should satisfy the following three properties:

1. 𝜏∗ is not too large, i.e., 𝜏∗ = 𝑂̃ (deg(𝐺)).
2. 𝜏∗ is not too small so that 𝑁𝜏∗ (𝐺) can be well bounded.

3. 𝜏∗ derives a DP-compliant upper bound of 𝑔(𝐺, 𝜏∗) that can be used in group privacy.

Next, we explore approaches to determine 𝜏∗ that satisfies all three properties while preserving
node-DP.

4.3 Maximum Degree Estimation
Before discussing the node-DP solution to obtain a good 𝜏∗ that satisfies the three listed properties,

let us start with developing a corresponding edge-DP solution.

4.3.1 Edge-DP Maximum Degree Estimation. The most standard approach to realize edge-DP

maximum degree estimation is to use the Laplace mechanism. Since any edge can influence the

graph’s maximum degree by up to 1, one can obtain an edge-DP maximum degree estimation by

adding a noise of scale 1/𝜀 to deg(𝐺). However, the result estimation 𝜏∗ fails to satisfy our second

target property. For example, assume graph 𝐺 has all 𝑁 nodes have the same degree. Using the

Laplace mechanism, the output 𝜏∗ satisfies 𝜏∗ ≤ deg(𝐺) under a probability of 1/2. Therefore, under
the same probability, 𝑁𝜏∗ (𝐺) = 𝑁 , as all 𝑁 nodes have their degree higher than 𝜏∗.

This motivates the design of a new edge-DPmaximum degree estimation mechanism that outputs

𝜏∗ with the above 3 properties. Instead of using additive error to ensure privacy, we resort to another
privacy-preserving algorithm, SVT, to produce the expected 𝜏∗. We propose the following query

function used in the SVT:
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𝑄Del-Deg (𝐺, 𝜏) = −
1

2

∑︁
𝑣∈𝑉

deg𝐺 (𝑣)≥𝜏

(deg𝐺 (𝑣) − 𝜏). (2)

Generally speaking, we sum the node degrees exceeding 𝜏 in 𝐺 , and 𝑄Del-Deg (𝐺, 𝜏) denotes the
opposite of half the degree sum. 𝑄Del-Deg (𝐺, 𝜏) has three properties as below.

Lemma 4.2. 𝑄Del-Deg (𝐺, 𝜏) has the following properties:
1. Monotonicity: 𝑄Del-Deg (𝐺, 𝜏) is monotonic and becomes 0 when 𝜏 ≥ deg(𝐺).
2. Bounded Sensitivity: 𝑄Del-Deg (𝐺, 𝜏) has GS𝑄 = 1 under edge-DP.
3. Sensitivity-Monotonicity: For any two neighboring graphs𝐺 ∼edge 𝐺 ′ and any𝜏 ,𝑄Del-Deg (𝐺, 𝜏) ≥

𝑄Del-Deg (𝐺 ′, 𝜏) if 𝐺 ⊆ 𝐺 ′.

Proof. The proofs for all properties are provided below.

1. Monotonicity: The sum of node degrees exceeding 𝜏 decreases as 𝜏 increases. When 𝜏 ≥
deg(𝐺), no node’s degree exceeds 𝜏 . Since 𝑄Del-Deg (𝐺, 𝜏) is defined as −1/2 times this sum, it

increases with 𝜏 and becomes 0 when 𝜏 ≥ deg(𝐺).
2. Bounded Sensitivity: Adding or removing an edge influences the degree of two nodes

by 1, thus altering the exceeding degree by at most 2. Therefore, the global sensitivity of

𝑄Del-Deg (𝐺, 𝜏) is 1.
3. Sensitivity Monotonicity: If 𝐺 ′ differs from 𝐺 by one additional edge, then deg𝐺 ′ (𝑣) ≥

deg𝐺 (𝑣) for all 𝑣 ∈ 𝑉 . Consequently, 𝑄Del-Deg (𝐺 ′, 𝜏) ≤ 𝑄Del-Deg (𝐺, 𝜏). □

Using 𝑄Del-Deg (𝐺, 𝜏) as the query function in SVT, we develop a new edge-DP maximum degree

estimation mechanism as in Algorithm 3. The algorithm iteratively increases 𝜏 until the noisy sum

of node degrees exceeding 𝜏 falls below a noisy threshold.

Algorithm 3: Edge-DP Maximum Degree Estimation

Input: Graph 𝐺 , privacy budget 𝜀, parameter 𝛽

Output: 𝜏
1 𝑇 ← −4 ln(2/𝛽)/𝜀
2 𝑇 ← 𝑇 + Lap(2/𝜀)
3 for 𝜏 = 1, 2, 3, 4, . . . do
4 𝑄̃𝜏 (𝐺) ← 𝑄Del-Deg (𝐺, 𝜏) + Lap(2/𝜀)
5 if 𝑄̃𝜏 (𝐺) > 𝑇 then
6 end
7 end
8 return 𝜏

With Lemma 4.2 and Lemma 3.7, it can be shown that Algorithm 3 satisfies 𝜀-edge-DP. Further-

more, Algorithm 3 runs in polynomial time, as each 𝑄Del-Deg (𝐺, 𝜏) can be solved in 𝑂 (𝑁 ) time. For

the utility, we have:

Lemma 4.3. Given any 𝜀 and 𝛽 , for any graph𝐺 , Algorithm 3 outputs a 𝜏 such that with probability
at least 1 − 𝛽 , 𝜏 ≤ deg(𝐺), and

|𝑄Del-Deg (𝐺, 𝜏) | ≤
4

𝜀
ln deg(𝐺) + 8

𝜀
ln

2

𝛽
. (3)
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Due to space constraints, we defer this proof and some of the subsequent proofs to the appendix

of the full version [27]. (3) further leads to an error of at most Δ𝑄 (𝜌−1) (𝐺) with 𝜌 = 𝑂̃ (1/𝜀), which
implies Algorithm 3 is (𝑂̃ (1/𝜀), 𝑂̃ (1/𝜀))-down neighborhood optimal. It can be further shown that

setting 𝜏∗ = 𝜏 + 1 satisfies our three desired properties. Since our main focus is on node-DP, we do

not elaborate on the details here.

Comparison with Laplace mechanism. In the worst case, the output of Algorithm 3 has an additive

error of 𝑂 (log(deg(𝐺)/𝛽)/𝜀). In comparison, the Laplace mechanism achieves a tighter additive

error of𝑂 (log(1/𝛽)/𝜀), which generally yields better performance on typical networks with power-

law degree distributions. However, the key advantage of Algorithm 3 lies in achieving low rank

error rather than low additive error. As we will discuss later, when integrated into our framework to

upgrade any edge-DP solution to provide node-DP, the error is amplified by a factor of 𝑂̃ (deg(𝐺)).
As a result, the Laplace mechanism incurs an additive error of 𝑂̃ (deg(𝐺)/𝜀), which breaks the

utility. In contrast, Algorithm 3 achieves a comparable 𝑂̃ (deg(𝐺)/𝜀) rank error and still preserves

strong utility guarantees.

4.3.2 Node-DP Exponential-Time Maximum Degree Approximation. So far, we have an effective

solution for maximum degree estimation that satisfies three desired properties under edge-DP.

However, directly extending this approach to node-DP is problematic. The main issue is that

the property of bounded sensitivity for 𝑄Del-Deg (𝐺, 𝜏) does not hold under node-DP. Since two

neighboring graphs differing by a node can have a degree sum difference of up to 2𝑁 , the global

sensitivity for this query becomes 𝑁 under node-DP. Therefore, a query function satisfying the

three desired properties under node-DP is required.

Here, we introduce:

𝑄Del-N (𝐺, 𝜏) = −min {|𝑁𝐺 − 𝑁𝐺∗ | : 𝐺∗ ⊆ 𝐺, deg(𝐺∗) ≤ 𝜏} , (4)

which is the opposite of the minimum number of nodes to remove from𝐺 to bound its degree with

𝜏 . We observe that 𝑄Del-N (𝐺, 𝜏) has three properties as below under node-DP, which is similar to

𝑄Del-Deg (𝐺, 𝜏) under edge-DP.

Lemma 4.4. 𝑄Del-N (𝐺, 𝜏) satisfies the following 3 properties:
1. Monotonicity: 𝑄Del-N (𝐺, 𝜏) is monotonic and becomes 0 when 𝜏 ≥ deg(𝐺).
2. Bounded Sensitivity: 𝑄Del-N (𝐺, 𝜏) has GS𝑄 = 1 under node-DP.
3. Sensitivity-Monotonicity: For any two neighboring graphs𝐺 ∼node 𝐺 ′ and any𝜏 ,𝑄Del-N (𝐺, 𝜏) ≥

𝑄Del-N (𝐺 ′, 𝜏) if 𝐺 ⊆ 𝐺 ′.

Proof. The proofs for all properties are provided below.

1. Monotonicity: As 𝜏 increases, fewer nodes need to be removed from 𝐺 to ensure all node

degrees are at most 𝜏 . When 𝜏 ≥ deg(𝐺), no removals are necessary, hence 𝑄Del-N (𝐺, 𝜏) = 0.

Since 𝑄Del-N (𝐺, 𝜏) is defined as the opposite of the number of nodes to remove, its value

increases with 𝜏 .

2. Bounded Sensitivity: Let neighboring graphs 𝐺 ∼𝑣 𝐺 ′ and 𝐺 ⊆ 𝐺 ′. Let 𝑆𝐺 be a minimal

node set to remove that bounds the degree of 𝐺 by 𝜏 . Then, 𝑆𝐺 ∪ {𝑣} is a valid node removal

set for 𝐺 ′, where 𝑣 is the differing node. Thus, 𝑄Del-N (𝐺 ′, 𝜏) ≥ 𝑄Del-N (𝐺, 𝜏) + 1. Conversely,
let 𝑆𝐺 ′ be a minimal node removal set for𝐺 ′. Since𝐺 ⊆ 𝐺 ′, removing 𝑆𝐺 ′ from𝐺 also suffices

to bound its degree by 𝜏 . Therefore, 𝑄Del-N (𝐺 ′, 𝜏) ≤ 𝑄Del-N (𝐺, 𝜏). To conclude, the global

sensitivity of 𝑄Del-N (𝐺, 𝜏) is bounded by 1.

3. Sensitivity Monotonicity: Follows directly from the argument in Property 2. □
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Following the same steps of Algorithm 3, we can incorporate 𝑄Del-N (𝐺, 𝜏) with SVT to obtain a

maximum degree estimation 𝜏 under node-DP. Similar to Lemma 4.3, it follows that 𝜏 ≤ deg(𝐺)
and |𝑄Del-N (𝐺, 𝜏) | = 𝑂̃ (1/𝜀). This implies that 𝜏 upper-bounds the maximum degree of 𝐺 after

removing a minimal subset of 𝑂̃ (1/𝜀) nodes. However, such a 𝜏 can not directly serve as 𝜏∗, as
it fails to satisfy the second required property, which requires a bounded 𝑁𝜏∗ (𝐺). Specifically,
|𝑄Del-N (𝐺, 𝜏) | ≤ 𝑁𝜏 (𝐺), as removing all nodes with degree at least 𝜏 yields a feasible solution to

𝑄Del-N (𝐺, 𝜏). Therefore, a bounded value of |𝑄Del-N (𝐺, 𝜏) | does not necessarily imply that 𝑁𝜏 (𝐺) is
bounded.

To construct such a 𝜏∗ satisfying our three desired properties under node-DP, we set

𝜏∗ = 𝜏 + |𝑄Del-N (𝐺, 𝜏) | + Lap(
𝑐

𝜀
) + polylog, (5)

where 𝑐 is some constant. The high-level idea behind this construction is as follows. To satisfy the

second desired property, we first increment 𝜏 by |𝑄Del-N (𝐺, 𝜏) | + 1 to get 𝜏 ′. As a result,

𝑁𝜏 ′ (𝐺) ≤ |𝑄Del-N (𝐺, 𝜏) |. (6)

This follows from the definition of 𝑄Del-N (𝐺, 𝜏), which ensures that removing |𝑄Del-N (𝐺, 𝜏) | nodes
from 𝐺 can result in a graph 𝐺∗ where all node degrees are at most 𝜏 . Therefore, every node in 𝐺∗

has a degree at most 𝜏 + |𝑄Del-N (𝐺, 𝜏) | in 𝐺 . Consequently, at most |𝑄Del-N (𝐺, 𝜏) | number of nodes

in 𝐺 have a degree exceeding this threshold, ensuring that 𝑁𝜏 ′ (𝐺) ≤ |𝑄Del-N (𝐺, 𝜏) |.
However, using 𝜏 ′ as 𝜏∗ introduces an additional privacy concern: 𝜏 ′ depends on𝐺 , as it includes

the instance-specific term |𝑄Del-N (𝐺, 𝜏) |. Fortunately, |𝑄Del-N (𝐺, 𝜏) | has a global sensitivity of 1

by Lemma 4.4. Thus, adding a Laplace noise with scale 2/𝜀 to 𝜏 ′ ensures 𝜀/2-node-DP, and we

denote the result as 𝜏 ′′. Since 𝜏 ′′ is smaller than 𝜏 ′ with probability 1/2, it still violates the second
property. To address this, we further increment 𝜏 ′′ by a logarithmic term and denote the result as 𝜏∗.
This added logarithmic term ensures that 𝜏∗ exceeds 𝜏 ′ with high probability, thereby maintaining

𝑁𝜏∗ (𝐺) bounded by |𝑄Del-N (𝐺, 𝜏) |.
So far, we have already shown that 𝜏∗ satisfies the first two desired properties. For the third

property, we can use 2𝜏∗ as an upper bound of 𝑔(𝐺, 𝜏∗) since 𝜏∗ already incorporates a high-

probability bound on 𝑁𝜏∗ (𝐺) through the term |𝑄Del-N (𝐺, 𝜏) |.

Algorithm 4: Node-DP Maximum Degree Approximation

Input: Graph 𝐺 , privacy budgets 𝜀 and 𝛿 , parameter 𝛽

Output: 𝜏∗
1 𝑇 ← −8 ln(4/𝛽)/𝜀
2 𝑇 ← 𝑇 + Lap(4/𝜀)
3 for 𝜏 = 1, 2, 4, 8, . . . do
4 𝑄̃𝜏 (𝐺) ← 𝑄Del-N (𝐺, 𝜏) + Lap(4/𝜀)
5 if 𝑄̃𝜏 (𝐺) > 𝑇 then
6 end
7 end
8 𝜏∗ ← 𝜏 + |𝑄Del-N (𝐺, 𝜏) | + Lap( 2𝜀 ) +

2

𝜀
lnmax( 1

𝛿
, 2
𝛽
) + 1

9 return 𝜏∗

Finally, our node-DP mechanism for maximum degree approximation works as follows. We first

invoke a similar algorithm as Algorithm 3, but replaces 𝑄Del-Deg (𝐺, 𝜏) with 𝑄Del-N (𝐺, 𝜏). Besides,
we evaluate 𝜏 on a logarithmic scale of 𝜏 = 1, 2, 4, 8 . . . to reduce the number of iterations, since
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the computation of 𝑄Del-N (𝐺, 𝜏) is costly. This approach is acceptable because, according to the

first property of 𝜏∗, we only require an approximation rather than an accurate estimation of the

maximum degree. After obtaining 𝜏 from the SVT, we construct 𝜏∗ following (5) with carefully

designed parameters. The detailed algorithm is shown as Algorithm 4.

For privacy, Algorithm 4 satisfies 𝜀-node-DP. Specifically, 𝜏 obtained in the SVT preserves 𝜀/2-
node-DP, while the remaining 𝜀/2 privacy budget is allocated to privatize 𝜏∗. The parameter 𝛿 in

Line 8 is used for utility bounds and does not affect the privacy guarantees. For utility, we allocate

an error failure probability of 𝛽/2 to the computation of 𝜏 and 𝛽/2 to that of 𝜏∗. Line 8 further
ensures that |𝑄Del-N (𝐺, 𝜏) | upper-bounds 𝑁𝜏∗ (𝐺) with failure probability at most 𝛿 . The following

utility guarantees hold:

Lemma 4.5. Given any 𝜀, 𝛽 , and 𝛿 , for any graph 𝐺 , Algorithm 4 returns a 𝜏∗ such that with
probability at least 1 − 𝛽 ,

𝜏∗ ≤ 2deg(𝐺) + 8

𝜀
ln log(4deg(𝐺)) + 16

𝜀
ln

4

𝛽
+ 4

𝜀
lnmax( 1

𝛿
,
2

𝛽
) + 1,

and
𝑁𝜏∗ (𝐺) ≤

8

𝜀
ln log(4deg(𝐺)) + 16

𝜀
ln

4

𝛽
.

Furthermore, with probability at least 1 − 𝛿 ,
𝜏∗ + 𝑁𝜏∗ (𝐺) ≤ 2𝜏∗ .

So far, we have obtained a node-DPmaximum degree approximation 𝜏∗ satisfying all three desired
properties. However, the computation of 𝜏∗ incurs significant computational costs. Specifically,

computing 𝑄Del-N (𝐺, 𝜏) requires examining all possible combinations of node deletions, resulting

in exponential runtime in the worst case.

4.3.3 Node-DP Polynomial-Time Maximum Degree Approximation. In this section, we show how

to reduce the runtime of our node-DP maximum degree approximation mechanism. Recall that

the bottleneck lies in computing 𝑄Del-N (𝐺, 𝜏), which requires exponential time. Our key idea is to

approximate its value by leveraging Linear Programming (LP) and integrate the result with our

proposed node-DP algorithm. We will show that the enhanced algorithm still outputs a 𝜏∗ that
complies with the three desired properties.

We begin by approximating 𝑄Del-N (𝐺, 𝜏) with an LP formulation, denoted as 𝑄LP-Del-N (𝐺, 𝜏). In
this formulation, we allow the fractional existence of nodes and edges in 𝐺 . Specifically, for each

node 𝑣 ∈ 𝑉 , we assign a value 𝑥𝑣 ∈ [0, 1] to indicate whether to delete the node 𝑣 from 𝐺 , i.e.,

0 represents complete retention and 1 represents complete removal. In contrast, for each edge

𝑒 ∈ 𝐸, we assign a value 𝑦𝑒 from [0, 1] to indicate whether to maintain 𝑒 , i.e., 0 represents removal

and 1 represents retention. The LP 𝑄LP-Del-N (𝐺, 𝜏) maximizes the opposite of node removal count

while ensuring constraints on node degrees and node-edge relationships, indicated by (7) and (8)

respectively. The LP formulation of 𝑄LP-Del-N (𝐺, 𝜏) is given by:

maximize 𝑄LP-Del-N (𝐺, 𝜏) = −
∑︁
𝑣∈𝑉

𝑥𝑣

s.t. 𝑦𝑒 ≥ 1 − 𝑥𝑣′ − 𝑥𝑣′′ , 𝑒 = (𝑣 ′, 𝑣 ′′) ∈ 𝐺, (7)∑︁
𝑒′∈𝐸 (𝑣)

𝑦𝑒′ ≤ 𝜏, 𝑣 ∈ 𝑉 , (8)

𝑦𝑒 ∈ [0, 1], 𝑒 ∈ 𝐸,
𝑥𝑣 ∈ [0, 1], 𝑣 ∈ 𝑉 .
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It is trivial to see𝑄LP-Del-N (𝐺, 𝜏) is a relaxed version of𝑄Del-N (𝐺, 𝜏):𝑄Del-N (𝐺, 𝜏) can be formulated

as an integer linear programming where each variable is from a discrete domain, i.e., 𝑥𝑣 ∈ {1, 0}
and 𝑦𝑒 ∈ {1, 0}, where the values have the same interpretations as in𝑄LP-Del-N (𝐺, 𝜏). Different from
𝑄Del-N (𝐺, 𝜏) that requires exponential runtime, 𝑄LP-Del-N (𝐺, 𝜏) can be solved in polynomial time.

Moreover, it retains the same properties as 𝑄Del-N (𝐺, 𝜏) under node-DP, as outlined below.

Lemma 4.6. 𝑄LP-Del-N (𝐺, 𝜏) satisfies the following 3 properties under node-DP:
1. Monotonicity: 𝑄LP-Del-N (𝐺, 𝜏) is monotonic and becomes 0 when 𝜏 ≥ deg(𝐺).
2. Bounded Sensitivity: 𝑄LP-Del-N (𝐺, 𝜏) has GS𝑄 = 1.
3. Sensitivity-Monotonicity: 𝑄LP-Del-N (𝐺, 𝜏) is sensitivity-monotonic.

Proof. Assume that {𝑥𝑣} and {𝑦𝑒 } is the optimal solution for 𝑄LP-Del-N (𝐺, 𝜏). The proofs of all
properties are given below.

1. Monotonicity: As 𝜏 increases, the values of 𝑦𝑒 can increase, leading to lower values of

𝑥𝑣 . When 𝜏 ≥ deg(𝐺), all edges can be retained, resulting in 𝑥𝑣 = 0 for all 𝑣 ∈ 𝑉 . Since

𝑄LP-Del-N (𝐺, 𝜏) is the opposite of the sum of 𝑥𝑣 , it increases with 𝜏 and becomes 0 when

𝜏 ≥ deg(𝐺).
2. Bounded Sensitivity: Let neighboring graphs𝐺 ∼𝑢 𝐺 ′ such that𝐺 ⊆ 𝐺 ′ and𝐺 ′ = (𝑉 ′, 𝐸′). A

feasible solution for𝐺 ′ can be constructed by keeping the values of {𝑥𝑣} and {𝑦𝑒 } from𝐺 , and

set 𝑥𝑢 = 1 and 𝑦′𝑒 = 0 for 𝑒 ∈ 𝐸′ (𝑢). Thus, 𝑄LP-Del-N (𝐺, 𝜏) − 1 ≤ 𝑄LP-Del-N (𝐺 ′, 𝜏). Conversely,
a feasible solution for 𝐺 can be constructed by applying the assignments from the optimal

solution of 𝐺 ′ to the corresponding nodes and edges in 𝐺 . Therefore, 𝑄LP-Del-N (𝐺 ′, 𝜏) ≤
𝑄LP-Del-N (𝐺, 𝜏). To conclude, 𝑄LP-Del-N (𝐺, 𝜏) has a global sensitivity of 1.

3. Sensitivity-Monotonicity: Follows directly from the argument in Property 2. □

These three properties ensure that by replacing 𝑄Del-N (𝐺, 𝜏) with 𝑄LP-Del-N (𝐺, 𝜏), Algorithm 4

still preserves 𝜀-node-DP. However, the utility guarantee for the output 𝜏∗ no longer holds. Since

𝑄LP-Del-N (𝐺, 𝜏) is a relaxation of𝑄Del-N (𝐺, 𝜏), its value is greater than𝑄Del-N (𝐺, 𝜏). As a result, when
using𝑄LP-Del-N (𝐺, 𝜏), the SVT may stop earlier with a smaller 𝜏 . While such an 𝜏 ensures a bounded

|𝑄LP-Del-N (𝐺, 𝜏) |, it does not necessarily imply a bounded |𝑄Del-N (𝐺, 𝜏) |, which is essential to satisfy

the second property.

To address this issue, we establish a relationship between

𝑄LP-Del-N (𝐺, 𝜏) and 𝑄Del-N (𝐺, 𝜏). The high-level idea is as follows. Let {𝑥𝑣} and {𝑦𝑒 } denote the
optimal solution to the LP 𝑄LP-Del-N (𝐺, 𝜏). Recall that 𝑥𝑣 represents the fractional removal of node

𝑣 from 𝐺 , and 𝑦𝑒 represents the fractional retention of edge 𝑒 . Now we construct a graph 𝐺 ′

by removing all nodes 𝑣 with 𝑥𝑣 > 1/3 from 𝐺 . On one hand, since only nodes with 𝑥𝑣 > 1/3
are removed, the total number of deleted nodes is at most 3 times

∑
𝑣∈𝑉 𝑥𝑣 , which is equivalent

to 3 · |𝑄LP-Del-N (𝐺, 𝜏) |. On the other hand, for every edge in 𝐺 ′, both endpoints 𝑣 and 𝑣 ′ satisfy
𝑥𝑣, 𝑥𝑣′ ≤ 1/3, which implies 𝑦𝑒 ≥ 1/3. Therefore, it can be inferred that the maximum degree of𝐺 ′

is bounded by 3𝜏 .

Thus, we obtain the relationship between 𝑄LP-Del-N (𝐺, 𝜏) and 𝑄Del-N (𝐺, 𝜏):
Lemma 4.7. For any 𝐺 and any 𝜏 ,

|𝑄Del-N (𝐺, 3𝜏) | ≤ 3 · |𝑄LP-Del-N (𝐺, 𝜏) |. (9)

Therefore, by feeding 𝑄LP-Del-N (𝐺, 𝜏) into the SVT, we obtain a 𝜏 such that 𝜏 ≤ 2 deg(𝐺) and
|𝑄LP-Del-N (𝐺, 𝜏) | is bounded by 𝑂̃ (1/𝜀). Following a similar analysis to Section 4.3.2, we modify

Line 8 of Algorithm 4 to compute 𝜏∗ as:

𝜏∗ ← 3𝜏 + 3 · |𝑄LP-Del-N (𝐺, 𝜏) | + Lap(
6

𝜀
) + 6

𝜀
lnmax( 1

𝛿
,
2

𝛽
) + 1, (10)
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which yields an 𝜏∗ that satisfies the three desired properties:

Lemma 4.8. Given any 𝜀, 𝛽 , and 𝛿 , for any graph𝐺 , the polynomial-time node-DP maximum degree
approximation algorithm returns a 𝜏∗ such that with probability at least 1 − 𝛽 ,

𝜏∗ ≤ 6deg(𝐺) + 24

𝜀
ln log(4deg(𝐺)) + 48

𝜀
ln

4

𝛽
+ 12

𝜀
lnmax( 1

𝛿
,
2

𝛽
) + 1,

and
𝑁𝜏∗ (𝐺) ≤

24

𝜀
ln log(4deg(𝐺)) + 48

𝜀
ln

4

𝛽
.

Furthermore, with probability at least 1 − 𝛿 ,
𝜏∗ + 𝑁𝜏∗ (𝐺) ≤ 2𝜏∗ .

The revised algorithm maintains the same 𝜀-node-DP guarantee as Algorithm 4. For utility, the

allocation of error failure probabilities remains unchanged, and the upper bounds on 𝜏∗ and 𝑁𝜏∗ (𝐺)
increase by roughly a factor of 3 under the same parameters. In terms of runtime, since each

invocation of 𝑄LP-Del-N (𝐺, 𝜏) runs in polynomial time and there are 𝑂 (log deg(𝐺)) iterations, the
overall algorithm also runs in polynomial time.

4.4 Combined Solution
By combining the distance-preserving clipping mechanism from Section 4.2 with the node-DP

polynomial-time maximum degree approximation algorithm from Section 4.3, we develop the N2E

framework that reduces an arbitrary node-DP graph analytical task to an edge-DP one as follows.

Given a graph analytical task 𝑄 , an edge-DP mechanismMedge

𝑄
, an input graph𝐺 , privacy budgets

𝜀 and 𝛿 , and error failure probability 𝛽 , the framework proceeds in three steps:

• Compute 𝜏∗ using the node-DP polynomial-time maximum degree approximation on input

graph 𝐺 , with privacy budgets 2𝜀/3 and 𝛿/2, and error failure probability 2𝛽/3.
• Clip graph 𝐺 using the distance-preserving clipping mechanism described in Algorithm 2,

with the degree upper bound set to 𝜏∗. Denote the resulting graph as 𝐺 .

• Apply the edge-DP mechanismMedge

𝑄
to the clipped graph𝐺 with privacy budgets 𝜀/6𝜏∗ and

𝛿/4𝜏∗, and error failure probability 𝛽/3.
The framework outputs the result of the edge-DP mechanism, denoted asMnode

𝑄
(𝐺, 𝜀, 𝛿, 𝛽). For

privacy,

Theorem 4.9. The N2E framework satisfies (𝜀, 𝛿)-node-DP.

For utility, we have:

Theorem 4.10. Given any 𝜀, 𝛽 , and 𝛿 , for any graph 𝐺 , task 𝑄 , and edge-DP mechanismMedge
𝑄

,
with probability at least 1 − 𝛽 , the N2E framework outputs a node-DP result with error

|𝑄 (𝐺) −𝑄 (𝐺) | + Erredge
𝑄
(𝐺, 𝜀/6𝜏∗, 𝛿/4𝜏∗, 𝛽/3),

where 𝐺 is obtained by clipping edges of 𝑂 (log(log(deg(𝐺))/𝛽)/𝜀) nodes from 𝐺 ,
and Erredge

𝑄
(𝐺, 𝜀/6𝜏∗, 𝛿/4𝜏∗, 𝛽/3) denotes the error of the edge-DP mechanism on task 𝑄 given clipped

graph 𝐺 , privacy budgets 𝜀/6𝜏∗ and 𝛿/4𝜏∗, and error failure probability 𝛽/3.

Specifically, the first component of the error, |𝑄 (𝐺) −𝑄 (𝐺) |, represents the clipping bias intro-
duced by the difference between the query result on the original graph 𝐺 and the clipped graph

𝐺 . For example, when 𝑄 is the edge count, this bias is exactly the number of clipped edges. By
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Theorem 4.10, this component is at most Δ𝑄 (𝜌−1) , where 𝜌 = 𝑂̃ (1/𝜀) with constant probability.

This implies that only a negligible portion of the graph is affected by clipping. Moreover, according

to Lemma 3.9, this part of the error is optimal. It follows that any structural impact on the graph

(e.g., connectivity) introduced by the distance-preserving clipping mechanism is both unavoidable

and minimal within the N2E framework.

The second component of the error, Err
edge

𝑄
(𝐺, 𝜀/6𝜏∗, 𝛿/4𝜏∗, 𝛽/3), captures the error introduced

by the edge-DP mechanism. In practice, this error approximates Err
edge

𝑄
(𝐺, 𝜀/6𝜏∗, 𝛿/4𝜏∗, 𝛽/3), since

many edge-DP mechanisms for common graph analytical tasks exhibit similar or smaller error on

the clipped graph 𝐺 compared to 𝐺 . Moreover, by Lemma 4.8 that gives the upper bound of 𝜏∗,

this error amplifies the original edge-DP error of Err
edge

𝑄
(𝐺, 𝜀, 𝛿, 𝛽) by only a factor of 𝑂̃ (deg(𝐺)),

which achieves our desired utility.

5 Application
In this section, we apply our N2E framework to three common graph analytical tasks: edge counting,

maximum degree estimation, and degree distribution under node-DP. We analyze the error for each

task individually. For convenience, all results stated in this section hold with constant probability.

Technical details are deferred to the appendix of the full version [27].

Edge counting. We use the Laplace mechanism as the edge-DP mechanism within the N2E

framework. For the clipping bias, the total number of edges clipped to obtain 𝐺 is bounded by

𝑂̃ (deg(𝐺)/𝜀). The error from the edge-DP mechanism is bounded by 𝑂̃ (deg(𝐺)/𝜀 + 1/𝜀2). As a
result, the total error matches our target of upgrading the edge-DP error of 𝑂 (1/𝜀) to node-DP by

only a factor of 𝑂̃ (deg(𝐺)) with a small additive term of 𝑂̃ (1/𝜀).

Maximum degree estimation. Applying the Laplace mechanism within the N2E framework incurs

an additive error of 𝑂̃ (deg(𝐺)/𝜀), which has limited utility. To address this, we adopt Algorithm 3

as the edge-DP mechanism and use edge distance for evaluation. This algorithm incurs an edge

distance of 𝑂̃ (1/𝜀) under edge-DP. Within the N2E framework, the edge distance from clipping bias

is bounded by 𝑂̃ (deg(𝐺)/𝜀). The application of Algorithm 3 adds an edge distance of 𝑂̃ (deg(𝐺)/𝜀 +
1/𝜀2). Therefore, the total edge distance is asymptotically dominated by the edge-DP mechanism,

achieving our target of upgrading the edge-DP error by 𝑂̃ (deg(𝐺)) with an additive term of 𝑂̃ (1/𝜀).

Degree distribution. A straightforward solution for this task is to integrate the Laplace mecha-

nism into N2E, which introduces a clipping bias of 𝑂̃ (deg(𝐺)/𝜀) and an error of 𝑂̃ (deg1.5 (𝐺)/𝜀 +
deg

0.5 (𝐺)/𝜀2) introduced by the Laplace noise. This approach satisfies (𝜀, 𝛿)-node-DP and achieves

our goal of amplifying the edge-DP error of 𝑂 (deg(𝐺)0.5/𝜀) by a factor of 𝑂̃ (deg(𝐺)), with an

additive term of 𝑂̃ (1/𝜀). Additionally, we observe that directly combining our node-DP degree

approximation with their clipping mechanism yields a pure 𝜀-node-DP solution with asymptotically

the same utility guarantees. We adopt this 𝜀-node-DP solution in practice.

Limitation of the N2E framework. N2E is applicable to any graph analytical tasks with edge-DP

solutions, either being 𝜀-edge-DP or being (𝜀, 𝛿)-edge-DP. However, N2E is not suitable for tasks

that lack corresponding edge-DP solutions or for simple node-DP tasks with trivial solutions, such

as node counting. Moreover, the performance of N2E heavily depends on the underlying edge-DP

mechanism. If the edge-DP mechanism has poor utility or high computational cost, these limitations

will carry over to N2E.
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Fig. 3. Overview of the N2E framework.

6 Implementation
We implemented our N2E framework on top of CPLEX [37]. An overview is shown in Figure 3,

where the three main steps are highlighted in different colors. Specifically, the input graph 𝐺 is

utilized in both the LP construction and the clipping mechanism. Regarding input parameters,

the framework includes three procedures that consume 𝜀 and 𝛽 , two of which are involved in the

maximum degree approximation. The parameter 𝛿 is used in the post-processing step to compute

𝜏∗ and in the edge-DP mechanism.

Runtime optimization. In practice, the first step of the N2E framework, maximum degree approx-

imation, accounts for the majority of the runtime in our experiments. Although this procedure

achieves polynomial-time complexity with LP, solving the LP remains computationally expensive.

This is because the number of variables in the LP, which is equal to the sum of nodes and edges,

can be substantial for real-world datasets. This issue is further amplified as one LP is to be solved

in each SVT iteration, and the SVT typically takes multiple iterations to identify the desired 𝜏 .

To reduce sequential runtime, we first parallelized the LPs in SVT iterations within the maximum

degree approximation, as illustrated in Figure 3. The LP result is 0 for 𝜏 ≥ deg(𝐺). To avoid

unnecessary computation, we implement early termination. If any process returns a qualified 𝜏 that

exceeds the SVT threshold and all smaller candidates are unqualified, the process pool is terminated

early and returns the corresponding 𝜏 .

To further reduce the runtime for each candidate 𝜏 , we leverage the dual simplex method provided

by the LP solver CPLEX, which solves LPs by moving towards the optimal solution from above.
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Since we are only interested in 𝜏 candidates whose LP result exceeds the SVT threshold, we stop

the computation early if the current LP upper bound of 𝜏 already falls below the threshold. This

strategy significantly reduces runtime, especially in cases where resource constraints prevent

parallelization.

7 Experiment
We conduct experiments on the three graph analytical tasks under node-DP discussed in Section 5,

along with an additional task of two-line path counting, and compare the performance of our N2E

framework with state-of-the-art node-DP algorithms. For edge counting and two-line path counting,

we compare against R2T [11] and OPT
2
[12]. For maximum degree estimation, so far, there is no

existing solution under node-DP. As we have shown before, the naive solution of directly adding

Laplace noise to the query result does not have utility. Therefore, we compare it with a baseline

that returns the node count with Laplace noise, referred to as N-Count. For degree distribution, we

compare our results with DLL-Histogram [7].

7.1 Setup

Dataset Nodes Edges Max Degree Connectivity5

EUEmail 265,009 364,481 7,636 0.21

Deezer 143,884 846,915 420 0.17

Amazon1 262,111 899,792 420 0.08

Amazon2 334,863 925,872 549 0.06

DBLP 317,080 1,049,866 343 0.18

Amazon0601 403,394 2,443,408 2,752 0.10

Web-Google 875,713 4,322,051 6,332 0.01

Table 2. Summary of graph datasets used in the experiment.

Datasets. Our experiments use seven real-world graph datasets: EUEmail, Deezer, Amazon1,

Amazon2, DBLP, Amazon0601, and Web-Google, all obtained from SNAP [34]. These datasets

span various domains, including e-commerce, academic collaboration, email communication, and

web networks. Details of all datasets are provided in Table 2. All graphs are preprocessed to be

undirected for consistency. For the Deezer and Amazon1 datasets, we follow the same preprocessing

procedure as in [11] to match their experimental results.

Queries. Weuse four node-DP graph analysis queries: edge counting (𝑄EC), two-line path counting

(𝑄TP), maximum degree estimation (𝑄MD), and degree distribution (𝑄DD).

For𝑄EC and𝑄TP, we use additive error as the evaluation metric. For𝑄MD, we use the rank error
6

for evaluation. For 𝑄DD, we construct the degree histogram on a logarithmic scale of degrees and

report the L1 error for evaluation.

Experimental parameters. All experiments are conducted on a Linux server equipped with dual

Intel Xeon 22-core 2.20 GHz CPUs and 1 TB of memory. Each experiment is repeated for 10 rounds,

and we report the average result after excluding the top 2 and bottom 2 runs to mitigate the

randomness of the DP mechanism. All algorithms are limited to a 6-hour runtime; any algorithm

exceeding this limit is terminated.

5
Connectivity is computed as the ratio of intra-cluster to inter-cluster edges based on Louvain clustering [3].

6
For results exceeding the true value, we compute the rank error as the absolute error.
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We set 𝛽 = 0.1 and 𝛿 = 2
−30

in all experiments. By default, we set 𝜀 = 0.8 for 𝑄EC, 𝑄TP and 𝑄MD.

Since the degree histogram involves multiple queries, we relax the default 𝜀 to 3.2 for 𝑄DD. The

division of 𝜀, 𝛿 , and 𝛽 across the procedures in Figure 3 is flexible and does not asymptotically

affect the theoretical guarantees. Based on empirical results, we allocate (𝜀, 𝛿, 𝛽) as (20%, 0%, 20%),
(20%, 100%, 0.01%), and (60%, 0%, 79.99%) to the first, second, and third procedures, respectively.

Both R2T and DLL-Histogram rely on a degree upper bound, which is set to the smallest power of

2 exceeding the number of nodes for each dataset. For example, the bound is set to 2
18 = 262,144

for Deezer.

7.2 Experiment Results

Dataset EUEmail Deezer Amazon1 Amazon2 DBLP Amazon0601 Web-Google

𝑄EC

Query result 3.6 × 105 8.5 × 105 9.0 × 105 9.3 × 105 1.0 × 106 2.4 × 106 4.3 × 106

N2E

Rel. err (%) 6.20 0.18 0.12 0.19 0.23 0.24 0.76

Err. std (%) 0.77 0.07 0.07 0.17 0.14 0.09 0.20

Time (s) 279.85 66.39 65.41 81.66 71.65 267.66 1363.91

OPT
2

Rel. err (%) 10.51 0.47 0.35 0.23 0.45 0.40 1.73

Err. std (%) 1.37 0.05 0.02 0.02 0.02 0.05 0.94

Time (s) 76.46 170.87 180.86 141.66 181.56 521.03 1370.32

R2T

Rel. err (%) 23.32 0.98 0.87 0.75 0.71 1.72 5.68

Err. std (%) 1.02 0.16 0.13 0.04 0.03 0.18 0.38

Time (s) 3.32 10.43 10.70 9.94 11.78 26.38 55.86

𝑄TP

Query result 2.0 × 108 2.2 × 107 9.1 × 106 9.8 × 106 2.2 × 107 7.2 × 107 7.3 × 108

N2E

Rel. err (%) 43.13 3.16 11.34 9.52 7.43 10.71 9.33

Err. std (%) 2.84 1.54 3.51 2.58 3.09 4.16 3.48

Time (s) 269.00 66.56 65.72 79.59 68.88 270.52 1358.04

OPT
2

Rel. err (%)

Over time limit
4.91

Over time limitErr. std (%) 0.20

Time (s) 12498.95

R2T

Rel. err (%)

Out of memory
4.94 11.97 8.92 6.22 24.35

Out of memoryErr. std (%) 1.04 0.31 0.19 0.82 1.88

Time (s) 280.20 113.80 122.51 284.82 953.21

𝑄MD

Query result 7,636 420 420 549 343 2,752 6,332

N2E

Rel. err (%) 0.37 3.10 1.87 1.12 1.10 0.65 0.18

Err. std (%) 0.12 0.40 0.24 0.33 0.09 0.08 0.09

Time (s) 269.22 66.89 65.99 80.09 70.22 271.99 1359.70

N-Count

Rel. err (%) 3370.52 34158.06 62307.38 60894.99 92343.05 14558.22 13729.96

Err. std (%) 0.01 0.10 0.15 0.10 0.24 0.04 0.00

Time (s) - - - - - - -

𝑄DD

Query result 2.6 × 105 1.4 × 105 2.6 × 105 3.4 × 105 3.2 × 105 4.0 × 105 8.8 × 105

N2E

Rel. err (%) 8.17 3.38 1.21 1.05 1.94 3.75 8.76

Err. std (%) 1.20 0.93 0.11 0.32 0.29 0.36 1.79

Time (s) 30.10 63.67 64.39 65.95 72.68 153.51 272.08

DLL-Histogram

Rel. err (%) 23.96 86.65 90.17 83.82 33.47 17.24 53.01

Err. std (%) 1.72 28.45 72.77 79.19 20.02 13.23 44.56

Time (s) 12.18 8.27 15.27 20.20 21.41 33.34 66.74

Table 3. Mean relative error (%), relative error std (%), and runtime (s) for all methods across four query types
on seven real-world datasets. The top row in each query block gives the true query result.

Utility and efficiency. The experimental results, including relative errors with standard deviations

and runtimes across all queries and datasets, are summarized in Table 3. N2E consistently achieves
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higher utility in the majority of query-dataset combinations, considering both the mean and

standard deviation of the relative errors.

For 𝑄EC, N2E achieves a relative error below 10% for all datasets, and under 1% for six out of

seven datasets. Compared to the two baseline methods, N2E improves upon the error of OPT
2
by

up to 2.5×, and R2T by up to 7.5×. In terms of runtime, N2E is faster than OPT
2
on six out of seven

datasets and performs particularly well on graphs with smaller maximum degrees.

For 𝑄TP, N2E is the only mechanism that completes on all datasets within the given time and

memory constraints. OPT
2
fails to run on most datasets due to exceeding the time limit, while R2T

runs out of memory on two datasets. Among the cases where baselines complete, N2E achieves

comparable errors while reducing runtime by over 100×. Notably, the error of N2E on the EUEmail

dataset is relatively large due to clipping bias, which truncates the high contributions from nodes

with very large degrees.

For 𝑄MD, N2E maintains a relative rank error below 4% across all datasets, demonstrating its

robustness to variations in the maximum degree. In comparison, N-Count provides no utility,

exhibiting relative errors exceeding 3, 000% on all datasets. The runtime of N2E for 𝑄MD is nearly

identical to that for𝑄EC and𝑄TP across all datasets. This is expected, as all three queries follow the

same steps of the N2E framework and involve an edge-DP mechanism with similar computational

overhead.

For 𝑄DD, N2E outperforms DLL-Histogram with up to 80× reduction in relative error across all

datasets, albeit with up to 8× higher runtime. Across datasets, N2E demonstrates better utility in

graphs with lower maximum degrees, as higher degrees lead to larger noise scales added to the

histogram. The runtime of N2E on 𝑄DD is lower than that on 𝑄EC, 𝑄TP, and 𝑄MD. This arises from

the distinct clipping mechanism used. In the latter three queries, the distance-preserving clipping

mechanism as defined in Algorithm 2 evaluates edge rankings of both endpoints, introducing

significant computational overhead for graphswithmany edges. In contrast, the clippingmechanism

in [7] used for𝑄DD considers only the degrees of the endpoints, resulting in reduced computational

cost.

Consistency with theoretical guarantees. As shown in Section 5, the absolute errors of 𝑄EC and

𝑄DD depend heavily on the maximum degree of the input graph, with higher maximum degrees

leading to larger errors. Theoretical results of 𝑄TP also exhibit this dependency. However, since

we use relative error for evaluation, the results are influenced by factors such as graph size and

skewness, i.e., the uniformity of the degree distribution. In general, datasets with larger graph

sizes and less skewed degree distributions tend to exhibit lower relative errors. For example, DBLP

generally yields lower relative errors on the three queries due to its medium graph size and more

balanced degree distribution. For 𝑄MD, the theoretical guarantee is provided in terms of edge

distance. Since we evaluate using relative rank error, additional factors beyond graph size and

skewness also influence the results. As a result, the performance trend remains consistent across

the first three queries, but does not extend to 𝑄MD.

Cluster-level connectivity appears to have minimal impact on query performance. For example,

in 𝑄TP, the Web-Google dataset achieves a relative error of 9.33%, nearly identical to the 10.71%

eror observed on Amazon0601, despite a 10× difference in connectivity.

Privacy parameter 𝜀. To compare with the performance of N2E and baseline methods under

different privacy guarantees, we vary the privacy budget 𝜀 on a logarithmic scale from 0.1 to 12.8.

Experiments are conducted on the EUEmail, Amazon2, and DBLP datasets to assess performance

across two graph analytical tasks 𝑄EC and 𝑄DD. The results are shown in Figure 4. As shown, all

methods demonstrate improved utility as 𝜀 increases. For 𝑄EC, N2E outperforms R2T and achieves

utility comparable to OPT
2
, which is provably optimal. For 𝑄DD, N2E generally outperforms the
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(a) Relative error (%) for 𝑄EC on the EUEmail, Amazon2, and DBLP datasets across varying 𝜀 values.

(b) Relative error (%) for 𝑄DD on the EUEmail, Amazon2, and DBLP datasets across varying 𝜀 values.

Fig. 4. Relative error (%) of N2E and baseline methods for 𝑄EC and 𝑄DD on three datasets under varying
privacy budgets 𝜀.

baseline method across the entire range of 𝜀. While DLL-Histogram exhibits high variability with

different 𝜀 values due to randomness, N2E yields more stable results.

Furthermore, N2E generally achieves higher utility on 𝑄EC than on 𝑄DD under small 𝜀 values,

due to the higher base value of the edge counting result. In contrast, the utility for 𝑄DD is more

affected under small 𝜀 because it involves answering multiple queries while having a smaller base

value.

Dataset EUEmail DBLP Amazon0601

N2E (Rel. error (%)) 6.20 0.23 0.24

𝜏∗ = 1 95.44 99.83 99.61

𝜏∗ = 4 93.14 85.08 92.30

𝜏∗ = 16 88.40 35.98 30.74

𝜏∗ = 64 75.26 4.38 6.22

𝜏∗ = 256 44.49 0.036 0.95

𝜏∗ = 1024 11.93 0.22 0.18

𝜏∗ = 4096 3.85 0.84 0.43

𝜏∗ = 16384 14.42 1.86 1.16

Table 4. Relative error (%) of 𝑄EC on three datasets using N2E and different clipping thresholds 𝜏∗.

Optimality of 𝜏∗. N2E relies on the maximum degree approximation 𝜏∗ as the degree upper bound
to clip the input graph. To assess the performance of 𝜏∗ within N2E, we manually set different

values of 𝜏∗ on a logarithmic scale as the clipping threshold, and evaluate the results on three

datasets: EUEmail, DBLP, and Amazon0601. The results for 𝑄EC and 𝑄DD are presented in Table 4

and Table 5, respectively.

Compared to the optimal value of 𝜏∗, N2E incurs only a constant-factor utility loss in error. This

is primarily due to the allocation of part of the privacy budget for computing 𝜏∗. Additionally,
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Dataset EUEmail DBLP Amazon0601

N2E (Rel. error (%)) 8.17 1.94 3.75

𝜏∗ = 1 29.47 172.76 194.24

𝜏∗ = 4 25.07 55.93 151.26

𝜏∗ = 16 24.35 20.44 31.88

𝜏∗ = 64 20.51 1.93 5.90

𝜏∗ = 256 10.58 0.37 1.07

𝜏∗ = 1024 2.79 1.39 1.24

𝜏∗ = 4096 9.02 6.76 6.28

𝜏∗ = 16384 36.19 24.89 17.45

Table 5. Relative error (%) of 𝑄DD on three datasets using N2E and different clipping thresholds 𝜏∗.

when comparing𝑄EC and𝑄DD, the optimal value of 𝜏∗ can vary across queries on the same dataset.

Despite this variation, the results show that the maximum degree approximation of N2E consistently

delivers strong performance.

8 Future Work
One direction for future exploration is extending the N2E framework to hypergraphs. Unlike

conventional graphs, where there is at most one edge between any pair of nodes, hypergraphs

allow hyperedges that can connect multiple nodes, posing new challenges for privacy preservation.

Another promising direction is adapting N2E to decentralized settings, where the graph data is

distributed across multiple parties, and each party has access only to an individual node and its

adjacent edges. A further potential direction is applying N2E to dynamic graphs, where the graph

structure evolves over time. A key challenge in this setting is preserving utility, as each query on

an updated graph consumes part of the privacy budget.
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