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Differential Privacy (DP) has become the gold standard for protecting individual privacy in data analytics, and
the shuffle-DP model has attracted significant attention from both academia and industry due to its favorable
balance between privacy and utility. However, existing shuffle-DP protocols rely on a strong assumption:
all users behave honestly. In real-world scenarios, adversarial users can exploit this vulnerability through
poisoning attacks, compromising both privacy guarantees and the utility of analytical results. While defending
against poisoning attacks in the shuffle-DP model has recently gained interest, existing solutions are limited
to frequency estimation tasks. To address this issue, we propose the first general defense framework for all
union-preserving queries, capable of transforming any shuffle-DP protocol into a version resilient to poisoning
attacks. Beyond robust defense against poisoning attacks, our framework achieves high utility of analytical
results. Compared to the original shuffle-DP protocol, it retains asymptotically equivalent error in attack-free
settings and incurs only a polylogarithmic increase in error when a constant number of attackers are present.
We demonstrate the generality of our framework on several common queries, including summation, frequency
estimation, and range counting. Experimental results confirm that our approach effectively defends against
poisoning attacks while maintaining strong utility and communication efficiency.

CCS Concepts: » Security and privacy — Database and storage security; « Information systems —
Data management systems.

Additional Key Words and Phrases: Differential privacy, shuffle model, poisoning attacks

ACM Reference Format:

Siyi Wang, Qiyao Luo, Yihua Hu, Lixu Wang, Quanqing Xu, Chuanhui Yang, Zhan Qin, Kui Ren, and Wei
Dong. 2026. Defense against Poisoning Attacks under Shuffle-DP. Proc. ACM Manag. Data 4, 1 (SIGMOD),
Article 24 (February 2026), 27 pages. https://doi.org/10.1145/3786638

“These authors contributed equally to this research.
FWork partially completed during internship at Ant Group.
#Wei Dong is the corresponding author.

Authors’ Contact Information: Siyi Wang, Nanyang Technological University, Singapore, Singapore, wang.siyi@ntu.edu.sg;
Qiyao Luo, OceanBase, Ant Group, Shanghai, China, luogiyao.lqy@antgroup.com; Yihua Hu, Nanyang Technological
University, Singapore, Singapore, yihua001@e.ntu.edu.sg; Lixu Wang, Nanyang Technological University, Singapore,
Singapore, wanglixu4334@gmail.com; Quanging Xu, OceanBase, Ant Group, Hangzhou, China, xuquanging.xqq@oceanbase.
com; Chuanhui Yang, OceanBase, Ant Group, Hangzhou, China, rizhao.ych@oceanbase.com; Zhan Qin, Zhejiang University,
Hangzhou, China, qinzhan@zju.edu.cn; Kui Ren, Zhejiang University, Hangzhou, China, kuiren@zju.edu.cn; Wei Dong,
Nanyang Technological University, Singapore, Singapore, wei_dong@ntu.edu.sg.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2026 Copyright held by the owner/author(s).

ACM 2836-6573/2026/2-ART24

https://doi.org/10.1145/3786638

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 24. Publication date: February 2026.


https://orcid.org/0009-0004-1853-9028
https://orcid.org/0000-0003-4167-8670
https://orcid.org/0009-0001-2948-8340
https://orcid.org/0000-0003-2518-4160
https://orcid.org/0000-0001-8989-9662
https://orcid.org/0009-0009-3530-6476
https://orcid.org/0000-0001-7872-6969
https://orcid.org/0000-0002-1969-2591
https://orcid.org/0000-0002-0394-4125
https://doi.org/10.1145/3786638
https://orcid.org/0009-0004-1853-9028
https://orcid.org/0000-0003-4167-8670
https://orcid.org/0009-0001-2948-8340
https://orcid.org/0000-0003-2518-4160
https://orcid.org/0000-0001-8989-9662
https://orcid.org/0009-0009-3530-6476
https://orcid.org/0000-0001-7872-6969
https://orcid.org/0000-0002-1969-2591
https://orcid.org/0000-0002-0394-4125
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3786638
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1 Introduction

A key challenge in data analytics is to obtain meaningful insights while preserving privacy. Differ-
ential privacy (DP) [23], the gold standard for private data analysis, achieves this by adding noise
to query results, preventing inference of individual data. Traditional DP model assumes a trusted
curator who collects data and privatizes results before release, known as central-DP. However,
real-world scenarios often lack a universally trusted curator, leading to the adoption of local-DP
[40], where users privatize data locally before sharing it. Although local-DP offers stronger privacy
guarantees, it incurs higher errors. For instance, in bit counting, central-DP achieves an error of
O(1/¢) by adding Laplace noise of scale 1/¢ [23], where ¢ is a privacy budget to control the privacy
loss (see Section 2 for more details). In contrast, the optimal error under local-DP has been proven
to be O(y/n/e) [5, 10].

To balance privacy and utility, shuffle-DP [2, 8, 15, 25] was introduced, leveraging a trusted
shuffler to anonymize user messages before analysis. The process consists of three steps: (1) Each
user privatizes its own data using a randomizer R(-). (2) A trusted shuffler S collects all users’
responses, randomly permutes them, and passes them to a potentially untrusted analyzer A. (3)
The analyzer conducts further analysis. By introducing additional randomness through shuffling,
shuffle-DP reduces the required noise per user, thus improving utility. In bit counting, each user adds
only O(1/ne) extra noise [30], which leads to a total error of O(1/¢) and matches the central-DP
error. However, unlike central-DP which places all trust in the analyzer, shuffle-DP only requires a
trusted shuffler, which can be easily implemented via anonymous communication channels (e.g.,
mix networks [12, 19], onion routing [20, 52]) or trusted nodes/hardware [8, 53]). Due to its strong
privacy-utility trade-off, shuffle-DP has been widely studied in fundamental problems such as sum
aggregation [3, 28, 30], frequency estimation [16, 27, 29, 47], distinct counting [13], as well as in
advanced problems such as triangle counting [36].

1.1 Poisoning Attack

However, traditional shuffle-DP protocols rely on a strong, often implicit trust assumption: while
the analyzer may be adversarial, all users are honest and faithfully follow the protocol. This setting
does not always align with real-world scenarios. In practice, some users themselves might act
maliciously, aiming to disrupt the shuffle-DP protocol. The adversarial behavior is known as
poisoning attack [4, 14]. More precisely, a poisoning attacker corrupts some users in the protocol
and acts maliciously with two primary objectives: (1) to break privacy, and (2) to destroy the utility
of analytical results.

For the privacy breaking, since the final result aggregates contributions from all users, the
attacker can compromise the privacy mechanism by circumventing the required noise. For example,
if half of the users are corrupted and withhold noise, the effective privacy protection is reduced by
half. Mitigating such privacy issues has been extensively studied, known as robust shuffle-DP [1].
Existing approaches [1] suggest that honest participants introduce additional noise to counteract
the noise omitted by corrupted users. Specifically, in the above example, each honest user adjusts
the noise scale by doubling it to account for the lack of noise contributed by the remaining half,
the corrupted users.

For the utility destroying, since shuffle-DP allows each user to send additional noise, attackers
can manipulate the aggregation results by sending an excessive number of messages. In the bit
counting protocol [30], each attacker can inject up to O(n) noisy bits without being detected by the
analyzer in the worst case, significantly compromising the utility of the final result (see Section 2.4
for more details). Astute readers may find that such an attack is a unique challenge in shuffle-DP.
Under local-DP, each message is linked to a real user identity, allowing the analyzer to verify
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Error

Problem Protocol H Detection | Recovery ‘ #Messages/user ‘ #Bits/message wlo attacker ‘ w/ attacker
GKMPS [30] X X 1+ O(logn/n) 2 0(1) oo
Bit counting CSUZZ [15] v X 1 1 O(logn) oo
Ours + GKMPS v v O(logn) O(logn) 0(1) O(Iog3 n)
GKMPS [30] X X 1+0(log’n-U/n) O(logn) o(U) )
BBGN(IKOS) [3] x x o(1) O(logn) o) 0o
Summation | BBGN(recursive) [3] v X O(loglogn) O(logn) O(U+/logn -loglogn) o0
Ours + GKMPS v N O(log2 n-U) O(logn) o(U) o log3 n)
Ours + BBGN(IKOS) v v O(logn - loglog n) O(logn) o(U) O(Ulog®n)
GKMPS [29, 30] X X 1+O(logn-U/n) O(logn) O(log n) o0
Frequency GGKPV [27] X X O(logn) O(log?® n) O(logn) )
estimation LWY [47] X X 0(1) O(logn) O(log n) )
CZ [16] v v 2 U O(log n) O(logn)
Ours + LWY v v O(logn) O(logn) O(log n) O(Iog3 n)

Table 1. Comparison between our results and prior works for bit counting, summation, and frequency
estimation under shuffle-DP, assuming ¢ = f = ©(1) and logn = ©(log(1/J)) = ©(log U). We use £« error
for frequency estimation.

whether messages are reasonable. However, under shuffle-DP, since messages are anonymous,
attackers can impersonate honest users and send excessive noise messages, but the analyzer cannot
distinguish these poisoned messages from honest ones.

Such an issue has gained significant attention recently. Some protocols [3, 16, 27] control the
number of messages each user can send, enabling the detection of corrupted users who exceed the
expected count. For example, [3] studies the sum aggregation problem and limits the number of mes-
sages from a single user to ¢ = O(loglog n). This allows the analyzer to identify poisoning attacks
by counting the total number of received messages (i.e., equal to c-n) and verifying whether each mes-
sage falls in a reasonable range. However, this approach only enables attack detection, not recovery:

the analyzer can recognize the happening of poisoning attacks, but cannot extract any meaningful
analytical results from the poisoned messages. Consequently, corrupted users still succeed in
their objective of destroying utility. Balle et al. [16] propose a shuffle-DP protocol for frequency
estimation that incorporates a blind signature scheme to restrict messages during communication.
This approach enables the recovery of meaningful results by filtering out messages with invalid
signatures. However, the protocol is limited to scenarios where each user sends a fixed number of
messages, and each message is drawn from a well-bounded domain. Consequently, it cannot be
generalized to most existing shuffle-DP protocols, as they do not adhere to these constraints.

At first glance, there are several straightforward solutions to these questions: (i) Trusted shuffler
with authentication: one could use the trusted shuffler to perform standard authentication and
message-integrity checks, thereby preventing corrupted users from injecting arbitrarily many
malicious messages. (ii) Local-DP protocols followed by a shuffler: another idea is to have each user
first apply a local-DP mechanism to their data and then send the perturbed result to the shuffler,
thus benefiting from privacy amplification. (iii) Two-round strategy: one may identify corrupted
users based on malicious behaviors in an initial run, and then re-execute the shuffle-DP protocol
with only the remaining honest users. However, we can easily show all of these approaches to fail in
practice: the first requires the shuffler to support authentication, which is unrealistic to implement
and offers limited utility even if feasible. The second is only effective under a very strict privacy
regime, namely when ¢ = O(1/+/n), and cannot recover meaningful results once corrupted users
inject large amounts of noise. The third fails against adaptive corrupted users who behave honestly
in the first round and attack in the second, leading to the same error as the shuffle-DP protocol
without any defense. A more detailed discussion of these limitations is provided in Section 2.4.3.
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Problem Statement. Therefore, the question comes: Does there exist a general framework to
defend against poisoning attacks in shuffle-DP, ensuring that the defense mechanism not only detects
the attacks but also recovers meaningful analytical results from the poisoned messages?

1.2 Our Results

In this work, we answer the above question affirmatively. We present a general framework for
arbitrary union-preserving queries. It can transform any shuffle-DP protocol vulnerable to poisoning
attacks into one that can defend against such attacks. Our approach develops a hierarchical defense
framework based on the given shuffle-DP protocol. Specifically, the framework organizes the n users
into a binary tree structure, where each leaf node corresponds to a single user, and each non-leaf
node represents the union of users from its child nodes. Users within each node independently and
in parallel execute the shuffle-DP protocol once. To detect utility-destroying attacks, the analyzer
compares the output of each node with the aggregated results of its child nodes. If the deviation
exceeds a predefined threshold, the node’s output is flagged as poisoned. The final query result
is recovered by recursively replacing poisoned results with aggregated outputs from valid child
nodes’ results. To defend against privacy-breaking attacks, honest users adjust their noise scale
based on the estimated fraction of corrupted users in the population, thereby compensating for the
noise lost due to malicious behaviors. With this idea, we can extend existing shuffle-DP protocols
to defend against poisoning attacks.
More precisely, our contributions are shown below:

e We first consider the single-attacker setting and propose a general framework that extends
any shuffle-DP protocol for union-preserving queries to defend against poisoning attacks. In
the non-adversarial case (i.e., when no poisoning attacker is present), the framework preserves
asymptotically equivalent error to the original shuffle-DP protocol. When a single attacker is
present, the error increases by at most a polylogarithmic factor. Regarding communication
cost, for most queries, it also increases by at most a polylogarithmic factor. As a result, we
propose the first shuffle-DP mechanisms that defend against poisoning attacks for a range of
tasks, including bit counting and summation and our results for most fundamental queries
are summarized in Table 1.

We further extend our framework to support the multi-attacker setting. Compared to the

single-attacker case, the error increases by an additional factor of k, where k is the number

of attackers, and the communication cost remains unchanged. Additionally, we propose one
strategy to further optimize communication efficiency.

e We conduct comprehensive empirical evaluations! across three fundamental query tasks:
bit counting, summation, and frequency estimation, using both synthetic and real-world
datasets. Our experiments compare the proposed framework with state-of-the-art (SOTA)
protocols under both non-adversarial and adversarial settings, evaluating both utility and
efficiency. The empirical results consistently align with our theoretical analysis.

1.3 Related Work

DP has made a significant impact in the data management community [21, 41, 61]. Early studies
primarily focus on the central-DP model [23, 32, 33, 49, 51], where a trusted curator has access
to the raw data. To address trust concerns in distributed environments, local-DP was introduced
and widely explored [17, 34, 35, 43, 45, 46, 54, 60, 62]. However, local-DP often suffers from an
O(+/n) utility loss compared to central-DP [10]. To strike a balance between these two extremes,

The code is available at https://github.com/Whelsea/DefenseShuffleDP
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shuffle-DP was introduced, which works in a distributed setting and matches central-DP in queries
like count and sum [48, 57].

The anonymous communication was first introduced in [37], which solves the secure summation
problem in O(log n) messages. Combining this idea with differential privacy [8] has led to the
development of the shuffle-DP model. Since it reaches the sweet spot between privacy and utility,
shuffle-DP has been widely studied in statistical analysis. [3] improved the message complexity
of shuffle-DP summation protocol to O(1) and [30] further improved to 1 + 0(1), both achieving
central-DP error. [16, 27, 29, 47] developed shuffle-DP protocols for the frequency estimation
problem that also achieve central-DP error. [27, 48] extended the frequency estimation protocol to
range counting queries. All these fundamental problems in shuffle-DP can reach central-DP error
except distinct counting, where [13] proved and reached the lower bounds of both shuffle-DP (i.e.,
O(+/n)) and local-DP (i.e., O(n)).

Poisoning attacks have also been widely studied in different areas. [9, 14, 44, 56, 59] studies the
attacks under local-DP and [4, 7, 26, 55] studies them under machine learning. In shuffle-DP, despite
the concept of robust shuffle-DP [1], [16] studies the same behaviors in the frequency estimation
problem with strict constraints. These types of behaviors are also studied in secure multi-party
computation (MPC), known as malicious security. Unlike semi-honest adversaries who follow the
protocol honestly but try to learn as much information from the transcript, malicious adversaries
aim to destroy the protocol in different aspects. There are several general frameworks to defend
against them using cryptographic methods, including zero-knowledge proof [31] and authenticated
secret-sharing/garbling [6, 18, 58]. However, these methods rely on end-to-end communication
and require multiple rounds, which are not easily extended to the shuffle-DP model which has only
anonymous communication channels and aims for single-round communication.

2 Preliminary
2.1 Notation

Let multiset D = {x1,xs,...,x,} be the input dataset, where each x; € X can be either a single
element or a vector. Given a vector x, we use ||x|[¢, to denote its £, norm and define its £, distance
to a set of vectors S as:

disg, (x, ) = min{||x - yll¢, : y € S}.

The query Q : X" — Y is a union-preserving query iff for any D; € X™ and D, € X", we have
Q(D;1 W D;) = Q(D1) + Q(D;). Some common union-preserving queries are listed below.

(1) Bit counting: Qcount (D) = X1, x; where X = {0, 1};

(2) Summation: Qgum (D) = 21, x; where X = {0,1,--- ,U};

(3) Frequency estimation: Qpist (D) = (X7, I[x; = Jj] )5.]:0;

(4) Range counting: Qrange (D) = (i, I[1 < x; < r])o<i<r<u-
Unless otherwise specified, all queries considered in this paper are assumed to be union-preserving.

Let Range(Q, n) = {Q(D), D € X"} be the output set of a query Q with all possible inputs and
ve,(Q, n) be the diameter of Range(Q, n) in £, metric:

e, (Q.n) = max {[|Q(D) = Q(D") |, D. D" € X"}.

For clarity, key notations used throughout this paper are summarized in Table 2.

2.2 Differential Privacy

Definition 2.1 (Differential Privacy). For some e > 0and 0 < § < n~?(), a randomized mechanism
M X" — Y is (g d)-differentially private if for any two neighboring datasets D ~ D’ (i.e., D

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 24. Publication date: February 2026.



Siyi Wang et al.

Notation Meaning
Xi Data of user i
D Input dataset
n #Users (equivalently, data size)
k True #corrupted users
k Public upper bound of k
U Domain size
Q Union-preserving query
Q(D) True value of Q on D
Range(Q, n) Output set of Q with n users
disg, (x,9) £p-distance from vector x to set S
ve,(Q.n) fp-diameter of Range(Q, n)
R, S, A Randomizer, shuffler, analyzer
Po =R, S, A) Shuffle-DP protocol for Q
Po(D) Query result of Pp on D
Yi(r) Messages generated by user i at level r via R
Sg(r) Shuffler assigned to group g at level r
Zg(r) Shuffled messages of group g at level r via Sg(r)
e s Privacy parameters at level r
B (r) High probablity parameter at level r
Q;r) Query result of group g at level r
Errorg, (Po,& 6, p) p-error guarantee of Pp
Msg(Pg, ¢, 6,n) Expected #messages per user under g
Bit(PQ, £06,U,n) Expected #bits per message under Po

Table 2. Notations used in the paper.

and D’ differ by a single element), M(D) and M(D’) are (¢, §)-indistinguishable. That is, for any
subset of outputs Y C Y,

PrIM(D) € Y] < ¢ - Pr[M(D’) € Y] +6.

In practice, ¢ is usually a constant between 0.1 and 10, and § should be much smaller than 1/n.
Below are some commonly used DP properties.

Lemma 2.1 (Post Processing [24]). If M : X — Y satisfies (¢, §)-DP and M’ : Y — Z is any
randomized mechanism, then M’ (M (D)) satisfies (¢, §)-DP.

Lemma 2.2 (Basic Composition [24]). If M is a (possibly adaptive) composition of differentially
private mechanisms M, Mo, ..., My, where each M; satisfies (¢, §)-DP, then M satisfies (ke, kd)-
DP.

Lemma 2.3 (Parallel Composition [49]). Let Xj,. .., Xj be pairwise disjoint subdomains of X, and
each M; : X' — Y be an (¢, §)-DP mechanism. Then the mechanism M(D) := (M; (D N Xy),
..., Mk (D N X)) satisfies (¢, §)-DP.

2.3 Shuffle-DP

Different DP models can be captured by Definition 2.1 by the formulation of M(D). In central-
DP, M(D) represents the output of a trusted curator. In contrast, for local-DP and shuffle-DP,
where the analyzer A is untrusted, M(D) is defined by the view of A. Under local-DP, each
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user i independently privatizes its own data x; using a local randomizer R and then sends the
randomized response R(x;) to A hence M(D) = (R(x1),R(xz),...,R(x,)). Under shuffle-DP,
a trusted shuffler S randomly permutes the responses before forwarding them to analyzer A,
resulting in

M(D) =S o R(D) = {R(x1), R(x2), ..., R(xn)}.

Under shuffle-DP, a protocol which is used to answer query Q is defined as Pp = (R, S, A),
where R, S, A denote the randomizer, shuffler, and analyzer, respectively. The protocol output is
given by

Po(D) «— A oS oR(D) =AS(R(x1), -+, R(xn))).
S o R(D) satisfies (¢, §)-DP.

Multiple shuffler setting. Some shuffle-DP protocols consider the setting where there exist multiple
shufflers S [3]. Here, we have a set of shufflers {S;, S, ..., S, } and n users. Each user i can send
messages to one or more shufflers S.

Shuffle-DP protocol parameters. By convention, a shuffle-DP protocol has four parameters: the
privacy budgets ¢ and &, the error parameter 3, and the data size n. The parameter f specifically con-
trols the probability of exceeding the stated error bound. More precisely, we use EI'I'OI'[P (Po. €6, p)
to denote the £,-norm error of the protocol #p. Specifically, for any input dataset D, with privacy
budgets ¢, §, with probability at least 1 — 5, we have

[Po(D) - Q(D)||,, < Errory, (Po. e, ).

Notably, the error of existing shuffle-DP protocols for union-preserving queries does not depend
on the data size n. The exception happens in non-union-preserving queries, such as distinct
count [13], which are beyond the scope of this work. We quantify the communication cost in
two parts. First, Msg(Po, ¢, 6, n) denotes the expected number of messages each user sends in
protocol # with a group of n users, i.e., E[|R(x;)|]. Second, Bit(Pp, ¢, §, U, n) denotes the number
of bits required to encode each message. For all existing shuffle-DP protocols, it is observed that
EI‘I‘OI‘[p (Po. &6, B), Msg(Po, e, 6,n), and Bit(Pg, e 8,U, n) are all polynomial functions of their
respective parameters. This observation will simplify the analysis in this paper. For example,
Error,, (Po,e/c,6/c, f/c) = O(EI‘I'OI'[P (Po. &6, B)) for any constant c.

Example 2.1 (Bit Counting Problem Qcount). We take the bit counting problem (Qcount) as an ex-
ample. Range(Qcount; ) = {0, 1, ..., n}, and the diameter y;, (Qcount, 1) = n. The SOTA solution [30]
lets each user i send a single “+1” bit if x; = 1. In addition, to preserve DP, each user samples a
random but bounded number of noisy “+1” and “—1” messages. The protocol [30] has the following
properties:

Lemma 2.4 (Bit Counting Protocol Pg,_ .. [30]). Given ¢ > 0,5 > 0 and n, [30] solves the bit
counting problem under (¢, §)-shuffle-DP with the following guarantees:

e Utility guarantee: Error,, (Pg,..... &9, f) = O (% log %),
e Communication cost: Msg(Po &6 n) =1+ 0 (W) and Bit(Po,,.. & 6, U, n) = 2.
2.4 Poisoning Attacks

Under the shuffle-DP model, we identify two types of adversaries:

(1) Semi-honest analyzer: it follows the protocol but attempts to infer private information from
shuffled messages.
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(2) Poisoning attackers: they, a.k.a. corrupted users, actively manipulate their inputs to disrupt
the protocol.

Any protocol satisfying shuffle-DP effectively defends against semi-honest analyzers. However,
poisoning attackers pose additional challenges that require further robustness measures. Below, we
detail their objectives and behaviors.

24.1 Capacity. The number of corrupted users, denoted by k, is bounded by a public parameter
k. While the exact value of k is unknown, we assume that k is known to all parties. In MPC, kis
typically set to a large value such as n/2 — 1, referred to as the “honest-majority” model, where the
adversary can corrupt strictly fewer than half of the parties. However, in the shuffle-DP setting, k
must be significantly smaller. Consider the bit counting task: if k corrupted users alter their inputs
from 0 to 1, a shift between valid inputs, the final result may shift by as much as k. Since these
users follow the protocol correctly, it is impossible for the analyzer to detect their manipulation. As
a result, if k is too large, any defense becomes ineffective. Therefore, to ensure meaningful results,

we set k to be polylogarithmic in n.
2.4.2  Objectives and behaviors.

Privacy attack: Exempt from generating randomness. Recall that shuffle-DP relies on collective
randomness generation across all n users. Therefore, a privacy-breaking attack occurs when
poisoning attackers drop out in generating randomness. For example, in the case of bit counting, if
k users drop out, the resulting privacy protection is degraded compared to the intended level. Robust
shuffle-DP protocols [1] mitigate this by having honest users amplify their noise by n/(n — k),
effectively safeguarding privacy against malicious behavior.

Utility attack 1: Alter input data. As mentioned before, the most straightforward utility attack is
to alter the input data. In general, a single corrupted user can introduce at most y, (Q, 1) error to
the final result through this attack. Consider the bit counting query as an example. As described
in Example 2.1, existing shuffle-DP protocols such as [29, 30] only allow users to send bits with
value “+1” or “~1”. Hence, any message outside this domain can be easily detected and filtered
by the analyzer. As a result, a fake input can affect the result by at most O(1). Similarly, for sum
estimation, the impact of a fake input is bounded by O(U), the size of the domain. Such an attack
cannot be fundamentally defended, as corrupted users still provide syntactically valid inputs that
conform to the protocol. Fortunately, since k is at most a polylogarithmic function of n, the overall
impact of such malicious actions on the final result remains limited. Above all, this subtle attack is
not our focus.

Utility attack 2: Send excessive messages. A more overt and consequential attack is to send
excessive messages, potentially leading to unbounded error. Still using the bit counting query
as an example, in protocols [29, 30], the “+1” and “—1” messages sent by users consist of two
components: (i) the actual messages from users holding bit “1”, and (ii) the DP noise composed of
both “+1” and “~1” messages added to ensure privacy. Due to the shuffler’s anonymity, the analyzer
cannot distinguish between these two components. As a result, a corrupted user can introduce
O(n) error by injecting O(n) noisy “+1” messages. This attack is particularly undetectable when
the number of true “+1” messages is small, as the plausible range of query results is already O(n).
Several studies [16] have identified and tackled this “flooding” attack by fixing both the number of
messages each user can send and the output domain of each message. However, these methods
exhibit a critical limitation: they are often tailored to specialized tasks, lacking a unified framework
applicable to more general queries.
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2.4.3 Limitation of naive baselines. In Section 1.1, we mentioned several straightforward defense
strategies against poisoning attacks. Here we show why these solutions do not work in practice.

Trusted shuffler with authentication and message-integrity checks. One might consider performing
authentication and integrity checks at the shuffler to prevent malicious users from injecting unlim-
ited messages. However, this is incompatible with the standard shuffle-DP model, where the shuffler
only permutes messages; granting it additional functions changes the trust model and brings the
model closer to central-DP. In practice, shufflers are often implemented via anonymous commu-
nication channels (e.g., mix networks or onion routing), making such authentication unrealistic.
More importantly, even if additional integrity checks were available, they would only be effective in
limited scenarios—specifically, when each user sends a fixed number of messages and each message
originates from a bounded domain. As discussed in the introduction, these assumptions do not
always hold. For example in the BBGN(IKOS) protocol [3] where each message is drawn from a
range much larger than nU, a corrupted user can submit extremely large but valid values that pass
verification yet introduce O(nU) error. Hence, authentication and integrity checks may work for a
narrow class of protocols with fixed message counts and well-bounded domains, but they cannot
provide a general defense framework.

Local-DP + shuffler. First, the local-DP model inherently resists poisoning attacks, as each user
independently perturbs their data and integrity can be verified at the user side. However, it suffers
from an O(+/n) utility loss compared with central-DP and shuffle-DP [2]. Shuffle-DP alleviates this
by introducing privacy amplification by shuffling, which reduces the effective privacy budget ¢ to
O(&y/+/n), where & is the original local privacy budget and ¢ is the resulting privacy guarantee after
shuffling [2, 25]. Therefore, a common idea is to apply a local-DP mechanism followed by random
shuffling. However, the privacy amplification from shuffling is significant only under a stringent
privacy regime. To achieve ¢ = O(1/+/n), the local mechanism must operate with a constant
& = ©(1). In contrast, for the typical setting of ¢ = O(1) used in most DP works, the required
local privacy budget scales as gy = @(log n), resulting in the same error as the original local-DP
protocol. This fundamental limitation explains why shuffle-DP has emerged as an independent
and active research area, rather than as a simple combination of local-DP and shuffling. Moreover,
because the shuffler hides individual contributions, this approach can at best support detection
but cannot recover meaningful results once corrupted users inject large noise, as any noise added
before shuffling becomes indistinguishably mixed afterward.

Two-round strategy. The two-round strategy, in which we first detect and exclude corrupted
users and then re-run the query, fails against adaptively corrupted users who behave honestly in
the first round to avoid detection and launch their attack in the second round. For example, in a
bit counting query, the corrupted users can follow the protocol in the first round by sending a
reasonable number of “1” messages, thereby avoiding identification as malicious. However, in the
second round, they can inject an excessive number of “1” messages to distort the result by O(n),
resulting in the same error as if no defense were applied.

3 A Straw-man Solution

We first propose a simple Single-User Shuffle-DP (SUSDP) protocol as a straw-man solution. Although
it increases the error by a factor of n compared to the original shuffle-DP protocol, thereby resulting
in poor utility, it serves as a useful starting point and offers key insights that inform the design of
our final protocol.

Given a shuffle-DP protocol Pp = (R, S, A), SUSDP requests each user independently to perturb
their own data, thus ensuring it remains unaffected by attackers and avoiding the difficulties of
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Algorithm 1: Randomizer of SUSDP
Public Parameters: ¢, 5, n
Input: x;, Po = (R, S, A)

1Y « R(xi;66,1);

2 Send Y; to shuffler S; ;

Algorithm 2: Analyzer of SUSDP
Public Parameters: ¢, 8, f,n
Input: {Z; = Y;};, Po = (R, S, A)
1 fori«— 1tondo
2 | Qi — A(Zie,8,B/n,1);
3 if disg, (0, Range(Q, 1)) > Errorg, (Po, €, 6, f/n) then
4 L Qi «— 0;

s return Y; Q;

detection under anonymization: Each user i privates their data x; using a local randomizer R, and
then sends the messages Y; to its corresponding shuffler S;. Finally, for each user i, the analyzer A
generates an estimated result Q; and evaluates its reasonability by checking whether

dis, (Q;, Range(Q, 1)) < Errory, (P, 8, f/n).

If not, the user is flagged as a poisoning attacker.? The final result is obtained by aggregating all
valid outputs. The details of the randomizer and analyzer are presented in Algorithm 1 and 2,
respectively.

At first glance, this protocol appears to defend against both privacy and utility attacks, as each
user employs a distinct shuffler and independently adds noise to their own data. However, as we
use a multi-shuffler architecture, attackers may impersonate others and send messages to others’
shufflers, referred to as impersonation attacks. A straightforward countermeasure involves the
analyzer assigning a unique random ID to each shuffler, such that only authorized users (for that
particular shuffler) possess this ID. More precisely,

(1) Shuffler identification: When S; is instantiated, the analyzer generates an ID r; (e.g., a random
string) and shares it only with those users who are authorized to send messages to S;.

(2) Message authorization: Each message sent to S; must carry the corresponding ID r;. If a user
without knowledge of r; attempts to flood S; with messages, the analyzer can immediately
discard them as unauthorized.

This idea effectively addresses the issue of impersonation attacks, even in the presence of multiple
attackers, as each attacker is restricted to sending messages only to the shuffler they are authorized
to access. In the following sections, we apply this idea as a general solution for defending against
impersonation attacks.

Theorem 3.1. Given any ¢ > 0,6 > 0,n € Z, and U € Z,, when there is only one corrupted user,
for any union-preserving query Q, the SUSDP protocol achieves that:

e The messages received by the analyzer preserve (¢, §)-DP;

2Note that our detection rule assumes all users are honest and treats outliers as honest as well. The confidence parameter f3
controls the success rate of this check, ensuring that with probability at least 1 — f3, an honest outlier will not be misclassified.
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e With probability at least 1 — f3, the total error is bounded by:
O(n - Errory, (Po, & 6, p/n)) + yi,(Q.1);

e Inexpectation, each user sends Msg (P, ¢, 6, 1) messages with each containing Bit(Pp, ¢, §, U, 1)+
O(logn) bits.

Due to space limitations, we defer all proofs to Appendices A-E.> The communication and
privacy analysis are straightforward. For utility, the intuition is as follows. If a corrupted user
injects excessive noise and is detected, its result will be discarded, incurring an error of Ye, (0, 1).
Otherwise, if the corrupted user manipulates its data and evades detection, the error is bounded
by O(Error,, (Pg. & 6, f/n)) +ye, (Q. 1). In the worst case, the corrupted user thus contributes at
most this amount of error, while the remaining n — 1 benign users together introduce at most
O((n —1) - Error,, (Pg, €, 8, B/n)) error.

Example 3.1 (SUSDP for Qcount). Following the bit counting example, we use Po ., [30] to initialize
our SUSDP protocol. Since each user independently executes the Pp_ . procedure, the difference
threshold is set to O(% log %) according to Lemma 2.4. Under this setup, SUSDP protocol with

log(1/5)
£

P Oeoun achieves the error O(‘/TZ log %)*, and in expectation, each user sends O( ) messages,

with each message containing O(log n) bits.

4 Methodology

While the SUSDP protocol effectively mitigates the poisoning attacks, the resulting increase in
error is suboptimal. This is because, in contrast to shuffle-DP which amortizes noise across all users
for improved utility, each user in SUSDP independently adds noise. In this section, we present our
general framework which can not only detect and recover poisoning attacks but also enjoy the
error benefits in shuffle-DP.

We first introduce a Block Shuffle-DP (BSDP) protocol as a foundational defense mechanism,
which has an error upgraded by a factor of O(4/n) compared with the given shuffle-DP protocol, in
Section 4.1. Then, we reduce the factor to O(logn) by Hierarchical Shuffle-DP (HSDP) protocol in
Section 4.2. Finally, in Section 4.3, we propose optimizations to reduce the communication cost and
then extend our solution to the multiple corrupted users setting.

4.1 Block Shuffle-DP Protocol

The protocol operates on three levels. At the bottom level, we apply a shuffle-DP protocol for
every single user (user-level). At the top level, we apply a shuffle-DP protocol across all users
(output-level). Between this, we introduce an intermediate level, where users are partitioned into
blocks of fixed size y/n, and users in each block perform a shuffle-DP protocol (block-level).

To defend against poisoning attacks, detection is performed at all three levels. At the user-level,
the detection evaluates the reasonability of each user’s output. At the block-level, attacks can be
identified by comparing each group’s aggregated output with the sum of its members’ user-level
outputs and checking whether the discrepancy falls within a reasonable bound. Similarly, for the
output-level, attacks are detected by comparing the aggregated output over all users with the sum
of block-level outputs. The illustration of the block shuffle-DP protocol is shown in Fig. 1. For
simplicity, we assume that n is a perfect square. The detailed protocol works as follows:

Shttps://drive.google.com/drive/folders/10qBEyg0Uac1V6PMUYDEGV01GdlwRbSUv

“Directly applying Theorem 3.1 yields an error bound of O(% log %) However, since the error of Pg_ . follows a Laplace

distribution [30], we can leverage its concentration bound to obtain a tighter estimate.
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Fig. 1. lllustration of our block shuffle-DP protocol for bit counting with n = 9 users. A corrupted user (ID =
1) sends excessive messages at different levels.

Algorithm 3: Randomizer of BSDP
Public Parameters: ¢, 6, n
Input: x;, Po = (R, S, A)
// User-Level Randomization
1 l(1> — R(xl, % g,l) ;
2 Send Yl.( ) to shuffler Sl.(l);
// Block-Level Randomization

(2) yn-1 §  +n-1 .
3 Y7 Rk 5 N5 N Vi)
4 Send Yi<2) to shuffler Slgz).
// Output-Level Randomization

3 —
5 ()(_R(xl’g_nnl’g.nnl’n);

6 Send Yi(3) to shuffler SG®);

Randomizer. Each user i privates their data x; using three local randomizers, each operating
with a privacy budget of ¢/3 and §/3. To ensure only a constant factor increase in total error
over the original shuffle-DP protocol in the absence of attackers, we allocate /2 to output-level
query, and distribute the remaining equally among the v/n + n block-level and user-level queries.
The first randomizer performs user-level randomization. The output of each user i is sent to their
pre-assigned shuffler Si(l). The second randomizer performs block-level randomization. All users
are partitioned into disjoint blocks of size y/n, and each block jointly executes a shuffle-DP protocol.
Specifically, the block b consists of users with ID in {(b — 1)yn + 1,..., b4/n}. Since the attacker
may not contribute any noise, we need the remaining v/n — 1 honest users to collectively amortize
the noise. Therefore, the privacy budget will be scaled by a factor of (4/n — 1) /+/n. Each user sends
their output to the block-level shuffler S;z) , which collects and shuffles messages from all users
belonging to block g. The third randomizer performs output-level randomization, where all users
jointly execute a shuffle-DP protocol. We also rescale the privacy budget by a factor of (n — 1) /n.
The output is sent to a central shuffler S®. The detailed procedure is shown in Algorithm 3.

Analyzer. After receiving the shuffled messages from the shufflers, denoted by Zi(l), Zlgz) ,and
Z® for the user-, block-, and output-level outputs respectively, the analyzer invokes the given A
on each message set to compute the estimated results, written as Q~l.(1), Q;Z), and Q~(3), where i and
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Algorithm 4: Analyzer of BSDP
Public Parameters: ¢, 6, S, n
Input: {Zl.(l) = Y(l)}- {Z(z) = f’g 1)y l(z)} z®) =y; Y(S) Po = (RS, A)
1) 51 g1) s _ B ).
(“"( L8 p (E 3 2(Vnwn) )’

)<
2 (g<2),5<2>,ﬂ(2)) ( \Cr_l 5 @51 2(f+">)
s (8(3) 503, 5(3))

(520, 23.0),

4 00 « Errory, (PQ ) 5, ﬁ(r)) V1<
// User-Level Detection

5 fori < 1tondo

6 QNI.(I) — ﬂ(Zi(l);e(l),5(1),ﬁ(1), 1);

7| if disg, (01, Range(Q,1)) > 6 then

L L

// Block-Level Detection

9 for b « 1to ndo

10 Q~<2) ﬂ(Z(Z)' (2) 52 ’3(2) NY

-

b- ~
u | if 30 =1 ie[(b-1)-ya+1b-yn]or |0 - zizsz_l)wﬂ oW . > yn- 0 + 92
then
12 L Q(Z)

// Output-Level Detection
13 00— AZ®); () 563) g p).
u if 30\ =1, b e [1,vn] or [0®) — 5, 01 L > V6@ +9) then
. P
15 L Q(3) —1;
// Recovery
16 fori < 1tondo
17 if Q~l(~1) =1 then
18 L Qi(l) «— 0;
19 for b «— 1to n do
20 if Q(z) =1 then

2 _ (1)
= L Q, 2, (b 1)- (+1Q

22 if Q(3) =1 then
23 L 0¥ 3, Q~l(72);

24 return Q ®)

b index users and blocks, respectively. After collecting all results, the analyzer performs detection
and recovery:

e Detection. The detection is performed in a bottom-to-top manner. At the user-level, analyzer
checks whether each Q~l.(1) falls within a reasonable range and flags abnormal outputs by
setting Qi(l) 1. At the block-level, analyzer invalidates QI(JZ) if any member in block b has
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been flagged at user-level; otherwise, analyzer compares Q~I§2) with the sum of QNi(l) in the
block. Similarly, at the output-level, analyzer checks whether O©*) is consistent with the sum
of all valid block-level outputs.

e Recovery. The recovery proceeds in a bottom-to-top manner as well. For each invalid block-
level output Qéz), the analyzer recovers it by summing all unflagged user-level outputs Q~l.(1)
of users within the block. After reconstructing all block-level results, the analyzer attempts
to recover the output-level result. If the aggregated output-level result Q) is valid, it is
returned as the final result. Otherwise, the analyzer aggregates all block-level outputs QNISZ)
(including those recovered from user-level results) to produce the final result.

The detailed procedure is shown in Algorithm 4.

Theorem 4.1. Given any ¢ > 0,8 > 0,n € Z, and U € Z,, when there is only one corrupted user,
for any union-preserving query Q, the BSDP protocol achieves that:

o The messages received by the analyzer preserve (¢, §)-DP;
e With probability at least 1 — f3, the total error is bounded by:

O(\/ﬁ - Errory, (Po, &, 6, ﬂ/n)) +¥.,(0,1)

e Inexpectation, each user sends O (Msg('PQ, &0, 1)) messages, each containing O (Bit(PQ, £06,U, 1)+
log n) bits.

Example 4.1 (BSDP for Qcount). We initialize the BSDP protocol using o, from [30]. When
there are no attackers, BSDP achieves an error of O(% log %), which is asymptotically the same as

the original Pg ... In the presence of a single corrupted user, the error changes to O(%4 log %)5 .

Each user sends O(M) messages in expectation, each message containing O(log n) bits.

4.2 Hierarchical Shuffle-DP Protocol

Recall that in the block shuffle-DP protocol, recovering the block-level or output-level result requires
aggregating O(+/n) results from the lower level, which contributes an error term O(+/n). Our idea is
to introduce additional levels, allowing us to iteratively combine and verify smaller blocks, thereby
limiting the attacker’s ability to disrupt the protocol. Building on this insight, we propose an
advanced multi-level block protocol, referred to as the Hierarchical Shuffle-DP (HSDP) protocol,
which is structured as a binary tree. This hierarchical design reduces the number of lower-level
results required to reconstruct an upper-level output, thereby enabling more precise control over
error accumulation across levels.

Specifically, at the bottom level, each user individually applies the single-user shuffle-DP protocol.
Then, in each upper level, two groups from the previous level are merged to form a new group, con-
tinuing recursively until all users are consolidated into a single group at the top level. For simplicity,
we assume that n is a power of 2. There are logn + 1 levels, where at level r € {1,2,...,logn + 1},
each group has size 2"~ 1. Each group performs a shuffle-DP protocol. On the analyzer’s side, detec-
tion and recovery are carried out in a manner similar to BSDP, where we check the reasonability of
each group’s result and perform recovery using the results of its subgroups from the lower level if
needed. This hierarchical process is illustrated in Fig. 2. Precisely, the protocol works as follows:

SWe achieve this error bound by applying Theorem 4.1 and the concentration bound. Furthermore, we replace the terms yn
with n!/4 in lines 11 and 14 of Algorithm 4.
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Fig. 2. lllustration of our hierarchical shuffle-DP protocol for bit counting with n = 8 users. A corrupted user
(ID = 1) sends excessive messages at different levels.

Algorithm 5: Randomizer of HSDP
Public Parameters: ¢, 6, n
Input: x;, Po = (R, S, A)
(1) . S )
1 Yi <_.R(xl’2108gn’210gn’1)’
2 Send Yl.(l) to shuffler Sl.(l);

3 forr « 2tologndo
4 L Yi(r) <—7€(xi; £ 2r ' ) 2r 1 2r—1);

Zlogn 271 *2logn 271 °
Send Yi(r) to shuffler Sg;r), where g = [i/27717;

log n+1 _ —
o VI o Rl 422,822

7 Send Yi(log n+l) to shuffler Sl(IOg HH);

Randomizer. Each user i privatizes their data x; using logn + 1 local randomizers, each corre-
sponding to one level of the hierarchical protocol. We allocate half of the privacy budget, i.e., ¢/2
and §/2, to the randomizer at the top level, and distribute the remaining half equally among the
lower log n levels. For 8, we allocate /2 to the query at the top level, and split the remaining half
equally across the 2n — 2 queries at lower levels. This allocation ensures that, in the absence of any
attacker, the overall error increases by at most a constant factor compared to the given shuffle-DP
protocol. The first randomizer is used to perform user-level randomization with its output sent to
the shuffler Sl.(l) assigned to user i. The r-th randomizer with » > 1 performs a shuffle-DP over a
group g, which consists of users with ID in {(g—1) - 2”7 +1,...,g - 2""'}. The output is sent to
shuffler Sg(r). To defend against the case where the attacker contributes no noise, similar to the
block approach, we rescale the privacy budget by a factor of (2"7! — 1)/2"~! at each level r > 1.
The detailed procedure is shown in Algorithm 5.

Analyzer. After receiving shuffled messages Zg(r) from the shuffler S;r), the analyzer invokes

the given A to compute the estimated results QN_,Y). After collecting all results for every r €
{1,...,logn+1} and g € {1,...,n/2""1}, the analyzer performs detection and recovery:
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o Detection. Similar to the block shuffle-DP protocol, the detection is split into two primary
stages. At the user-level (r = 1), analyzer checks if each QNI.(I) falls within a reasonable

range and flags abnormal outputs by setting Q;l) <. At higher levels, the analyzer pro-
ceeds from bottom to top: for each group at level r, check its result with the sum of results
from its two subgroups at level r — 1. If any subgroup was previously flagged as invalid

(Q;;:i) or Q(r Y =1), the current group Q<r) is also marked invalid. Otherwise, the analyzer

compares Qg against the sum of its two subgroups QZ(; i) +Q2(r Y The group Q ) is marked
invalid if the difference exceeds the cumulative error bound that is, the sum of the error
bound from the current group and its subgroups.

e Recovery. The recovery process proceeds in a bottom-up manner. At the user-level, any invalid
result is set to 0. From the second level onward, if a result is marked as invalid (i.e., equal
to L), it is recovered by aggregating the outputs of its two subgroups from the lower level:

0 ilog n+1) .

Q(r) Q};:i) + Q;r Y| After completing the recovery, the final output is

The detailed procedure is shown in Algorithm 6.
Theorem 4.2. Given any ¢ > 0,8 > 0,n € Z,, U € Z,, when there is only one corrupted user, for
any union-preserving query Q, the HSDP protocol achieves that:
o The messages received by the analyzer preserve (¢, §)-DP;
o With probability at least 1 — 3, the total error is bounded by:
B
Z)) + 5, (Q. 1)

logn’ logn’ n

O( logn - Errory, (Po, —— £

o In expectation, each user sends O (log n - Msg(Po, == ogn’ logn’ 1)) messages, each containing

O(Bit(Pg, == Togm® logn, U, 1) +logn) bits.

Intuition of our enhancement over SUSDP and BSDP. The key is to strike a balance between
utility and robustness. Shuffle-DP achieves high utility by amortizing noise across all users, but its
strong anonymity makes recovery infeasible under poisoning attacks. SUSDP goes to the opposite
extreme: each user uses a dedicated shuffler, allowing the analyzer to observe and filter individual
outputs. However, this degenerates to local-DP, where aggregating n independently noised reports
incurs O(n) error. BSDP takes a step toward balance with a three-level structure, reducing noise
accumulation to O(+/n) by grouping users into blocks of size 4/n. HSDP further improves this
trade-off through a hierarchical structure, offering two key benefits. (i) Utility: with only O(log n)
levels, the final output aggregates a logarithmic number of independently noised outputs, leading
to O(log n) noise accumulation. (ii) Robustness: detection begins at lower-level groups where
adversarial impact is limited, and recursively validates higher-level outputs against their subgroups,
thereby bounding the influence of corrupted users throughout the hierarchy.

Example 4.2 (HSDP for Qcount). We instantiate the HSDP protocol using Pgp_,.., [30]. When there
are no attackers, HSDP achieves an error of O(% log %), which is asymptotically the same as the

2). In

2
original Pg..- In the presence of a single corrupted user, the error increases to O(10g i
(logn~10g(1/§) )
&

expectation, each user sends O messages, each containing O(log n) bits.

4.3 Optimization and Extension

So far, the hierarchical shuffle-DP protocol has successfully reduced the error overhead of defending
against poisoning attacks to a polylogarithmic level. In this section, we further propose a solution
to reduce communication costs and extend the protocol to handle multiple corrupted users.
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Algorithm 6: Analyzer of HSDP
Public Parameters: 5 S, p.n

2r-
Input: {Z,”) = 7" R Yy Po = (RS, A)

ifr=1

(svim: st 7y

2logn’ 2logn’ 2(2n-2)
s S B B .

1 (e(’),5(r),ﬂ(’))<— (2loggn' 7T 2logn 2T ’2(2n—2)) if2<r<logn

(g%g) ifr=logn+1

2 0 Errory, (PQ,E(r),cS(r),,B(’)),Vl <r<logn+1;

// Detection in the Bottom Level
3 fori «— 1tondo
4 QNi(l) — ﬂ(Zi(l); M s, ﬁ(l), 1);
5 if disy, (QEI),Range(Q, 1)) > 61V then
6 L Ql.(l) —1;
// Detection in Upper Levels

8 forr < 2tologn+1do
forg «— 1ton/2" ! do

" Q(r) - ﬂ(Z(r); e, 8 p(r) ar=1),

u if (QS; }) =1) v (Q(r n_, 0r|Q(r) ( é; i) +Q(r 1))‘[ >2.0r-1) 4 0(") then
P

12 L Q(")

// Recovery

13 fori < 1tondo

14 if Qfl) =1 then

15 L QNI.(I) «— 0;

16 forr « 2tologn+1do

17 for g «— 1ton/2" ! do

18 if Q(r) =1 then

1 L Q(r) (r 1)+Q§; i)’

20 return Q(10g ntl)

4.3.1 Reducing communication cost. Using bit counting as an example: each user sends O( M)

messages. The log n factor arises because each user participates in log n levels of the shuffle-DP
protocols. At lower levels, where group sizes are small, each user must contribute a larger number
of noise messages to ensure sufficient privacy. Therefore, a natural idea is to increase the group
size at the lower levels and reduce the number of levels.

Specifically, if we change the first-level group size from 1 to A, then each user’s overall commu-
nication cost changes to

lf 1-'_O(logn.log(l/é)) =logz +O(logn.log(l/5)),

ol
Lo -2 A el
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indicating a reduction in the total number of messages as A grows.

However, increasing A leads to a significant increase in error, because the corrupted user can
destroy the result of an entire group of size A. In the extreme case where A = n, it will degrade into
traditional shuffle-DP protocol. Therefore, the choice of A involves a trade-off between communica-
tion cost and accuracy.

In our optimization, we set A = logn - log(1/5). Similar to the hierarchical shuffle-DP protocol,
we allocate half of the privacy budget to the top level, and distribute the remaining half equally
among the lower log ; levels. The detection and recovery processes are the same, except that we

treat every A users as a group and need to check whether dis,, (Ql( ), Range(Q, 1)) > 0V at the
first level.

Theorem 4.3. Givenany e >0, § >0, n€ Z,, U € Z;, A =logn -log(1/5), when there is only a
corrupted user, for any union-preserving query Q, the Optimized HSDP (OHSDP) protocol achieves
the following:

o The messages received by the analyzer preserve (¢, §)-DP;

e With probability at least 1 — 3, the total error is bounded by:
%)) 4y, (Qlogn - log(1/6))

logn’ logn’ n

O( log n - Errory, (Po,
e In expectation, each user sends

(logn Msg(Po, —— ,logn - 108;(1/5)))

logn lo n

messages, each containing O (Bit(Pp, =5 U,logn -log(1/6)) + logn) bits.

fogn’ log n’
Example 4.3 (OHSDP for Qcount). We instantiate the OHSDP protocol using Pg_... [30]. When
there are no attackers, the protocol achieves an error of O(% log %) which is asymptotically the

ﬂ).In

expectation, each user sends O(log n) messages, with each message containing O(log n) bits.

. . log®
same as Pg,,...- In the presence of a single corrupted user, the error increases to O (2"

4.3.2 Handling multiple corrupted users. Consider the case where the poisoning attacker can
corrupt multiple users. To ensure privacy, since in one group there are at most k corrupted users,
the privacy budget must be scaled by a factor of (c — k) /c, where ¢ denotes the group size. However,
if ¢ is too small, the privacy budget will be split by at most k, thus significantly degrading utility.

To address this issue, we require each group to have strictly more honest members than attackers.
Recall that k is polylogarithmic in n, we choose the first-level size A > 2k to ensure that the lack
of noise from attackers cannot compromise the privacy of honest users. For simplicity, we still
set A = logn - log(1/5) with the assumption that k < logn - log(1/8)/2. It is trivial to see that
our detection and recovery mechanisms naturally support this scenario to address detection and
recovery in the multiple corrupted users setting. The primary difference lies in the utility guarantee,
since multiple corrupted users can collectively affect a larger number of results.

Theorem 4.4. Givenany ¢ > 0, § > 0, n € Z;, U € Zy, A = logn - log(1/), when there are
k corrupted users (k < k < logn - log(1/8)/2), for any union-preserving query Q, the OHSDP
protocol achieves the following:

o The messages received by the analyzer satisfy (¢, §)-DP;

e With probability at least 1 — 3, the total error is bounded by

B
logn’ logn’ n))"'}’fp(Qk logn - log(1/9));

£

O(k logn - Errorgp (SDQ,

Proc. ACM Manag. Data, Vol. 4, No. 1 (SIGMOD), Article 24. Publication date: February 2026.



Defense against Poisoning Attacks under Shuffle-DP 24:19

o In expectation, each user sends

(log n - Msg(Po, —— log n- log(l/&)))

lgnl

messages, each containing O(Bit(PQ, U,logn -log(1/6)) + log n) bits.

Togn’ logn’

Remark 1. Our protocol can be easily extended to the case where k exceeds logn -log(1/8)/2 by
logn é))+wp (Q Zkk)
with probability at least 1 — 8, and in expectatlon each user sends O(logn - Msg(Po, = Togn’ 10 T k))
U, k) +log n) bits.

setting A = 2k feasibly. The error bound becomes O (k log n- Error,, (Po, @

messages, each containing O(Blt(PQ, ogn’ logn’

Example 4.4 (OHSDP for Q.ount in Multiple Corrupted Users Setting). We instantiate the OHSDP
2
protocol using Pg,.... [30], which achieves an error ofO(k'logg . log b +k-logn- log(1/6)). In

expectation, each user sends O(log n) messages, with each message containing O(log n) bits.

5 Application

In this section, we apply our OHSDP framework in three union-preserving queries: summation,
frequency estimation, and range counting, as defined in Section 2.1, and further explore its extension
to complex queries such as k-selection and OLAP.

Summation. For the summation problem, we introduce and integrate two SOTA solutions respec-
tively. The first protocol, IKOS-based BBGN [3], improved from the IKOS exact summation protocol
logU )

logn

[37], achieves central-DP error of O(Y log %) Each of n users is expected to send O(1 +
messages of O(log U + log n) bits. By integrating it into the OHSDP framework, we have:

e Without attackers, the error remains O(Y log 7);

e With one corrupted user, the error becomes O UIOg " log 2 )
e The expected number of messages is O(log U log log n), each of O(log U + log n) bits.

The second protocol, GKMPS [30], also achieves central-DP error O(% log %), with each user

U log? U log(U/8)
&n

sending 1+ O( ) messages of O(log U) bits. By integrating it into OHSDP, we have:

e The error remains O(% log %) without attackers;

(Lloe g 1),

e The expected number of messages is O(logn + %), each of O(log U +log n) bits.

e With one corrupted user, the error becomes O

Frequency estimation. For the frequency estimation (a.k.a. histogram) problem, the SOTA solution

LWY [47] sends O(1) messages of O(log U) bits and achieves an £.,-error ofO(% Jlog & 5 log 5) By
integrating it into the OHSDP framework, we have:

e Without attackers, the error remains O(%,/log & 7 log 3);

= Jlog ¥ 7 log 3);
e The expected number of messages is O(log n), each of O(log U + log n) bits.

e With one corrupted user, the error becomes O(

Range counting. Range counting can be reduced to frequency estimation by building a binary
tree over the domain [0, U], where each node represents a range and each level forms a fre-
quency estimation problem. The SOTA shuffle-DP protocol LYD+ [48] achieves an fs-error of
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0 ( logl'5 U

&

\Jlog % log ), with O(log U) messages per user, each of O(log U) bits. By integrating it
into the OHSDP framework, we have:

. . logl'5 U
e Without attackers, the error remains O(

log % log §);
log? n-log!® U

b o oo Tlog )

e The expected number of messages is O(log U log n), each of O(log U + log n) bits.

e With one corrupted user, it becomes O(

Furthermore, k-selection queries (which return the k-th largest item in the dataset) can be
answered via range counting [22]. Our framework supports these queries under poisoning attacks
with O(1) rank error, but only of theoretical interest due to its large polylogarithmic terms.

OLAP queries. OLAP queries typically involve five core operations: join, select, project, aggregate,
and group-by. Among these, join and projection (distinct count) are not union-preserving and
are therefore outside the scope of our framework. Queries that combine selection with sum or
count aggregation can be reduced to standard sum or count queries, which our framework directly
supports. Group-by queries can be interpreted as answering multiple queries, which can be handled
using DP basic composition theory (see Lemma 2.2).

6 Experiments

We conduct experiments on three union-preserving queries: bit counting (Qcount), Summation
(Qsum), and frequency estimation (Qh;st), comparing our optimized hierarchical shuffle-DP protocols
with the SOTA methods on both synthetic and real-world datasets. Specifically, for Qcount, We
compare against CSUZZ [15], GKMPS [30], and BBGN [3]° with our defense framework built on
top of GKMPS and BBGN, referred to as Ours+GKMPS and Ours+BBGN. For Qgm, we compare
against GKMPS and BBGN with Ours+BBGN. For Qpist, we compare against LWY [47] and CZ [16]
with Ours+LWY.

6.1 Setup

Datasets. We incorporate a total of seven datasets in our experiments. The real-world datasets
include two salary datasets from Kaggle, namely San Francisco Salary (SF-Sal) [38], and Brazil
Salary (BR-Sal) [39]. The remaining two are the Adult dataset (Adult) [42] from the U.S. Census, and
the AOL dataset (AOL) [50] containing real-world web search accesses. The synthetic datasets are
generated using Uniform distribution (Unif), Zipfian distribution’(Zipf) with a = 1.5, and Gaussian
distribution®(Gauss) with y = o = U /5.

® Qcount: We use there real-world datasets: Adult with n = 2'%, SF-Sal with n = 2!7, and BR-Sal
with n = 2%°. We count the number of females in the Adult dataset, and the number of
individuals earning above the average salary in the salary datasets. Synthetic datasets are
generated from three distributions with n = 224,

® Qsum: we use the same there real-world datasets. On Adult, we sum the ages of individuals,
with age values capped at 130. On the salary datasets, we compute the total salary, with salary
values capped at U = 2.5 X 10°. Synthetic datasets are generated from three distributions
with n = 2%* and U = 10°.

%We use the IKOS-based solution only in our experiments.
"We sample n values from the Zipfian distribution (probability mass function f(x) o x~¢) and take modulo U.

(x=p)?
202

8We sample n values from the Gaussian distribution (probability mass function f(x) o exp(— )) and round to

integers from 0 to U.
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® Ohist: three real-world datasets are used: AOL for website visit frequencies, SF-Sal and BR-Sal
for salary frequencies. Synthetic datasets are generated from three distributions, with both
real and synthetic datasets set ton = U = 217,

Poisoning attacks. For all queries, we randomly select k users from the user population as
corrupted users. By default, we set k = 1. For Qcount, €ach corrupted user sends n messages with
value 1 to the shufflers. For Qg,m, each corrupted user sends n messages with value U to the shufflers.
For Qp;st, each corrupted user sends n messages with value 1 for every bin in the range [0, U].

Experimental environment and parameters. All experiments are conducted on a single Linux
server with an Intel Xeon CPU @ 2.50GHz and 178 GB memory, where we simulate the outputs
of all users (with fresh randomness) and aggregate their results, following the convention of
previous distributed DP settings [17, 34, 35, 43, 45, 46, 48, 54, 57, 60]. This single-node simulation
exactly reproduces the algorithmic process of a real distributed setting in terms of both accuracy
and communication, as both depend solely on the generated messages rather than the physical
distribution of computation. Moreover, as achieving high utility requires a large n, implementing
true n-node distributed environment would be prohibitively expensive. We set the privacy budgets
ase=1,5 =n"2, and confidence level f = 0.1 by default. While we set ¢ = 4 for Qpis;. We choose
the optimal A for each setting in our protocols. We use ¢;-error for Qcount and Qsym, and £-error
for Qnist. Each experiment is repeated 100 times, and we report the average after discarding the top
10% and bottom 10% of the results.

6.2 Experimental Results

Utility and communication. We evaluate the performances, including the relative error’, the
average number of messages per user, and the number of bits per message, under with and without
attack settings to the three queries on both synthetic and real-world datasets, shown in Table 3 and
Table 4, respectively.

The results show a clear superiority of our defense frameworks in terms of utility under poisoning
attacks (see Relative Error(w/ atk) column). For Qcount and Qgum, all SOTA methods fail to return a
reasonable result, i.e., the relative error is larger than 100%. It shows the damage of one corrupted
user conducting poisoning attacks. But luckily, our frameworks successfully detect and mitigate
the attacks, recovering results with relative errors well below 1%, thereby preserving high utility.
The only exception is CZ for Q;st, which is the only related protocol considering poisoning attacks.
However, it sends more than 16KB!® per message, making it only practical for small domain settings.
When there is no attack, our frameworks consistently achieve only 2X larger error than the base
protocols. Comparing the error with and without attack for our protocols, the error with attack is
no more than 225X larger than that without attack, which is roughly a (log n)?x increase. The gap
is much smaller (only 10X) for Qs+ because the users in the drop out group split their contribution
to different counters and reduce the error. The distribution of dataset does not affect the error
without attack. But when there is an attacker, our defense frameworks will drop out the entire
group of size A containing corrupted user, and this leads to different errors in different distributions.

In terms of communication cost, our defense frameworks achieve approximately (logn)X larger
number of messages than the base protocols BBGN and LWY, which send O(1) messages. Since
GKMPS has a poor performance when n is not larger than U too much, the communication costs
are very large for Ours+GKMPS in Qcount and GKMPS in Qgym, which matches our analysis in

9For Qpist, we define the relative error with respect to the data size n, i.e., f error divided by n.
1OWe do not include the extra cost of blind signature [11]. The 16KB message cannot defend against poisoning attacks.
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Unif Zipf Gauss
Query Protocol Relative Error (%) Relative Error (%) Relative Error (%) #Bits
#Msgs #Msgs #Msgs
(w/o atk) (w/atk) (w/o atk) (w/atk) (w/o atk) (w/atk)
CSuUzz 3.80 X 107° 200.05 1 3.01x107° 154.66 1 3.00x 107* | 149545 1 1
GKMPS 1.12x107° 200.05 0.50 1.09 x 1072 154.67 0.65 || 8.80x 107> | 1495.45 0.07 2
Qcount BBGN 1.04 x 1073 200.05 6 6.91x 107 154.67 6 6.69x107° | 149545 6 28
Ours+GKMPS || 2.82x 107° | 3.25 x 107% | 2704.97 || 2.27 X 107> | 2.88 x 107% | 2707.23 || 2.17 X 107 | 1.53 x 1072 | 2697.92 || 18
Ours+BBGN || 1.95x 107° | 3.38 x 1073 140 1.41x107° | 3.03x 1073 140 1.28x107% | 1.13x 1072 140 45
GKMPS 1.49x 1073 199.98 2583.63 || 2.31 x 1073 | 2.84 x 10* | 2587.28 || 2.97 X 107> 461.51 2586.98 || 15
Qsum BBGN 9.70 X 107° 199.98 7 1.56x 1073 | 2.84 x 10* 7 2.08x107° 461.51 7 44
Ours+BBGN || 2.26 x 107° | 3.16 x 1073 159 2.89x 1073 0.23 159 4.00 X 107° | 4.25x 1073 159 61
cz 5.84% 1072 | 5.75x 1072 3 0.12 0.11 3 5.50x 1072 | 5.83x 1072 3 217
Ohist LWY 2.53 x 1072 100.05 66.88 || 2.58 x 1072 100.23 66.88 || 2.59x 1072 99.87 66.88 54
Ours+LWY || 5.02x 1072 0.57 514.83 || 5.03x 1072 0.64 514.83 || 5.02x 1072 0.58 514.83 69

Table 3. Comparison of protocols on synthetic datasets.

Relative Error (%) sMsgs | #Bits Relative Error (%) sMsgs | #Bits Relative Error (%) sMsgs ‘ #Biits
(w/o atk) (w/ atk) (w/o atk) (w/ atk) (w/o atk) (w/ atk)
Dataset Adult SF_Sal BR_Sal
Ccsuzz 231x107% | 302.55 1 1 ||371x107 | 206,99 1 1 || 770x107* | 279.83 1 1
GKMPS 1.13x 1072 302.29 0.74 2 1.38x107% 206.96 0.60 2 2.96%x 1074 279.82 0.36 2
Qeount BBGN 7.61x107% | 30234 9 19 || 1.07x107% |  206.96 8 21 || 205x107* | 291.99 7 24
Ours+GKMPS || 2.61 x 1072 0.84 1638.72 | 10 || 4.09%x 1073 0.11 1051.23 | 11 || 7.21x107* 0.04 1679.21 | 14
Ours+BBGN || 1.36 X 1072 0.55 109 29 || 191x107% 0.15 146 34 || 491x107* 0.03 147 39
Dataset Adult SF_Sal BR_Sal
GKMPS 127x1072 | 336.93 [3909.41| 9 [[336x107°| 35221 |11367.11| 11 |/ 822x107° | 7369.82 | 6053.09 | 13
Quum BBGN 936x107% | 336.94 9 26 || 2.08x1073 | 35221 9 39 || 6.55x 1073 | 7369.82 8 42
Ours+BBGN || 1.80 x 1072 0.51 115 36 || 4.48x107° 0.13 125 50 || 1.32x1072 0.41 101 53
Dataset AOL SF_Sal BR_Sal
CczZ 7.12%x 1072 | 7.10 X 1072 3 217" | 5.81x 1072 | 5.90 x 1072 3 217" |1 5.85x 1072 | 5.80 x 1072 3 217
Qhia LWY 2.57x107% | 100.03 66.88 | 54 || 257x107%| 100.02 66.88 54 || 257x1072 | 100.00 66.88 | 54
Ours+LWY || 5.09 x 1072 0.58 514.83 | 69 || 5.08x 1072 0.57 514.83 | 69 || 4.95x 1072 0.58 514.83 | 69

Table 4. Comparison of protocols on real-world datasets.

Table 1. Our framework sends O(log n) more bits in each message. The distribution of dataset does
not affect the performance.

We further evaluate the performance of our defense frameworks Ours+GKMPS and Ours+BBGN
for the three queries varying parameters, including the group size A, the number of corrupted users
k, the privacy budget ¢, and the data size n. The results of Qount are shown in Fig. 3, and the results
of Qsum and Qpis; are presented in Appendix F.!!

Group size A. Fig. 3a shows the error with attack and messages per user. We do not include the
error without attack because it uses separate privacy budgets and keeps the same. The results match
our expectations: The error with attack first decreases and then increases with A growth. This is
because the error consists of two parts: the accumulated error from the O(logn/A) counters and
the ignored group of size A. The first part decreases with A growth because the number of counters
decreases and the privacy budgets per counter increase. The second part increases with A growth.
The communication cost decreases for both protocols as A increases. However, Ours+GKMPS drops
faster, since its cost is proportional to 1/4, whereas Ours+BBGN scales with 1/log A.

The results demonstrate that an optimal A will help to improve both the utility and efficiency,
i.e., the lowest point of the line of error. And further increasing the A leads to a trade-off between
utility and efficiency.

Uhttps://drive.google.com/drive/folders/10qBEyg0Uac1V6PMUYDEGV01GdlwRbSUv?usp=drive_link
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Error w/o atk (+GKMPS) Error w/ atk (+GKMPS) -4 #Msgs (+GKMPS)
Error w/o atk (+BBGN) Error w/ atk (+BBGN) - #Msgs (+BBGN)
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Fig. 3. Comparison of Ours+GKMPS and Ours+BBGN for Qcount on uniform distribution varying different
parameters.

Number of corrupted users k. Fig. 3b shows that the error with attack inevitably grows linearly
with the number of corrupted users k. However, the number of messages per user remains constant.
This observation aligns with our theoretical analysis of multiple corrupted users (Theorem 4.4).

privacy budget ¢. As shown in Fig. 3c, both protocols have lower error, whether with or without
attack, when ¢ grows. The communication cost of Ours+GKMPS also decreases, but Ours+BBGN
keeps the same. Because the latter one has a fixed number of messages, whatever ¢ is.

Data size n. The results are in Fig. 3d. Both protocols have larger errors with n growth, as it is
proportional to polylogarithmic of n. The communication cost changes differently and shows an
interesting phenomenon of different protocols: Ours+BBGN increases as larger n leads to more
levels in the structure, while the number of messages in each level is stable. Its communication cost
is dominated by the number of levels. Ours+GKMPS chooses a larger A for larger n, which reduces
the number of messages in the bottom level, which dominates the total number of messages.

Effect of the number of malicious messages sent by corrupted users. To empirically validate our
theoretical analysis that the worst-case error occurs when corrupted users evade detection, we
conduct an experiment by varying the number of malicious messages each corrupted user sends.
The experiment is performed on the bit counting query Qcount over Unif dataset, using Ours+GKMPS
and Ours+BBGN as representative protocols. We fix the total number of users to n = 22° and set
the number of corrupted users to k = 1. The corrupted user sends a fixed number of messages per
level, and we vary this number across experiments. The bottom-group size is set to A = 256, the
fixed parameters are ¢ = 1,5 = 1/n%, f§ = 0.1, the corresponding bottom-level error thresholds are
0(®) = 288.65 for Ours+BBGN and 6(®) = 412.14 for Ours+GKMPS. For each configuration, we run
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Fig. 4. Comparison of Ours+GKMPS and Ours+BBGN for Qcount on uniform distribution varying #messages
the corrupted user send.

50 independent trials and report (i) the absolute error and (ii) the detection rate (i.e., the fraction of
runs in which the corrupted user is successfully detected). As shown in Fig. 4, the detection rate
remains nearly zero when the number of malicious messages is small, indicating that the corrupted
user successfully evades detection. In this regime, the overall error grows rapidly, approximately
linearly, with the number of malicious messages and reaches its maximum near the detection
boundary (around 400 messages for Ours+BBGN and 500 messages for Ours+GKMPS), which is
roughly (A + 6p) — A/2 as our theoretical expectation. Once the number of malicious messages
exceeds the detection threshold, the corrupted user is effectively identified and filtered out, leading
to a sharp decrease in the overall error.

7 Conclusion

In this paper, we studied the poisoning attacks under the shuffle-DP model, including breaking
the privacy and destroying the utility. We have proposed a general defense framework for all
union-preserving queries that can convert any shuffle-DP protocol to a version defensible against
such attacks with a limited communication cost, and have demonstrated its versatility through a
number of common query workloads. There are some interesting open questions for future research:
(i) Can our defense framework support more general queries beyond the union-preserving class,
such as join and projection queries? (ii) The communication overhead is still large compared to
its base protocol. [48] reduces the communication costs of hierarchical structure queries. Can we
adopt the same idea to improve our communication efficiency?
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